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Overview
Network administrators must be able to deny unwanted access to a network and allow authorized users to access necessary services. Security tools such as passwords, callback equipment, and physical security devices are helpful. However, they often lack the flexibility of basic traffic filters and the specific controls that most administrators prefer. For example, a network administrator may want to allow users access to the Internet, but not permit external users Telnet access into the LAN. 
Routers provide the capability to filter traffic, such as blocking Internet traffic, with access control lists (ACLs). An ACL is a sequential list of permit or deny statements that apply to addresses or upper-layer protocols. This module will introduce standard and extended ACLs as a way to control network traffic and explain how they are used as part of a security solution. 

This module includes tips, considerations, recommendations, and general guidelines on how to use ACLs. It also includes the commands and configurations needed to create ACLs. Finally, this module provides examples of standard and extended ACLs and describes ACL placement on router interfaces. 

An ACL can be as simple as a single line that permits packets from a specific host or it can be a complex set of rules and conditions that defines network traffic and determines the router processes. While many of the advanced uses of ACLs are beyond the scope of this course, this module provides details about standard and extended ACLs, the proper placement of ACLs, and some special applications of ACLs.

This module covers some of the objectives for the CCNA 640-801 and ICND 640-811 exams.  

Students who complete this module should be able to perform the following tasks: 

· Describe the differences between standard and extended ACLs 

· Explain the rules for placement of ACLs 

· Create and apply named ACLs 

· Describe the function of firewalls 

· Use ACLs to restrict virtual terminal access 
How ACLs work
An ACL is made up of statements that define whether packets are accepted or rejected at inbound and outbound interfaces. 
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This page will explain how these statements are edited and added to an ACL. These decisions are made by matching a condition statement in an access list and then performing the accept or reject action defined in the statement. 
The order in which ACL statements are placed is important. The Cisco IOS software tests the packet against each condition statement in order from the top of the list to the bottom. Once a match is found in the list, the accept or reject action is performed and no other ACL statements are checked. If a condition statement that permits all traffic is located at the top of the list, no statements added below that will ever be checked.

If additional condition statements are needed in an access list, the entire ACL must be deleted and recreated with the new condition statements.
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 To make the process of revising an ACL simpler it is a good idea to use a text editor such as Notepad and paste the ACL into the router configuration.

The beginning of the router process is the same, whether ACLs are used or not. As a frame enters an interface, the router checks to see whether the Layer 2 address matches or if it is a broadcast frame. If the frame address is accepted, the frame information is stripped off and the router checks for an ACL on the inbound interface. If an ACL exists, the packet is now tested against the statements in the list. If the packet matches a statement, the packet is either accepted or rejected. If the packet is accepted in the interface, it will then be checked against routing table entries to determine the destination interface and switched to that interface. Next, the router checks whether the destination interface has an ACL. If an ACL exists, the packet is tested against the statements in the list. If the packet matches a statement, it is either accepted or rejected. If there is no ACL or the packet is accepted, the packet is encapsulated in the new Layer 2 protocol and forwarded out the interface to the next device.

As a review, ACL statements operate in sequential, logical order. If a condition match is true, the packet is permitted or denied and the rest of the ACL statements are not checked. If all the ACL statements are unmatched, an implicit deny any statement is placed at the end of the list by default. The invisible deny any statement at the end of the ACL will not allow unmatched packets to be accepted. When first learning how to create ACLs, it is a good idea to add the deny any at the end of ACLs to reinforce the dynamic presence of the implicit deny.

The next page will describe how ACLs are created.

Creating ACLs
This page will explain how ACLs are created in global configuration mode. There are many types of ACLs. This lesson explains standard ACLs, extended ACLs, and named ACLs. When ACLs are configured on a router, each ACL must have a unique identification number assigned to it. This number identifies the type of access list created and must fall within the specific range of numbers that is valid for that type of list. 
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After the proper command mode is entered and the list type number is decided upon, the user enters the access list statements using the keyword access-list, followed by the proper parameters. After the proper command mode is entered and the list type number is set, the user enters the access list statements with the access-list command followed by the proper parameters. This is the first of the two-step process. The second step of the process is assigning the ACL to the proper interface. 
[image: image5.png]Step 1

Define the ACL by using the following command:

Router (config) faccess-list access-list-number
(permit | deny) (test-conditions)

Aglobal statement dentifies the ACL. Specifically, the 1-99 range is
reserved for standard IP. This number refers to the type of ACL. In Cisco [0S,
Release 11.2 or newer, ACLs can also use an ACL name, such as
education_group, rather than a number.

‘The permit or deny term in the global ACL statement indicates how packets
that meet the test conditions are handled by Cisco I0S software. Permit
usually means the packet will be allowed o use one or more intefaces that
will be specified later. The final term or terms specifies the test conditions
used by the ACL statement



[image: image6.png]Step2

Next, you need to apply ACLs to an interface by using the access-group
command, as in this example:

access-group access-list-

Router (config-if) #(protocol

Allthe ACL statements identified by access-list-number are associated with
one or more interfaces. Any packets that pass the ACL test conditions can be
permitted to use any interface in the access group of interfaces.





In TCP/IP, ACLs are assigned to one or more interfaces and can filter inbound traffic or outbound traffic by using the ip access-group command in interface configuration mode. The access-group command is issued in the interface configuration mode.
[image: image7.png]Router (config) faccess-list 2 deny 172.16.1.1
Router (config) faccess-list 2 permit 172.16.1.0 0.0.0.255
Router (config) faccess-1ist 2 deny 172.16.0.0 0.0.255.255
Router (config) faccess-list 2 permit 172.0.0.0
0.255.255.255

Router (config) #interface e0

Fouter (config-if) #ip access-group 2 in





When an ACL is assigned to an interface, inbound or outbound placement should be specified. The filter direction can be set to check packets that travel into or out of an interface. To determine if an ACL controls inbound or outbound traffic, the network administrator must view the interfaces as if looking at them from inside the router. This is a very important concept. Traffic that travels into an interface is filtered by the inbound access list. Traffic going out of an interface is filtered by the outbound access list. After a numbered ACL is created, it must be assigned to an interface. An ACL containing numbered ACL statements cannot be altered. It must be deleted by using the no access-list list-number command and then recreated. 
[image: image8.png]Router (config) #no acce:





Use the following rules to create and apply access lists:

· There should be one access list per protocol per direction. 

· Standard access lists should be applied closest to the destination. 

· Extended access lists should be applied closest to the source. 

· The inbound or outbound interface should be referenced as if looking at the port from inside the router. 

· Statements are processed sequentially from the top of the list to the bottom until a match is found. If no match is found then the packet is denied, and discarded. 

· There is an implicit deny any at the end of all access lists. This will not appear in the configuration listing. 

· Access list entries should filter in the order from specific to general. Specific hosts should be denied first, and groups or general filters should come last. 

· The match condition is examined first. The permit or deny is examined only if the match is true. 

· Never work with an access list that is actively applied. 

· A text editor should be used to create comments that outline the logic. Then fill in the statements that perform the logic. 

· New lines are always added to the end of the access list. A no access-list x command will remove the whole list. It is not possible to selectively add and remove lines with numbered ACLs 

· An IP access list will send an ICMP host unreachable message to the sender of the rejected packet and will discard the packet in the bit bucket. 

· An access list should be removed carefully. If an access list that is applied to a production interface is removed, some versions of IOS will apply a default deny any to the interface and all traffic will be halted. 

· Outbound filters do not affect traffic that originates from the local router. 

The Lab Activity will help students become more familiar with the syntax that is used to create an ACL. 

The next page will discuss wildcard masks.

The function of a wildcard mask
This page will explain what a wildcard mask is and how it is used.
A wildcard mask is a 32-bit quantity that is divided into four octets.
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A wildcard mask is paired with an IP address. The numbers one and zero in the mask are used to identify how to treat the corresponding IP address bits. The term wildcard mask represents the ACL mask-bit matching process and comes from an analogy of a wildcard that matches any other card in the game of poker. Wildcard masks have no functional relationship with subnet masks. They are used for different purposes and follow different rules. 

The subnet mask and the wildcard mask represent two different things when they are compared to an IP address. Subnet masks use binary ones and zeros to identify the network, subnet, and host portion of an IP address. Wildcard masks use binary ones and zeros to filter individual or groups of IP addresses to permit or deny access to resources based on an IP address. The only similarity between a wildcard mask and a subnet mask is that they are both thirty-two bits long and use binary ones and zeros. 
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The mask in Figure would be written as 0.0.255.255. A zero indicates a value that will be checked. The Xs, or ones, are used to block values. 

In the wildcard mask process, the IP address in the access-list statement has the wildcard mask applied to it. This creates the match value, which is used to compare and see if a packet should be processed by this ACL statement, or sent to the next statement to be checked. The second part of the ACL process is that any IP address that is checked by a particular ACL statement will have the wildcard mask of that statement applied to it. The result of the IP address and the wildcard mask must equal the match value of the ACL. This process is illustrated in the animation in Figure .

There are two special keywords that are used in ACLs, the any and host options. 
[image: image11.png]Router (config) faccess-list 1 permit 0.0.0.0 255.255.255.255

Can be written as:
Router (config) faccess-1ist 1 permit any

Router (config) #access-1ist 1 permit 172.30.16.29 0.0.0.0

Can be written as:
Router (config) faccess-1list 1 permit host 172.30.16.29

This is the format of the ANY and HOST optional keywords in an ACL statement.




The any option substitutes 0.0.0.0 for the IP address and 255.255.255.255 for the wildcard mask. This option will match any address that it is compared against. The host option substitutes 0.0.0.0 for the mask. This mask requires that all bits of the ACL address and the packet address match. This option will match just one address. 

The next page will teach students how to verify ACLs.
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Verifying ACLs 
This page will explain how show commands can be used to verify the content and placement of ACLs on a router. 
The show ip interface command displays IP interface information and indicates whether any ACLs are assigned to the interface. 
[image: image13.png]Routertshow ip interface
FastEthernet0/0 is up, line protocol is down
Internet address is 192.168.1.1/24
Broadcast address is 255.255.255.255
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is 2
Serial0/0 is down, line protocol is down
Internet address is 200.200.2.1/24
Broadcast address is 255.255.255.255
MTU is 1500 bytes



[image: image14.png]Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is 101





[image: image15.png]Excerpts froma show ip interface command that displays
access list interface assignments.




The show access-lists command displays the contents of all ACLs on the router. To see a specific list, add the ACL name or number as an option for this command. 
[image: image16.png]Routerfshow
Standard 1P
deny 172
permit 172

Extended IP

permit tep
permit tep
permit tep
Router

access-lists
access list 2

16.1.1
.16.1.0, wildcard bits 0.0.0.255
deny  172.
permit 172.

16.0.0, wildcard bits 0.0.255.255
0.0.0, wildcard bits 0.255.255.255
access list 101

192.188.6.0 0.0.0.255 any eq telnet
192.188.6.0 0.0.0.255 any eq ftp
192.168.0.0 0.0.0.255 any eq ftp-data





[image: image17.png]Output from the show access-lists commmand that
displays the two access lists that have been configured.




The show running-config command will also reveal the access lists on a router and the interface assignment information. 
[image: image18.png]Routershow running-config

Current configuration : 953 bytes

version 12.1
service timestamps debug uptime
service timestamps log uptime

no service password-encryption

hostname Router

memory-size iomem 15
ip subnet-zero
no ip finger



[image: image19.png]interface FastEthernetd/0

ip address 192.168.1.1 255.255.255.0

ip access-group 2 in

interface Serial0/0

ip address 200.200.2.1 255.255.255.0

ip access-group 101 in

access-list 2 deny  172.16.1.1

access-1ist 2 permit 172.16.1.0 0.0.0.255
access-list 2 deny 172.1.0.0 0.0.255.255
access-list 2 permit 172.0.0.0 0.255.255.255



[image: image20.png]access-list 101 permit tcp 192.168.6.0 0.0.0.255 any
eq telnet

access-list 101 permit top 192.168.6.0 0.0.0.255 any
eq ftp

line con 0

transport input none

line aux 0

line vty 0 4
'

no scheduler allocate
end





[image: image21.png]Output from the show running-config command that displays
configuration output, which includes access lists and assignments.




These show commands will verify the list contents and placement. It is also a good practice to test the access lists with sample traffic to ensure that the access list logic is correct. 

In the Lab Activity, students will use show commands to verify ACLs on a router.

This page concludes this lesson. The next lesson will provide more information about ACLs. The first page will describe standard ACLs.
Standard ACLs

This page will explain the function of standard ACLs. Students will also learn the syntax used for a standard ACL.
Standard ACLs check the source address of IP packets that are routed. The ACL will either permit or deny access for an entire protocol suite, based on the network, subnet, and host addresses. For example, packets that come in Fa0/0 are checked for their source addresses and protocols. If they are permitted, the packets are routed through the router to an output interface. If they are not permitted, they are dropped at the incoming interface. 

The standard version of the access-list global configuration command is used to define a standard ACL with a number in the range of 1 to 99 (also from 1300 to 1999 in recent IOS).
[image: image22.png]access-list 2 deny 172.16.1.1

access-list 2 permit 172.16.1.0 0.0.0.255
list 2 deny 172.16.0.0 0.0.255.255
list 2 permit 172.0.0.0  0.255.255.255

- Access list number range of 1 - 99 and 1300 - 1989
* Filter only on source IP address.

« Wildcard masks

- Applied to interface closest to desfination





In Cisco IOS Software Release 12.0.1, standard ACLs began using additional numbers (1300 to 1999) to provide a maximum of 798 possible standard ACLs. These additional numbers are referred to as expanded IP ACLs. In the first ACL statement, notice that there is no wildcard mask. Since no list is shown, the default mask of 0.0.0.0 is used. The entire address must match or the router must check for a match in the next line in the ACL.

The full syntax of the standard ACL command is as follows:

Router(config)#access-listaccess-list-number deny permit remarksource [source-wildcard ] [log] 

The no form of this command is used to remove a standard ACL. The remark keyword makes the access list easier to understand. Each remark is limited to 100 characters. For example, it is not immediately clear what the purpose of the following entry is: 

Router(config)#access-list 1 permit 171.69.2.88 

It is much easier to read a remark about the entry to understand its effect, as follows: 

Router(config)#access-list 1 remark Permit only Jones workstation through access-list 1 permit 171.69.2.88 
To remove a standard ACL, use the no form of the command. This is the syntax:

Router(config)#no access-listaccess-list-number 
The no form of this command is used to remove a standard ACL. The syntax is as follows: 

Router(config)#no access-list access-list-number 
The ip access-group command links an existing standard ACL to an interface: 

Router(config)#ip access-group {access-list-number | access-list-name } {in | out } 

The table shows descriptions of the parameters used in this syntax. 
[image: image23.png]Parameter Description

access=1ist-nunber | Number of an ACL. This is a decimal number from 1 to 99
(for a standard IP ACL) and 1300 to 1999 (expanded IP

ACLS).

deny Denies access if the conditions are matched.

permit Permits access if the conditions are matched

remark Add a remark about entries in an IP access list to make the.
list easier to understand and scan.

source Number of the network or host from which the packet is being

sent. There are two ways to specify the source:

+ Use a 32-bit quantity in four-part, dotted-decimal format

+ Use the keyword any as an abbreviation for a source and
source=wildcard of 0.0.0.0 255.255.255.55

source-wildcard (Optional) Wildcard bits to be applied to the source. There are.
two ways to specify the source-wildcard:




[image: image24.png]+ Use a 32-bit quantity in four-part, dotted-decimal format.
Place ones in the bit positions you want to ignore.

+ Use the keyword any as an abbreviation for a source and
source-wildcard of 0.0.0.0 255.255.255.55

1og

(Optional) Causes an informational logging message about
the packet that matches the entry to be sent to the console.
(The level of messages logged to the console is controlled by
the logging console command.)

‘The message includes the ACL number, whether the packet
was permitted or denied, the source address, and the
number of packets. The message is generated for the first
packet that matches, and then at five-minute intervals,
including the number of packets permitted or denied in the
prior five-minute interval.





The Lab Activities will teach students how to plan, configure, and apply standard ACLs to permit or deny traffic.

The next page will describe extended ACLs.
Extended ACLs
This page will provide an overview of extended ACLs.
Extended ACLs are used more often than standard ACLs because they provide a greater range of control. Extended ACLs check the source and destination packet addresses and can also check for protocols and port numbers. This gives greater flexibility to describe what the ACL will check. Access can be permitted or denied based on where a packet originates, its destination, protocol type, and port addresses. An extended ACL can simultaneously allow e-mail traffic from Fa0/0 to specific S0/0 destinations and deny file transfers and Web browsing. When packets are discarded, some protocols send an echo packet to the sender, stating that the destination was unreachable. 

For a single ACL, multiple statements may be configured. [image: image25.png]access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq telnet
access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq ftp
access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq ftp-data

« Access list number range of 100 - 198 and 2000 to 2699
« Source destination IP address

« Layer 4 protocol number

- Applied to port closest to source host




 Each statement should have the same access list number, to relate the statements to the same ACL. There can be as many condition statements as needed, limited only by the available router memory. Of course, the more statements there are, the more difficult it will be to comprehend and manage the ACL.

The syntax for the extended ACL statement can get very long and often will wrap in the terminal window. The wildcards also have the option of using the host or any keywords in the command. 
[image: image26.png]access-list acce

st-number [(dynamic dynamic-name [timeout
minutes]] {demy | permit | remark} protocol source source-
wildeard destination destination-wildcard [precedence
precedence] [tos tos] [log | log-input] [time-range ¢l
range-name] icmp-type icmp-code icr
[operator operand] [port port m
[fragments ]

p-message igmp-type
er or name] [established]





[image: image27.png]Parameter Description

access-list-number Identifies the access list using a number in the
range 100 to 199 (for an extended IP ACL) and
2000 to 2699 (expanded IP ACLS).

dynamic dynanic-nane (Optional) Identifies this access list as a dynamic
access lst.
timeout ninutes (Optional) Specifies the absolute length of time, in

minutes, that a temporary access list entry can
remain in a dynamic access list. The default is an




[image: image28.png]infinite length of time and allows an entry to remain
permanently.

deny Denies access if the conditions are matched.
permit Permits access if the conditions are matched.
remark Indicates whether this entry allows or blocks the

specified address. Could also be used to enter a
remark.



[image: image29.png]protocol Name or number of an Intemet protocol. It can be
one of the keywords eigrp, gre, icmp, igmp, ip.
ipinip, nos, 0sp, pim, tcp, or udp, or an integer in
the range from 0 to 255 representing an Interet
protocol number. To match any Intemet protocol
(including ICMP, TCP, and UDP) use the ip
keyword

cource Number of the network or host from which the




[image: image30.png]Ppacket is being sent. There are hree alternative
ways to specify the source:

 Use a 32-bit quantity in four-part dotted decimal
format

- Use the any keyword as an abbreviation for a
source and source-wildeardof 00,00

255.255.255.255.
Use host source as an abbreviation for a




[image: image31.png]sourceand s¢
0.0.00.

ree-wildeard of source

source-wildcard

Wildcard bits to be applied to source. Each wildcard
bit 0 indicates the corresponding bit position in the.
source. Each wildcard bit set to 1 indicates that both
a0 bitand a 1 bit in the corresponding position of
the IP address of the packet will be considered a
match to this access list entry.



[image: image32.png]‘There are three alternative ways to specify the
source wildcard

Use a 32-bit quantity in four-part dotted decimal
format. Place 1s in the bit positions you want to
ignore.

- Use the any keyword as an abbreviation for a
source and source-wildeard of 0.0.00
255.255.255.255.




[image: image33.png] Use host source as an abbreviation for a
source and source-wiIdcard of source
0.0.00.

Number of the network or host to which the packet
is being sent. There are three altemative ways to
specify the destination:

- Use a 32-bit quantity in four-part dotted decimal
format.



[image: image34.png]- Use the any keyword as an abbreviation for a
source and source-wildeardof 00,00

255.255.255.255.

Use host souzce as an abbreviation for a
source and source-wildeard of source
0.0.00.

Wildcard bits to be applied to the destination. There
are three alternative ways to specify the destination
wildcard:




[image: image35.png]Use a 52-bit quantity in four-part dotted decimal
format. Place 1s in the bit positions you want to
ignore.

Use the any keyword as an abbreviation for a
source and source-wildcardof 00.0.0
255.255.255.255.

+ Use host souxce as an abbreviation for a
source and source-wiIdcard of source
0.0.0.0.



[image: image36.png]precedence precedence

(Optional) Packets can be filtered by precedence
level, as specified by a number from 0 to 7, or by
name.

tos tos (Optional) Packets can be filtered by type of service
level, as specified by a number from 00 15, or by
name.

log (Optional) Causes an informational logging

message about the packet that matches the entry



[image: image37.png]1o be sent to the console. The level of messages
logged to the console is controlled by the 1ogging
console command.

‘The message includes the access list number,
Whether the packet was permitted or denied; the.
protocol, whether it was TCP, UDP, ICMP, or a
number, and, if appropriate, the source and
destination addresses and source and destination



[image: image38.png]port numbers. The message is generated for the first
packet that matches, and then at 5-minute intervals,

including the number of packets permitted or denied

in the prior 5-minute interval.

‘The logging facility may drop some logging
message packets if there are too many to be
handled or if there is more than one logging
message to be handled in 1 second. This behavior



[image: image39.png]prevents the router from crashing due to too many
logging packets. Therefore, the logging facilty

should not be used as a billing tool or an accurate
source of the number of matches to an access list.

log-input

(Optional) Includes the input nterface and source
MAC address or VIC in the logging outpur.

time-range time-range-name

(Optional) Name of the time range that applies to
this statement. The name of the time range and its



[image: image40.png]resiriclions are speciied by the time-range
command.

Icmp-type (Optional) ICMP packets can be filtered by ICMP.
message type. The type is a number from 0 10 255.
icmp-code (Optional) ICMP packets that are fitered by [CMP

message type can also be fltered by the ICMP
message code. The code is a number from 0 to
255,




[image: image41.png]icmp-message

(Optional) ICMP packets can be filtered by an ICMP
message type name or ICMP message type and
code narme.

anp-type

(Optional) IGMP packets can be fitered by IGMP.
message type or message name. A message type is
a number from 0 to 15.

(Optional) Compares source or destination ports.
Possible operands include It (less than), gt (greater




[image: image42.png]than), eq (equal), neq (not equal), and range
(inclusive range).

Ifthe operator is positioned after the sou:zce and
4, it must match the source port.
Ifthe operator is positioned after the destination and

destination-wildcard, it mustmatch the
destination port.




[image: image43.png]The range operator requires two port numbers. All
other operators require one port number.

(Optional) The decimal number or name of a TCP or
UDP port. A port number is a number from 0 to
65535. TCP and UDP port names are listed in the
section "Usage Guidelines". TCP port names can
only be used when fitering TCP. UDP port names.
can only be used when filtering UDP.



[image: image44.png]TCP port names can only be used when filtering
TCP. UDP port names can only be used when
filtering UDP.

established

(Optional) For the TCP protacol only: Indicates an
established connection. A match occurs if the TCP
datagram has the ACK, FIN, PSH, RST, SYN, or
URG control bits set. The nonmatching case is that
of the initial TCP datagram to form a connection.




[image: image45.png]fragments

(Optional) The access list entry applies to noninitial
fragments of packets; the fragment s either
permitted or denied accordingly.





At the end of the extended ACL statement, an administrator can specify a TCP or UDP port number.
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 The well-known port numbers for TCP/IP are shown in Figure .
[image: image47.png]Decimal  Keyword Description TCP or UDP
0 Reserved Reserved
= Unassigned
5 RE Remote Job Entry TCP, UDP
ECHO Echo TCP, UDP
DISCARD. Discard TCP, UDP
1 USERS Active Users TCP, UDP
13 DAYTIME Daytime TCP, UDP
15 NETSTAT Who is Up or NETSTAT TCP, UDP
17 QUOTE Quate of the day TCP, UDP
19 CHARGEN Character Generator TCP, UDP
20 FTP-DATA File Transfer Protocol (data) TCP, UDP
21 FTP File Transfer Protocol TCP, UDP
23 TELNET Terminal Connection TCP, UDP
2 suTP Simple Mail Transfer Protocol | TCP, UDP
37 TIME Time of Day TCP, UDP
39 RLP Resource Location Protocol TCP, UDP




[image: image48.png]42 NAMESERVER Host Name Server TCP, UDP
43 NICNAME Who ls TCP, UDP
53 DOMAIN Domain Name Server TCP, UDP
(2 BOOTPS. Baotstrap ProtocoalServer TCP, UDP
) BOOTPC Bootstrap Protocol Client TCP, UDP
6 TFTP Trivial File Transfer Protocol TCP, UDP
75 Any Private Diak-out Service | TCP, UDP
7 Any Private RJE Service TCP, UDP
79 FINGER Finger TCP, UDP
80 HTTP HyperText Transfer Protocol TP
95 SUPDUP 'SUPDUP Protocol TCP
101 HOSTNAME NIC Host Name Server TP
102 ISO-TSAP ISO-TSAP TP
110 POP3 Post Office Protocol TCP
13 AUTH Authentication Service TCP.
17 UUCP-PATH UUCP Path Service TCP




[image: image49.png]123 NTP Network Time Protocol TCP, UDP
133-159 Unassigned Unassigned
160-223 Reserved Reserved

224-241 Unassigned Unassigned
242255 Unassigned Unassigned





 Logical operations may be specified such as, equal (eq), not equal (neq), greater than (gt), and less than (lt). The extended ACL will perform these operations on specific protocols. Extended ACLs use an access-list-number in the range 100 to 199 (also from 2000 to 2699 in recent IOS). In Cisco IOS Software Release 12.0.1, extended ACLs began using additional numbers (2000 to 2699) to provide a maximum of 799 possible extended ACLs. These additional numbers are referred to as expanded IP ACLs. 

The ip access-group command links an existing extended ACL to an interface. Remember that only one ACL per interface, per direction, per protocol is allowed. 
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The format of the command is as follows: 

Router(config-if)#ip access-group access-list-number {in | out } 

The Lab Activities on this page will help students plan, configure, and apply extended ACLs to filter network traffic.

The next page will describe named ACLs.

Named ACLs
This page will explain the benefits and restrictions of named ACLs.
IP named ACLs were introduced in Cisco IOS Software Release 11.2. Named ACLs allow standard and extended ACLs to be given names instead of numbers. 
[image: image51.png]Rtl(config-ext-nacl) iremark ACL to allow access to E-mail
and DNS server

Rtl(config-ext-nacl) épermit tcp any host 131.108.101.99 eq
smtp

Rtl(config-ext-nacl) épermit upd any host 131.108.101.99 eq
domain

Rtl(config-ext-nacl)édeny ip any any log
Rt1(config-ext-nacl) fexit

Rtl(config) finterface fastethernet 0/0
Rtl(eonfig-if) fip access-group server-access out
R (config-if) #4Z





The following are advantages that are provided by a named access list: 

· Alphanumeric names can be used to identify ACLs. 

· The IOS does not limit the number of named ACLs that can be configured. 

· Named ACLs provide the ability to modify ACLs without deletion and reconfiguration. However, a named access list will only allow for statements to be inserted at the end of a list. It is a good idea to use a text editor to create named ACLs. 
[image: image52.png]routertconfigure terminal

Enter configuration commands, one per line.

router (config) #ip access-list extended test

router (config-ext-nacl) fpermit ip host 2.2.2.2 host
3.3.3.3

router (config-ext-nacl) fpermit tep host 1.1.1.1 host
5.5.5.5 eq www

router (config-ext-nacl) fpermit icmp any any

router (config-ext-nacl) fpermit udp host 6.6.6.6 10.10.10.0
0.0.0.255 eq domain

router (config-ext-nacl) #42

1d00h: %SYS-5-CONFIG_I: Co
consoles-1

figured from console by



[image: image53.png]router#show access-list
Extended IP access list test
permit ip host 2.2.2.2 host 3.3.3.3
permit tcp host 1.1.1.1 host 5.5.5.5 eq www
permit icmp any any
permit udp host 6.6.6.6 10.10.10.0 0.0.0.255 eq
domain

terfconfigure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

router (config) #ip access-list extended test

1--- ACL entry deleted.




[image: image54.png]router (config-ext-n

ACL entry added.

router (config-ext-nacl) fpermit gre host 4.4.4.4 host
8.8.8.8

router (config-ext-nacl) §°2

1d00h: %SYS-5-CONFIG_I: Configured from console by
consoles-1

)#no permit icmp any any

routertshow access-list

Extended IP access list test
permit ip host 2.2.2.2 host 3.3.3.3
permit tcp host 1.1.1.1 host 5.5.5.5 eq ww
permit udp host 6.6.6.6 10.10.10.0 0.0.0.255 eq
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Any deletions will be removed from the ACL and any additions will
be made to the end of the ACL.




Consider the following before implementing named ACLs.

Named ACLs are not compatible with Cisco IOS releases prior to Release 11.2.

The same name may not be used for multiple ACLs. For example, it is not permissible to specify both a standard and extended ACL named George.

It is important to be aware of named access lists because of the advantages just discussed. Advanced access list operations such as named ACLs will be presented in the CCNP curriculum.

A named ACL is created with the ip access-list command.
[image: image56.png]ip access-list (extended|standard) name

The command syntax format for IP named ACLs.





 This places the user in the ACL configuration mode. In ACL configuration mode, specify one or more conditions to be permitted or denied. This determines whether the packet is passed or dropped when the ACL statement matches.
[image: image57.png]router (config-ext-nacl) fpermit|deny protocol source
source-wildcard [operator [port]] destination
destination-wildcard [operator [port]] [established]
[precedence precedence] [tos tos] [log] [time-range time-
range-name]

The permit and deny statement syntax of the named access-list command.





The configuration in Figure creates a standard ACL named Internetfilter and an extended ACL named marketing_group. The figure also shows how the named access lists are applied to an interface.
[image: image58.png]ip interface ethernetd/s
ip address 192.168.5.1 255.255.255.0

ip access-group Internetfilter out
ip access-group marketing_group in

ip access-list standard Internetfilter
permit 10.1.1.1

deny any

ip access-list extended marketing_group

permit tep any 172.30.0.0 255.255.
deny udp any any

deny udp any 171.30.0.0 255.255.255 1t 1024
deny ip any log

eq telnet

The configuration shown creates a standard ACL named
Intemetfilter and an extended ACL named marketing_group. The
lists are applied to the Ethernet interface 0/5.




The Lab Activities on this page will show students how to create named ACLs to control network traffic.

The next page will discuss the placement of ACLs.

Placing ACLs
This page will explain where an ACL should be placed. The placement of ACLs is an important consideration.
Proper ACL placement will filter traffic and make the network more efficient. The ACL should be placed where it has the greatest impact on efficiency.
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In Figure the administrator wants to deny Telnet or FTP traffic from the Router A Ethernet LAN segment to the switched Ethernet LAN Fa0/1 on Router D. At the same time, other traffic must be permitted. There are several ways to do this. The recommended solution is an extended ACL that specifies both source and destination addresses. Place this extended ACL in Router A. Then, packets do not cross the Router A Ethernet segment or the serial interfaces of Routers B and C, and do not enter Router D. Traffic with different source and destination addresses will still be permitted.

The general rule is to put the extended ACLs as close as possible to the source of the traffic denied. Standard ACLs do not specify destination addresses, so they should be placed as close to the destination as possible. For example, a standard ACL should be placed on Fa0/0 of Router D to prevent traffic from Router A.

Administrators can only place access lists on devices that they control. Therefore access list placement must be determined in the context of where the network administrator's control extends. 

The Interactive Media Activity will teach students where to place ACLs.

The next page will discuss firewalls.
Firewalls

This page will explain how ACLs are used in firewall routers.
A firewall is an architectural structure that exists between the user and the outside world to protect the internal network from intruders. In most circumstances, intruders come from the global Internet and the thousands of remote networks that it interconnects. Typically, a network firewall consists of several different machines that work together to prevent unwanted and illegal access. 

In this architecture, the router that is connected to the Internet, referred to as the exterior router, forces all incoming traffic to go to the application gateway. The router that is connected to the internal network, the interior router, accepts packets only from the application gateway. The gateway controls the delivery of network-based services both into and from the internal network. For example, only certain users might be allowed to communicate with the Internet, or only certain applications might be permitted to establish connections between an interior and exterior host. If the only application that is permitted is e-mail, then only e-mail packets should be allowed through the router. This protects the application gateway and avoids overwhelming it with packets that it would otherwise discard.
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ACLs should be used in firewall routers, which are often positioned between the internal network and an external network, such as the Internet. This allows control of traffic entering or exiting a specific part of the internal network. The firewall router provides a point of isolation so that the rest of the internal network structure is not affected. 

A configuration of ACLs on border routers, which are routers situated on the boundaries of the network, is necessary to provide security benefits. This provides basic security from the outside network, or from a less controlled area of the network, into a more private area of the network. On these border routers, ACLs can be created for each network protocol configured on the router interfaces.

The next page will describe virtual ports.

Restricting virtual terminal access
This page will explain how ACLs are created for virtual ports.
Standard and extended access lists apply to packets that travel through a router. 
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They are not designed to block packets that originate within the router. An outbound Telnet extended access list does not prevent router initiated Telnet sessions, by default. 

Just as there are physical ports or interfaces, such as Fa0/0 and S0/0 on the router, there are also virtual ports. These virtual ports are called vty lines. There are five vty lines, which are numbered 0 through 4, as shown in Figure . For security purposes, users can be denied or permitted virtual terminal access to the router but denied access to destinations from that router.

The purpose of restricted vty access is increased network security. The Telnet protocol can also be used to create a nonphysical vty connection to the router. There is only one type of vty access list. Identical restrictions should be placed on all vty lines since it is not possible to control the line on which a user will connect.

The process to create the vty access list is the same as described for an interface. However, applying the ACL to a terminal line requires the access-class command instead of the access-group command. 
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Creating the standard list:

Rtl(config) baccess-list 2 permit 172.16.1.0 0.0.0.255
Rtl(config) faccess-list 2 permit 172.16.2.0 0.0.0.255
Rtl(config) baccess-list 2 deny any

Applying the access list:

Rtl(config) #line vty 0 4
Rtl(config-line) tlogin
Rtl(config-line) fpassword secret
Rtl(config-line) taccess-class 2 in





The following should be considered when configuring access lists on vty lines:

· A name or number can be used to control access to an interface. 

· Only numbered access lists can be applied to virtual lines. 

· Identical restrictions should be set on all the virtual terminal lines, because a user can attempt to connect to any of them. 

In the second Lab Activity, students will use ACLs to control IP traffic.

This page concludes this lesson. The next page will summarize the main points from this module.

Summary
This page summarizes the topics discussed in this module.
ACLs are lists of conditions that are applied to traffic that travels across a router interface. They can be created for all routed network protocols such as IP and IPX. Packets are accepted or denied based on these lists. 

Network administrators create ACLs to control network access. ACLs provide the ability to limit network traffic, increase performance, and manage security issues. ACL statements operate in sequential, logical order. When a condition is matched as true, the packet is permitted or denied and the rest of the ACL statements are not checked. If all the ACL statements are unmatched, an implicit deny any statement is placed at the end of the list by default. The invisible deny any statement at the end of the ACL will not allow unmatched packets to be accepted. When first learning how to create ACLs, it is a good idea to add the deny any at the end of ACLs to reinforce the dynamic presence implicit deny. 
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ACLs are created in the global configuration mode and the basic rules should be applied. Each ACL on a router must be configured with a unique number or a name. When a numbered ACL is used, the number identifies the type of access list. Numbered ACLs may be either standard or extended, and must fall within the specific range of numbers that is valid for that type of list . Standard IP ACLs use the numbers from 1 to 99. Extended IP ACLs use the numbers from 100 to 199. ACLs are created by entering the command access-list. Once created, the list is then assigned to the proper interface. 

The placement of an ACL has a great impact on network efficiency. The general rule is to put the extended ACLs as close as possible to the source of the traffic denied. Standard ACLs do not specify destination addresses, so they should be placed as close to the destination as possible. 

A wildcard mask is a 32-bit quantity that is divided into four octets. The numbers one and zero in the mask are used to determine the treatment of the corresponding IP address bits. In the wildcard mask process, the IP address in the access-list statement has the wildcard mask applied to it. This creates the match value, which compares the two and determines whether the packet should be processed by this ACL statement, or sent to the next statement to be checked.

The show ip interface command displays IP interface information and indicates whether any ACLs are set. The show access-lists command displays the contents of all ACLs on the router. To see a specific list, add the ACL name or number as an option for this command. The show running-config command will also display the access lists on a router and the interface assignment information.

Standard ACLs check the source IP address of packets that are routed. The ACL will permit or deny access based on the network, subnet, and host address. Extended ACLs are used more often than standard ACLs because they provide a greater range of control. Extended ACLs check the source and destination packet addresses and can also check for protocols and port numbers. A named ACL may be either an extended or standard ACL. Named ACLs provide the ability to modify ACLs without deleting and then reconfiguring them. A named access list will allow the deletion of statements but will only allow for statements to be inserted at the end of a list.
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