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Lab 3.1 Configuring SDM on a Router

Learning Objectives

e Prepare a router for access with Cisco Security Device Manager
e Install SDM onto a PC
¢ Install SDM onto a router through a Windows host

Topology Diagram
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Scenario

In this lab, you will prepare a router for access via the Cisco Security Device
Manager (SDM), using some basic commands, to allow connectivity from the
SDM to the router. You will then install the SDM application locally on a host
computer. Finally, you will install SDM onto the flash memory of a router.

Step 1: Lab Preparation

Start this lab by erasing any previous configurations and reloading your
devices. Once your devices are reloaded, set the appropriate hostnames.
Ensure that the switch is set up so that both the router and host are in the same
VLAN. By default, all ports on the switch are assigned to VLAN 1.

Ensure that your PC meets the minimum requirements to support SDM. SDM
can be run on a PC running any of the following operating systems:

Microsoft Windows ME

Microsoft Windows NT 4.0 Workstation with Service Pack 4
Microsoft Windows XP Professional

Microsoft Windows 2003 Server (Standard Edition)
Microsoft Windows 2000 Professional with Service Pack 4

Note: Windows 2000 Advanced Server is not supported.

In addition, a web browser with SUN JRE 1.4 or later or an ActiveX controlled
browser must be enabled.
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Step 2: Prepare the Router for SDM

The Cisco SDM application uses the virtual terminal lines and HTTP server to
manipulate the configuration of the device. Since a user must log in to access
or change the configuration, some basic commands must be issued to allow
remote access.

These are basic IOS commands and are not SDM-specific. However, without
these commands, SDM will not be able to access the router, and will not work

properly.

First, create a username and password on the router for SDM to use. This login
will need to have a privilege level of 15 so that SDM can change configuration
settings on the router. Make the password argument of this command the last
argument on the line, since everything after the password argument will
become part of the password. The username and password combination will be
used later when accessing the router.

R1(config)# username ciscosdm privilege 15 password O ciscosdm

HTTP access to the router must be configured for SDM to work. If your image
supports it (you will need to have an IOS image that supports crypto
functionality), you should also enable secure HTTPS access using the ip http
secure-server command. Enabling HTTPS generates some output about RSA
encryption keys. This is normal. Also, make sure the HTTP server uses the
local database for authentication purposes.

Ri(config)# ip http server

R1i(config)# ip http secure-server

% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]

*Jan 14 20:19:45.310: %SSH-5-ENABLED: SSH 1.99 has been enabled

*Jan 14 20:19:46.406: %PKI-4-NOAUTOSAVE: Configuration was modified. Issue
"write memory" to save new certificate

Ri(config)# ip http authentication local

Finally, configure the virtual terminal lines of the router to authenticate using the
local authentication database. Allow virtual terminal input through both telnet
and SSH.

R1(config)# line vty 0 4

Ri(config-line)# login local
R1(config-line)# transport input telnet ssh

Based on your knowledge of SDM, why do you think that the router needs to
have these non-SDM specific commands entered in?
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Step 3: Configure Addressing

Now that the router has all of the commands necessary for remote access,
connectivity will need to be established between the PC and the router. The first
thing we will need to do is configure the Fast Ethernet interface on the router
with the IP address shown in the diagram. If you have already configured the
correct IP address, skip this step.

R1(config)# interface fastethernet0/0
Ri(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown

Next, assign an IP address to the PC. If the PC already has an IP address in
the same subnet as the router, you may skip this step. These steps may vary
depending on your Windows version and theme.

First, access the PC Control Panel window and open the Network Connections
management interface.
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Figure 3-1: Microsoft Windows Control Panel

Right-click the LAN interface that connects to the Catalyst switch and click
Properties. Choose Internet Protocol (TCP/IP), and then click the Properties

button.

4-34 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-1

Copyright © 2007, Cisco Systems, Inc



Lnanieroperes B

General | Authentication I .ﬁ.dvancedl

Connect uzing:

B8 Linksys PCI Adapter

Thiz conhection uses the following items:

@ File and Frinter Sharing for Microzoft Metworls ;I

[ %= InteliR] Advanced Metwark Services Pratocal

fInternet Protocol [TCPAR]

4| | »
Install... rmztall | Froperties |

Drezcription

Tranzmizzion Control Protocaol/ ntemet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarksz.

W Show icon in notification area when connected
v Motify me when this connection has limited or no connectivit

k. Canicel

Figure 3-2: Network Connection Properties

Finally, configure the IP address shown in the diagram on the interface.
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Figure 3-3: IP Properties

Click OK once to apply the TCP/IP settings and again to exit the configuration
dialog box for the LAN interface. Open the Start Menu, and then click Run....
Issue the cmd command and press the [Return] key. At the Windows
command-line prompt, ping the R1 Ethernet interface. You should receive
responses. If you do not receive a response, troubleshoot by verifying the VLAN
of the switchports and the IP address and subnet mask on each of the devices
attached to the switch.

C:\Documents and Settings\Administrator> ping 192.168.10.1
Pinging 192.168.10.1 with 32 bytes of data:

Reply from 192.168.10.1: bytes=32 time=1ms TTL=255
Reply from 192.168.10.1: bytes=32 time<lms TTL=255
Reply from 192.168.10.1: bytes=32 time<lms TTL=255
Reply from 192.168.10.1: bytes=32 time<lms TTL=255

Ping statistics for 192.168.10.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = Oms
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Step 4: Extract SDM on the Host

Now that the router is ready to be accessed from SDM and there is connectivity
between the router and the PC, you can use SDM to configure the router.

You should start by extracting the SDM zip file to a directory on your hard drive.
In this example, the directory used is “C:\sdm\,” although you can use any path
you want. If your version of Windows has a built-in zip utility, you can use that to
extract it, or if you don’t have it built in, you can use a third-party tool such as
WinZip. To get to the built in Windows Extraction Wizard, right-click the SDM
zip file and click Extract All.... If you decide to use a third-party tool, extract the
file to the directory of your choice and skip to the next step.

Open

Search...
Explore

Extract all. ..
Cipen Wwith

Send Ta

Cuk
Copy

Create Sharkouk
Delete
Rename

Properties

Figure 4-1: Zip File Menu

Once the extraction wizard has opened, click Next to get to the destination
selection screen.
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Welcome to the
Compressed (zipped)
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The extraction wizard helps you copy files
from inzide a ZIP archive.

To continue, click Mest,

¢ Back

Cancel |

Figure 4-2: Windows Extraction Wizard

Select the folder you want to use as the destination directory, and then click
Next.
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Extraction Yizard

|

Select a Destination

Filez inside the ZIF archive will be extracted to the location you ﬁu
choose,

Select a folder to extract files to.

Filez will be extracted to this directan:

Iu::"'.su:lm'\l
Browse. .. |
Pazswoard... |
Extracting...

< Back I Hewt > I Cancel

Figure 4-3: Destination Selection Dialog

The files are extracted. It may take a few seconds for the extraction to finish.
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Extracting...
ERRERRERENR

Cancel |

¢ Back

Figure 4-4: Windows Extraction Wizard

Afterwards, you are prompted to decide if you want to show the extracted files.
Check this option if it is not already checked, and then click Finish.
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Extraction Yizard

|

Extraction Complete it
Filez have been succeszfully extracted from the ZIF archive.

Filez hawve been successfully extracted to the following
directony:

o hedmb

To zee your extracted filez, check the box below:

Prezz finish to continue.

¢ Back I Finizh I Cancel

Figure 4-5: Final Extraction Wizard Dialog

After you have extracted the file, open the directory to which the file was
extracted. The files in this directory may look different depending on the version
of SDM you have.
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Figure 4-6: Directory of SDM Extraction

You are almost ready to use SDM to configure the router. The last step is
installing the SDM application on the PC.

Step 5: Install SDM on the PC

Double-click the setup.exe executable program to open the installation wizard.
Once the installation wizard screen opens, click Next.
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Cisco SDM™ - Installation VWizard |

Welcome to the Installation wizard for Cisco 5DM

Thiz wizard will inztall Cizco S0k 2.3 2[Englizh] an your
computer and router.

It iz strongly recommended that you exit all wWindows
programs before running thiz Setup program.

Click, Mest to continue with the installation wizard.

< Back Meut =

Figure 5-1: Welcome Screen for SDM Installation Wizard

Accept the terms of the license agreement, and then click Next.
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Cisco SDM™ - Installation VWizard

License Agreement
Pleaze read the following license agreement canefully.

Copyright [c] 2002-2008, Cisco Systems, Inc. All ights rezerved. -
The copyrights to gtar.exe are owned by r
ather third parties and are uzed and distributed under the GHU Fublic

Licenze. & copy of the licenze iz available at

hittp: A e f2f. orgdicensesdinfo/GPLY2. hitml.

& copy of the zource code for gtar.exe iz available at bttp: /v, gnu.orgdsoftwaredtar

End Uzer Licenze Agreement

IMPORTAMT: PLEASE READ THIS EMD USER LICEMSE AGREEMENT CAREFULLY.
DOWWMLOADING, INSTALLING OR USIMNG CISCO OR CISCO-SUPFLIED SOFTWARE
COWSTITUTES ACCEPTAMCE OF THIS AGREEMEMT. ;I

% accept the terms of the license agreement Frint |

™ | do ot aceept the terms of the license agreement

[rztallS hield

< Back | Meut = I Cancel |

Figure 5-2: SDM License Agreement

The next screen prompts you to choose from three options where you want to
install SDM.
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Cisco SDM™ - Installation VWizard

Install Options

Install Cizco SO an this computer or on the router.

Select where pou want to inztall Clzco S0k,

Inztallz Cizco SOM on this computer.

" Cisco Fouter

Inztallz Cizco SOM on wour router's flazh memaon.

" Both [computer and router]

Inztallz Cizco SDM on this computer and on your router's flazh rmemony.

< Back I Mewxt > I Cancel

Figure 5-3: Installation Location Options

When installing SDM, you can install the application on the computer and not
place it on the flash memory of the router, or you can install it on the router

without affecting the computer, or you can install it to both.

Both installation

types are very similar. This lab explains how to install SDM on your computer

and on the Cisco router. It is not necessary to explain how
because that is self-evident once you have learned how to

to install it on both
install to one or the

other. If you do not want to install SDM to your computer, skip to step 7.

What are the advantages and disadvantages of installing SDM on the computer

only?

What are the advantages and disadvantages of installing SDM on the router

only?
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What are the advantages and disadvantages of installing SDM on both the
router and PC?

For now, click This computer, and then click Next. Use the default destination
folder and click Next again.

Cisco SDM™ - Installation VWizard

Choose Destination Location

Select folder where zetup will inztall files.

Setup will ingtall Cigco SDK 2.3, 2[Englizh] in the following folder.

T inztall ta this folder, click Nest. Ta nstall ko a different falder, click Browse and select
another folder.

C:\Frogram Filez\Cisco SystemshCizco SDR Browse. .. |

[rztallS hield

|' Deztination Folder

< Back Cancel

Figure 5-4: Local Installation Location Dialog

Click Install to begin the installation.
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Cisco SDM™ - Installation VWizard

Ready to Install the Program
The wizard iz ready bo begin installation.

Click Inztall ko begin the ingtallation.
IF wou want o review or change any of pour installation settings, click Back.

Click Cancel to exit the wizard.

[rztallS hield

< Back

Cancel |

Figure 5-5: Installation Prompt

Cisco SDM™ - Installation VWizard
Setup Status

Cizco SOM 2.3 2[Englizh] Installation Wizard is installing vour zoftware.

[Fztalls hield

Cancel |

Figure 5-6: Installation Progress Information
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The software installs, and then you are prompted with a final dialog box to
launch SDM. Check the Launch Cisco SDM box, and then click Finish.

Cisco SDM™ - Installation VWizard

Cizco SDM Inztallation Wizard Complete

Cizco S0M iz successfully installed on pour computer.

< Back | Finizh I Cancel

Figure 5-7: Final Installation Wizard Report
Step 6: Run SDM from the PC

SDM should start up from the installer when you have completed step 5 if you
checked the Launch Cisco SDM option. If you did not, or you are running SDM
without just installing it, click the icon on the desktop labeled Cisco SDM. The
SDM Launcher dialog box will open. Type the IP address of the router shown in
the diagram as a Device IP Address. Check This device has HTTPS enabled
and | want to use it if you enabled the HTTP secure server in step 2. Then
click the Launch button.
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[E SDM Launcher M= E3 |

SO will be launched fram the PC uging the CISCOSYSTENS

default brovezer, M

Device IP Addressz or Hosthame |1 32.168.101 j

[+ This device has HTTPS enabled and | want to use it

Launch I Cloze |

Figure 6-1: SDM Launcher Window

Click Yes when the security warning appears. Note that Internet Explorer may
block SDM at first, and you will need to allow it or adjust your Internet Explorer
security settings accordingly to use it. Depending on the version of Internet
Explorer you are running, one of these settings is especially important for
running SDM locally, and it is on the Tools menu, under Internet Options....
Click the Advanced tab, and under the Security heading, check Allow active
content to be run in files on My Computer if it is not already checked.

Enter in the username and password you created in step 2.

n
=

e\

lewel 15 or wiew_access

User name: I € ciscosdm -

Password: |u"uu|

[T Remember my password

(] 4 I Cancel

Figure 6-2: HTTP Authentication Screen

You may be prompted to accept a certificate from this router. Accept the
certificate to proceed. After this, give the username and password for the router
and click Yes.
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Security Alert
rﬂ |nfarmation you exchange with thiz zite cannot be viewed or

S, changed by otherz. However, there iz a problem with the zite's
il
* zecuty certificate.

& The zecurity certificate waz iszued by a company you have

haot chozen ko bzt Yiew the certificate bo determing whether

yoL wank ko brust the certifying authority,

& The zecurity certificate has expired or iz not yet valid.

The name on the security certifizate iz invalid or does not
match the name of the site

Do you want bo proceed?

Wiew Certificate

|

|

Figure 6-3: Internet Explorer Security Alert Prompt

Password Needed - MNetworking |
& Server: j192.168.10.1
Realm: level_15 or view_access
Scheme: basic

User narne: In:is::n:nsdm

EaSSWDrd. TEEEERE -.rl

Figure 6-4: SDM Authentication Dialog

SDM reads the configuration off the router.
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Status |

E Flease wait while SDM is l0ading the current configuration fram your
router.

Discovering router hardware attributes..

Figure 6-5: SDM Load Progress Indicator

If everything was configured correctly in step 2, you will be able to access the
SDM dashboard. If your configuration here looks correct, it means you have
successfully configured and connected to SDM. Your information may vary
depending upon which version of SDM you are running.
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Figure 6-6: SDM Dashboard
Step 7: Install SDM to the Router

Follow step 6 until the prompt shown in the following figure appears.. When this
window appears, click Cisco Router to install SDM to your router’s flash
memory. If you don’t want to install SDM to your router’s flash memory, or do
not have the available space on the flash drive, then do not attempt to install
SDM to the router.
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Cisco SDM™ - Installation VWizard

Install Options

Install Cizco SO an this computer or on the router.

Select where pou want to inztall Clzco S0k,

" Thiz Computer

Inztallz Cizco SOM on this computer.

Inztallz Cizco SOM on wour router's flazh memaon.

" Both [computer and router]

Inztallz Cizco SDM on this computer and on your router's flazh rmemony.

< Back I Mewxt > I Cancel

Figure 7-1: Installation Location Options

Enter your router’s information so that the installer can remotely access and

install SDM to the router.
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Cisco SDM™ - Installation VWizard

Router Authentication

Enter router authentication infarmatian.

Enter the router's IF addrezz/Hostname, usermame and pazsword. To inztall files on pour router
you should be a Frivilege level 15 uzer or wiew uzer of type SOM_Adminiztratar(root].

Hostname/|P Address; |1 92162101
|Jzername: Iciscusdm
Password: |

MHate: HT TP should be turmed on in wour rauter far the installation to succeed. The install
application will turn on HTTP or HTTPS server on the router if it iz not turned on.

< Back I Mewxt > I Cancel

Figure 7-2: Router Authentication Dialog

Cisco SDM connects to the router. You may notice some messages being
logged to the console. This is normal.
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Cisco SDM - Installation YWizard

Router Authentication

Enter router authentication information,

Enter the router's IP addrezs/Hostname, usemame and paszword. To install filez on your router
wou should be a Privilege level 15 uger or wiew uzer of type SO _Adminiztratorroot].

Hosthame,  Connecting to the router, Please wai,.

Ilzemame:
HERREREN

Paszword:

Mate: HT TP zhould be turned o in your router far the installation to succeed. The install
application will turn on HTTP or HTTPS server on the router if it iz not turned on.

< Back I Hest = I Cancel

Figure 7-3: Router Connection Indicator

Jan 14 16:15:26.367: %SYS-5-CONFIG_I: Configured from console by ciscosdm on
vtyO (192.168.10.50)
Jan 14 16:15:30.943: %SYS-5-CONFIG_I: Configured from console by ciscosdm on
vtyO (192.168.10.50)
Jan 14 16:15:36.227: %SYS-5-CONFIG_I: Configured from console by ciscosdm on
vty0 (192.168.10.50)
Jan 14 16:15:39.211: %SYS-5-CONFIG_I: Configured from console by ciscosdm on
vty0 (192.168.10.50)
Jan 14 16:15:44.583: %SYS-5-CONFIG_I: Configured from console by ciscosdm on
vty0 (192.168.10.50)

As shown in the following figure, choose Typical as your installation type, and
then click Next.
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Cisco SDM™ - Installation VWizard

Flash installation options

Select the type of ingtallation for Cizco SDM.

Cizco SOM components.,
™ Custam

T hiz option will allow pou to gelect the Cigco S0 components that you want o

inztall bazed on the available memony.

— | Backup Cisco SDM and Configuration files

I Browse... |

< Back I Mewxt > I Cancel |

Figure 7-4: SDM Installation Options, Step 1

Leave the default installation options checked and click Next.
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Cisco SDM™ - Installation VWizard

Select Cizco SDM Components

v SDM: Install Cizco Router and Security Device bManager.

v Cizco Secure Deskiop Package

[+ Cizco Secure WebYPM Client Package

Cigon Secure Deskiop [C50] and Cizco Secure "WebWPM client [SVC] packages are required
if vou plan to configure this router as a 'WebWPN gateway with C50 and SYC feature.

W Inztall Cizco SDM Express.
I wlahd: nstall the wWireless fpplication.

Space Required ar: flagh: 107 KB
Space Avalable on: flazh: 2099 KB
< Back Mewxt >

Figure 7-5: SDM Installation Options, Step 2

Finally, click Install for the installation process to begin. During the installation,
more messages may be logged to the console. This installation process takes a
little while (look at the timestamps in the console output below to estimate the
duration on a Cisco 2811). The time will vary by router model.
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Cisco SDM™ - Installation VWizard

Ready to Install the Program
The wizard iz ready bo begin installation.

Click Inztall ko begin the ingtallation.
IF wou want o review or change any of pour installation settings, click Back.

Click Cancel to exit the wizard.

[rztallS hield

< Back

Cancel |

Figure 7-6: Confirmation Prompt

Cisco SDM™ - Installation VWizard
Setup Status

Cizco SOM Installation ‘Wizard iz installing pour software.

Copying SOk ta paur rouker

[

[Fztalls hield

Cancel |

Figure 7-7: Installation Progress Indicator
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from
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by
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ciscosdm
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At the end of the installation, you are prompted to launch SDM on the router.

Before you do this, go onto the console and issue the show flash: command.

Notice all the files that SDM installed to flash. Before the installation, the only
file listed was the first file, the 10S image.

R1# show flash:

CompactFlash directory:

File Leng
3852
1038
1823
1024
4912
1053
4753
1684
3983
8396

©CO~NOUODWNE

10

th Name/s
3272
home.s
sdmcon
00 home.t
13 128MB.
184 common
408 sdm.ta
577
05
80 es.tar

tatus

html
fig-2811.cfg
ar

sdf

-tar

r

securedesktop-i0s-3.1.1.27-k9.pkg
sslclient-win-1.1.0.154_pkg

c2800nm-advipservicesk9-mz_.124-9.T1._bin

[47849552 bytes used, 16375724 available, 64225276 total]
62720K bytes of ATA CompactFlash (Read/Write)

As shown in the following figure, make sure that the Launch Cisco SDM option

is checked, and then click the Finish button to launch SDM.
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Cisco SDM™ - Installation VWizard

Cizco SDM Inztallation Wizard Complete

The companentz you zelected are succeszsiully inztalled on
wour router.

< Back | Finizh I Cancel

Figure 7-8: Final SDM Installation Dialog
Step 8: Run SDM from the Router

SDM should start up from the installer when you have completed the previous
step if you checked the Launch Cisco SDM option. If you did not, or you are
running SDM without installing it, open up Internet Explorer and navigate to the
URL “https://<IP address>/" or “http://<IP address>/" depending on whether you
enabled the HTTP secure server in step 2. When you are prompted to accept
the certificate, click Yes.
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Warning - Security E |

The web site's certificate cannot be verified. Do you
want to continue?

Name: 105-5elf-Signed-Cerkificate- 1455051929

Publisher: I103-3elf-Signed-Certificate-1455051929

[v &lways brust conkent From khis publisher

Yes | o I

(v ' N The certificate canmot be werified by a trusted source, Snly continue iF

'-\:/-" wou brust the origin of the application, More Information...

Figure 8-1: Internet Explorer Certificate Confirmation
Ignore the security warnings and click Run.

Warning - Hostname Mismatch E |

The name of the site does not match the name on the '
certificate. Do you want to run the application? A

Name: 192,163.10,1

Publisher: I103-3elf-Signed-Certificate- 1455051929

Cancel |

Figure 8-2: Internet Explorer Security Confirmation

Enter in the username and password you configured in step 2.
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Password Needed - Metworking |

TE Server: J192.165.10.1
L3 Realm: lewel_15 or view_access

Scheme: basic

User name: Iu:isu:u:usu:lm

Password: .

Figure 8-3: SDM Authentication Dialog

SDM will read the configuration off the router.

Status |

E FPlease wait while SDM is loading the current configuration fram your
router.

Discovering router hardware attributes. .

Figure 8-4: SDM Load Progress Indicator

Once SDM is finished loading the current configuration of your router, the SDM
homepage appears. If your configuration here looks correct, it means you have
successfully configured and connected to SDM. What you see may differ from
what appears in the following figure depending upon router model number, 10S
version, and so forth.
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Figure 8-5: SDM Dashboard
Step 9: Monitor an Interface in SDM

In SDM, you can look at an interface to verify that SDM is working and
communicating with the router properly. To do this, click the Monitor tab at the
top, and then click Interface Status on the left sidebar. You should see the
graphs start to populate when FastEthernet0/0 is selected.
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Figure 9-1: SDM Dashboard
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Lab 3.2 Configuring a Basic GRE Tunnel

Learning Objectives

e Configure a GRE tunnel
e Configure EIGRP on a router
e Configure and test routing over the tunnel interfaces

Topology Diagram

So/01

S0/0/0
DCE

S0/0/0

DCE So/01

("Loopback0: 172.16.1.1 /24 ) GRE Tunnel ("Loopback0: 172.16.3.1 /24 )

Scenario

This lab is designed as an introduction to tunnels. In later labs you will configure
more advanced tunnels using encryption, but this lab shows the basic
mechanics of GRE tunnels.

Step 1: Configure Loopbacks and Physical Interfaces

Configure the loopback interfaces with the addresses shown in the diagram.
Also configure the serial interfaces shown in the diagram. Do not forget to set
the clockrates on the appropriate interfaces and issue the no shutdown
command on all serial connections. Verify that you have connectivity across the
local subnet using the ping command. Do not set up the tunnel interface until

the next step.
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R1(config)# interface loopback 0

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
R1(config-if)# interface serial 0/0/0

Ri(config-if)# ip address 192.168.12.1 255.255.255.0
R1(config-if)# clockrate 64000

R1i(config-if)# no shutdown

R2(config)# interface serial 0/0/0

R2(config-if)# ip address 192.168.12.2 255.255.255.0
R2(config-if)# no shutdown

R2(config-if)# interface serial 0/0/1

R2(config-if)# ip address 192.168.23.2 255.255.255.0
R2(config-if)# clockrate 64000

R2(config-if)# no shutdown

R3(config)# interface loopback 0

R3(config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# interface serial 0/0/1

R3(config-if)# ip address 192.168.23.3 255.255.255.0
R3(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP AS 1 for the major networks 192.168.12.0/24 and
192.168.23.0/24. Do not include the networks in the diagram falling in the
172.16.0.0/16 range. The Class C networks will serve as the transit networks
for the tunnel network. Make sure you disable EIGRP automatic summarization.

R1(config)# router eigrp 1
Ri1(config-router)# no auto-summary
R1(config-router)# network 192.168.12.0

R2(config)# router eigrp 1
R2(config-router)# no auto-summary
R2(config-router)# network 192.168.12.0
R2(config-router)# network 192.168.23.0

R3(config)# router eigrp 1
R3(config-router)# no auto-summary
R3(config-router)# network 192.168.23.0

Verify that R1 and R3 can see the remote transit network with the show ip
route command. If they cannot see the remote transit network, troubleshoot. R2
will not learn any new routes because it is directly connected to both networks.

R1# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-IS level-1, L2 - IS-1IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 1 subnets
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C 172.16.1.0 is directly connected, LoopbackO
D 192.168.23.0/24 [90/2681856] via 192.168.12.2, 00:00:15, Serial0/0/0

R2# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - 1S-1S, su - IS-1S summary, L1 - 1S-IS level-1, L2 - IS-1IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.12.0/24 is directly connected, Serial0/0/0
C 192.168.23.0/24 is directly connected, Serial0/0/1

R3# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

D 192.168.12.0/24 [90/2681856] via 192.168.23.2, 00:00:36, Serial0/0/1
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.3.0 is directly connected, LoopbackO

C 192.168.23.0/24 is directly connected, Serial0/0/1

Step 3: Configure a GRE Tunnel

Tunnels allow connectivity between remote areas of a network to communicate
via a common network protocol and link independent of the native network
protocol or routing protocol of their interconnection. For instance, consider a
company with two locations in which each of the sites connects directly to the
Internet with a static IP address. In order to allow private connections between
the two sites, you could easily configure a tunnel between the two remote IP
addresses so that private and/or encrypted communications could be sent
between the two sites.

In this scenario, router R2 represents the agency providing connectivity
between the two sites. R1 and R3 represent the remote sites. A tunnel will
allow R1 and R3 to have a virtual private network (VPN) with each other and
route between them. This type of VPN built on GRE encapsulation is not
encrypted by default, but can be encrypted through simple configuration
techniques.

When this configuration is complete, R2 does not need to be informed of the
private networks behind R1 or R3, but simply passes IP data traffic between
them based on the IP addresses on the packets it is sent. Since tunneled traffic
is encapsulated within another IP header in this situation, R2 makes routing
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decisions based on the outermost IP header only. By running a routing protocol
over the tunnel between the two sites, you can ensure that remote sites
dynamically learn which remote IP networks are accessible to them.

In this lab, you use a tunnel to establish a VPN between the routers, and then
route traffic between the remote sites using the tunnel interface. You will be
using a base configuration without any encryption, although we will use
encryption in later labs. In a production network, you would not want to send
private network information through the public internet unencrypted because
traffic sniffers along the way are easily able to read unencrypted data traffic.

A tunnel is a logical interface that acts as a logical connection between two
endpoints. It is similar to a loopback interface in that it is a virtual interface
created in software, but not represented by a hardware device. It is different
than a loopback interface, however, in that more than one router is involved.
You must configure each of the routers at the endpoints of a tunnel with a
tunnel interface. GRE stands for generic routing encapsulation, and it is the
simplest type of tunnel you can configure.

From global configuration mode, issue the interface tunnel number command.
For simplicity, use tunnel number 0 on both routers. Next, configure an IP
address with ip address address subnet-mask, just like you would do on any
other interface. This IP address is used inside the tunnel, part of the private
network between R1 and R3.

Finally, assign a source and destination address for the tunnel with tunnel
source address and tunnel destination address, respectively. Source can also
be specified by interface. These addresses specify the endpoints of the router.
GRE traffic will be encapsulated out of the serial address and deencapsulated
on the remote destination serial address. We do not need to configure a tunnel
mode because the default tunnel mode is GRE.

Ri(config)# int tunnelO

R1(config-if)# tunnel source serial0/0/0
Ri(config-if)# tunnel destination 192.168.23.3
R1(config-if)# ip address 172.16.13.1 255.255.255.0

R3(config)# int tunnelO

R3(config-if)# tunnel source serial0/0/1
R3(config-if)# tunnel destination 192.168.12.1
R3(config-if)# ip address 172.16.13.3 255.255.255.0

Verify that you can ping across the tunnel to the other side. If you can do this,
you have successfully set up the tunnel.

R1# ping 172.16.13.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/69/72 ms
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R3# ping 172.16.13.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/72 ms

1. What is the GRE header source address of the packet?

2. What is the GRE header destination address of the packet?

3. What is the source address of the packet encapsulated in the GRE
tunnel?

4. What is the destination address of the packet encapsulated in the GRE
tunnel?

5. Are these packets encrypted using the commands you entered?

Step 4: Routing EIGRP AS 2 over the Tunnel

Now that you have the tunnel set up, you can set up dynamic routing protocols
over it. When the next hop address of a destination network is through the
tunnel, the packet is encapsulated in an IP packet as described in the previous
step.

Configure EIGRP AS 2 to route the entire 172.16.0.0 major network over the
tunnel, but disable automatic summarization. Remember that R2 is not
participating in this routing process so it will not need to be configured.

R1(config)# router eigrp 2
Ri1(config-router)# no auto-summary
R1(config-router)# network 172.16.0.0

R3(config)# router eigrp 2

R3(config-router)# no auto-summary
R3(config-router)# network 172.16.0.0
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You should see EIGRP neighbors come up with their messages logged to the
console. Now issue the show ip eigrp neighbors 2 command on R1 and R3.
The ‘2’ at the end of the command string specifies the AS number. If you omit
this, you will get neighbor tables for both EIGRP processes.

R1# show ip eigrp neighbors 2
IP-EIGRP neighbors for process 2

H Address Interface Hold Uptime  SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.13.3 TuO 10 00:01:14 100 5000 O 3

R3# show ip eigrp neighbors 2
IP-EIGRP neighbors for process 2

H Address Interface Hold Uptime  SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.13.1 TuO 13 00:02:47 1608 5000 0O 2

Notice that the neighbor adjacencies are formed over the tunnel interface, even
though no physical connection between the two routers exists. If you issue the
show ip route command on the three routers, you see that R1 and R3 see
each others loopbacks. Even though R2 is in the physical path, it has no
knowledge of the loopback networks.

R1# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF iInter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 3 subnets
C 172.16.13.0 is directly connected, TunnelO
C 172.16.1.0 is directly connected, LoopbackO
D 172.16.3.0 [90/297372416] via 172.16.13.3, 00:04:23, TunnelO
D 192.168.23.0/24 [90/2681856] via 192.168.12.2, 03:06:16, Serial0/0/0

R2# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.12.0/24 is directly connected, Serial0/0/0
C 192.168.23.0/24 is directly connected, Serial0/0/1

R3# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route
Gateway of last resort is not set

D 192.168.12.0/24 [90/2681856] via 192.168.23.2, 03:06:54, Serial0/0/1
172.16.0.0/24 is subnetted, 3 subnets
172.16.13.0 is directly connected, TunnelO
172.16.1.0 [90/297372416] via 172.16.13.1, 00:05:12, TunnelO
172.16.3.0 is directly connected, LoopbackO
192.168.23.0/24 is directly connected, Serial0/0/1

OO00O

You will also be able to ping the remote loopback addresses from R1 and R3.
R2 will not be able to ping either, because no route to the 172.16.0.0 network
exists in its routing table.

R1# ping 172.16.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/68 ms
R2# ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R2# ping 172.16.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R3# ping 172.16.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/68 ms

Why can’'t R2 ping 172.16.1.1 or 172.16.3.17

Appendix A: TCL Script Output
tclsh

foreach address {
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172.16.1.1
172.16.3.1
172.16.13.1
172.16.13.3
192.168.12.1
192.168.12.2
192.168.23.2
192.168.23.3

A
ping $address }

R1# tclsh

R1(tch#
Ri(tcl)#foreach address {
+>(tcDH#172.16.1.1
+>(tchH#172.16.3.1
+>(tcDH#172.16.13.1
+>(tc)#172.16.13.3
+>(tc)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tc)#192.168.23.3
+>(tc#} {
+>(tcl)#ping $address }

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Ri(tch#tclquit

R2#tclsh

R2(tchH#

R2(tcl)#foreach address {
+>(tcH#172.16.1.1

172.16.1.1, timeout is 2 seconds:
round-trip min/avg/max = 1/1/4 ms
172.16.3.1, timeout is 2 seconds:

round-trip min/avg/max = 68/68/72 ms

172.16.13.1, timeout is 2 seconds:
round-trip min/avg/max = 1/1/1 ms
172.16.13.3, timeout is 2 seconds:
round-trip min/avg/max = 68/69/72 ms
192.168.12.1, timeout is 2 seconds:
round-trip min/avg/max = 56/56/60 ms
192.168.12.2, timeout is 2 seconds:
round-trip min/avg/max = 28/28/32 ms
192.168.23.2, timeout is 2 seconds:
round-trip min/avg/max = 28/28/28 ms
192.168.23.3, timeout is 2 seconds:

round-trip min/avg/max = 56/56/56 ms
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+>(tcl)#172.16.3.1
+>(tc)#172.16.13.1
+>(tcl)#172.16.13.3
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tcl)#192.168.23.3
+>(tc#} {
+>(tcl)#ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 52/56/64 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/59/64 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/29/36 ms
R2(tch#tclquit

R3#tclsh

R3(tch)#
R3(tcl)#foreach address {
+>(tcl)#172.16.1.1
+>(tcl)#172.16.3.1
+>(tcl)#172.16.13.1
+>(tcl)#172.16.13.3
+>(tc)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tcl)#192.168.23.3
+>(tch)#} {
+>(tcl)#ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 68/69/72 ms
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to

Success rate is 100 percent (5/5),

R3(tch#tclquit

Final Configurations

R1# show run

hostname R1
1

interface TunnelO

172.16.3.1, timeout is 2 seconds:
round-trip min/avg/max = 1/1/1 ms
172.16.13.1, timeout is 2 seconds:
round-trip min/avg/max = 68/68/72 ms
172.16.13.3, timeout is 2 seconds:
round-trip min/avg/max = 1/1/4 ms
192.168.12.1, timeout is 2 seconds:
round-trip min/avg/max = 56/56/56 ms
192.168.12.2, timeout is 2 seconds:
round-trip min/avg/max = 28/28/28 ms
192.168.23.2, timeout is 2 seconds:
round-trip min/avg/max = 28/28/32 ms
192.168.23.3, timeout is 2 seconds:

round-trip min/avg/max = 56/59/64 ms

ip address 172.16.13.1 255.255.255.0

tunnel source Serial0/0/0
tunnel destination 192.168.23.3

interface LoopbackO

ip address 172.16.1.1 255.255.255.0

interface Serial0/0/0

ip address 192.168.12.1 255.255.255.0

clock rate 64000

no shutdown
1

router eigrp 1
network 192.168.12.0
no auto-summary

!

router eigrp 2
network 172.16.0.0
no auto-summary

!

end

R2# show run
hostname R2
1

interface Serial0/0/0

ip address 192.168.12.2 255.255.255.0

no shutdown
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interface Serial0/0/1
ip address 192.168.23.2 255.255.255.0
clock rate 64000

no shutdown
1

router eigrp 1
network 192.168.12.0
network 192.168.23.0
no auto-summary
1

end

R3# show run

hostname R3
1

interface Loopback0
ip address 172.16.3.1 255.255.255.0

interface TunnelO

ip address 172.16.13.3 255.255.255.0
tunnel source Serial0/0/1

tunnel destination 192.168.12.1

interface Serial0/0/1
ip address 192.168.23.3 255.255.255.0

no shutdown
1

router eigrp 1
network 192.168.23.0

no auto-summary
1

;outer eigrp 2
network 172.16.0.0

no auto-summary
1

end
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Lab 3.3 Configuring Wireshark and SPAN

Learning Objectives

e Install Wireshark on a host PC
e Configure a switch to use the SPAN monitoring tool.

Topology Diagram

Fa0/0 Fa0/6

192.168.10.1 /24

Host

Scenario

In this lab, you will configure a switch to mirror traffic from a certain port out to a
destination port for analyzing. In addition, you will configure Wireshark on a host
PC to monitor the mirrored traffic flow.

Wireshark is a packet sniffing application that can read and analyze the
incoming packets. Because it is useful for troubleshooting and verification,
Wireshark is used in many of the labs in this course.

Step 1: Configure the Router

Configure the R1 FastEthernet0/0 interface with the IP address shown in the
diagram. On the switch ALS1, place all the ports in VLAN 1. Configure EIGRP
AS 1 with the 192.168.10.0 network in order to generate traffic on the wire.

R1(config)# interface fastethernet0/0

R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown

Ri(config-if)# exit

R1(config)# router eigrp 1

R1(config-router)# network 192.168.10.0

What kind of packets would you expect R1 to send toward ALS1’s Fast
Ethernet interface?
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Step 2: Install Wireshark and WinPcap

Run the Wireshark installer executable file. If you do not have the installer,
download it from http://www.wireshark.org. Once the installation wizard opens,
click Next:

e Click I Agree to agree to the Wireshark license agreement.

e Use the default settings and click Next.

e On the Select Additional Tasks click Next.

e Use the default installation directory, and then click Next.

e Check the option to install WinPcap, because you will need it for
Wireshark to work. If you plan to have non-administrators use Wireshark,
choose the Services option also.

e The WinPcap installation wizard will now run.

e During the install, the WinPcap installer starts up if you selected the
launch option earlier (see Figure 2-4). Agree to the license agreement by
clicking the | Agree button.

After clicking | Agree, WinPcap installs.

e Click Finish to complete the WinPcap installation, and the Wireshark
installer will continue.

e After the Wireshark installer has finished, click Next to go to the final
screen.

e Check Run Wireshark if you want to run the program now, and then
click Finish.

Step 3: Configure SPAN on a Switch

2 -

7

On the Catalyst switch, you need to configure Switched Port Analyzer (SPAN)
to mirror traffic going in and out of the router port to the host port. To do this,
use the monitor session number source interface interface-type interface-
number command. This specifies the source interface that is the interface to be
monitored. The destination interface is specified in a similar way using the
monitor session number destination interface interface-type interface-
number command. You must use the same session number in both lines,
indicating that they are the same monitoring session.
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ALS1(config)# monitor session 1 source interface fastethernet0/1
ALS1(config)# monitor session 1 destination interface fastethernet0/6

It is important to note that when an interface is a SPAN destination interface,
the switch will not forward any frames at OSI Layer 2 or Layer 3 aside from
those captured from the SPAN session. Thus, the destination port does not
participate in Dynamic Trunk Protocol (DTP), VLAN Trunking Protocol (VTP),
Cisco Discovery Protocol (CDP), Spanning-tree Protocol (STP), or
EtherChannel negotiation protocols such as PAgP (Port Aggregation Protocol)
or LACP (Link Aggregation Protocol). The only traffic sent out of the destination
interface is the traffic from the SPAN session.

Verify the configuration using the show monitor command.

ALS1# show monitor

Session 1
Type : Local Session
Source Ports :

Both : Fao/1

Destination Ports : Fa0/6
Encapsulation : Native
Ingress : Disabled

If you had not implemented the following command, would the host still receive
the EIGRP hello packets? Explain.

ALS1(config)# monitor session 1 destination interface fastethernet0/6

Step 4: Sniff Packets using Wireshark

Now that the switch is sending SPAN packets to the host, you can show
packets generated from R1 in Wireshark. To do this, open Wireshark. It opens
with an empty Wireshark window.
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{! The Wireshark Metwork Analyzer M=l E3
File Edt Yew Go Capture Analyze  Statistics  Help

B oW e & x € B « # » F 8 |[EE &8
Filber: || + | Expression... | Clear ‘ Apply ‘
|Ready to load or capture [Mo Packets

Figure 4-1: Wireshark Application Window

Click Capture on the toolbar, and then click Interfaces....
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4 The Wireshark Network Analyzer M=l E3
File Edt WYew Go Analyze  Statistics  Help
. & . = O % -
i Qpkions. ., . Chrl+K @ @ « g 1] % lg B Q Q
B start
Filter: | - + | Expression... | Clear ‘ Appl ‘
= &8 stop CErl+E J = = R
% Restart
il Capture Filkers. ..
|Ready to load or capture [Mo Packets

Figure 4-2: Capture Menu

Choose the interface on the PC that is connected to the SPAN destination port
and click Start for that interface. The IP on the host does not necessarily need
to be in the same subnet as the traffic you are sniffing.

Descripkion IF Packets Packets)s Shop |

g_ Genetic dialup adapter urkmot ] ] Skart | Cptions | Details |

d PCI Ethernet Adapter (100100} ..o i 148 3 Skark | Qptions | Ciekails |

d PCI Fast Ethernet Adapker 192,168,12.50 4 ] Skart | Cptions | Details |
Close

Figure 4-3: Interface List

Once you have sniffed a decent amount of traffic (~30 seconds), click Stop.
EIGRP packets are classified as Other in this list.
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& wireshark: Capture from... =]
Captured Packets
Tatal 23 %o of otal
SCTP 0 0.0%
TCP 0 0.0%:
LDP 5 | 21.7%
ICMP 0 0.0%:
ARP 4 B 17.4%
OSPF 0 0.0%:
GRE 0 0.0%:
MNetBIOS 0 0.0%:
TP 0 0.0%:
VIMES 0 0.0%:
Other 14 e 60,9%
Rurning 00:00:39
........................... S tnp

Figure 4-4: Capture Summary Window

Why are EIGRP packets not classified in any of these protocols?

Wireshark lists all captured packets. In addition, deeper packet information and
a raw readout of the packet are available for the selected packet (see Figure 4-
5.) Explore the detailed information available for each packet. Note the EIGRP
hello multicasts are sent to the host via the SPAN session.
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Figure 4-5: Wireshark Packet Detail Window

Final Configurations

R1# show run
1
hostname R1
1
interface fastethernet0/0
ip address 192.168.10.1 255.255.255.0
1

;outer eigrp 1
network 192.168.10.0
1

end

ALS1# show run
1
hostname ALS1
1

monitor session 1 source interface fastethernet0/1

monitor session 1 destination interface fastethernet0/6
1

end
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Lab 3.4 Configuring Site-to-Site IPsec VPNs with SDM

Learning Objectives

e Configure EIGRP on the routers
e Create a site-to-site IPsec VPN using SDM
o Verify IPsec operation

Topology Diagram

S0/0/1
DCE

IPsec Tunnel

(Loopback0: 172.16.1.1 /24) (Loopback0: 172.16.3.1 /24)

|

Scenario

In this lab, you will configure a site-to-site IPsec VPN. Once you have
configured the VPN, the traffic between the loopback interfaces on R1 and R3

will be encrypted.

You will use the Cisco Security Device Manager (SDM) for this lab exercise.
Lab 3.5 involves the same function as this exercise, but implemented via the
command-line interface. Ensure that you are running Cisco I0S 12.4(6)T with
Advanced IP services.
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Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the diagram and
configure the serial interfaces shown in the diagram. Set the clock rates on the
appropriate interfaces and issue the no shutdown command on all physical
connections. Verify that you have connectivity across local subnets using the
ping command.

R1(config)# interface loopbackO

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
R1(config-if)# interface fastethernet0/0
Ri(config-if)# ip address 192.168.12.1 255.255.255.0
R1(config-if)# no shutdown

R2(config)# interface fastethernet0/0

R2(config-if)# ip address 192.168.12.2 255.255.255.0
R2(config-if)# no shutdown

R2(config-if)# interface serial0/0/1

R2(config-if)# ip address 192.168.23.2 255.255.255.0
R2(config-if)# clockrate 64000

R2(config-if)# no shutdown

R3(config)# interface loopbackO

R3(config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# interface serial0/0/1

R3(config-if)# ip address 192.168.23.3 255.255.255.0
R3(config-if)# no shutdown

Step 2: Configure EIGRP

In order to maintain connectivity between remote networks, configure EIGRP to
route between all networks in the diagram. Add all connected subnets into the
EIGRP autonomous system on every router. Disable automatic summarization.

Ri(config)# router eigrp 1
R1(config-router)# no auto-summary
Ri1(config-router)# network 172.16.0.0
R1(config-router)# network 192.168.12.0

R2(config)# router eigrp 1
R2(config-router)# no auto-summary
R2(config-router)# network 192.168.12.0
R2(config-router)# network 192.168.23.0

R3(config)# router eigrp 1
R3(config-router)# no auto-summary
R3(config-router)# network 172.16.0.0
R3(config-router)# network 192.168.23.0

Verify that you have full IP connectivity at this point using the following TCL
script.

tclsh

foreach address {

172.16.1.1

192.168.12.1
192.168.12.2
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192.168.23.2
172.16.3.1
192.168.23.3

} { ping $address }

tclquit

Compare your output with the output shown in Appendix A. Troubleshoot as
necessary.

Step 3: Connect to the Routers via SDM

Configure the IP address shown in the diagram on the host PC and install SDM
to either the router or the PC as shown in Lab 3.1. Ensure that the PC uses a
default gateway to forward traffic to remote networks.

From the host, connect to the router using SDM. If you installed SDM
application on the host, connect by launching the SDM application and
connecting to 192.168.12.1. When you complete this step for R3, you will use
192.168.23.3 as the IP address.

The SDM home page is shown in the following figure. The page might be
shown in an application window if it is installed on the host, or in an Internet
Explorer window if it is being run from the router.

For information on how to configure SDM, refer to Lab 3.1: Configuring SDM on
a Router.
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Figure 3-1: SDM Home Page
Step 4: Configure Site-to-Site IPsec VPN via SDM

IPsec is a framework of open standards developed by the Internet Engineering
Task Force (IETF). It provides security for transmission of sensitive information
over unprotected networks such as the Internet. IPsec acts at the network layer,
protecting and authenticating IP packets between participating IPsec devices
("peers"), such as Cisco routers.

Since IPsec is a framework, it allows us to exchange security protocols as new
technologies (including encryption algorithms) are developed.

There are two central configuration elements to the implementation of an IPsec
VPN:

1. Implement Internet Key Exchange (IKE) parameters

2. Implement IPsec parameters
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The exchange method employed by IKE is first used to pass and validate IKE
policies between peers. Then, the peers exchange and match IPsec policies for
the authentication and encryption of data traffic. The IKE policy controls the
authentication, encryption algorithm, and key exchange method used for IKE
proposals that are sent and received by the IPsec endpoints. The IPsec policy
is used to encrypt data traffic sent through the VPN tunnel.

SDM contains a wizard that makes setting up site-to-site VPNs easier than
using the command line interface. To access these settings, click the
Configure heading at the top of the SDM window, below the menu bar. On the
taskbar on the far left side of the window, choose VPN. In the VPN type list next
to it, choose Site-to-Site VPN. After choosing the Create a Site to Site VPN
tab in the main window, click Launch the selected task to begin the SDM Site-
to-Site VPN wizard.
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GVPN Create Site to Site VPN | Edit Site to Site VPN
-3 Ete-to-Site Ve reate sitefa (e Ll LL

]
2 Easy VPN Server SDOM can guide wou through Site to Site WP R configuration tasks. Select a task, then
click 'Launch the selected task' buttan.

CiscoSYSTEMS

B-L8YPN Components
Use Case Scenario
Site-to-Site VPN

Local Remote
i) 4o

Internat

¥ Create a Site to Site VPN.:

Usze this option to configure & PR tunnel from this router to snother VP device using either
& pre-zhared key or using digital certificates. To complete this configuration, you must know
the remate device's IP address. If a pre-zhared key iz uzed for authentication, it must match
the pre-zhared key configured on the remate device.

Inkrusion Pr ol "~ Create a secure GRE tunnel (GRE over IPSec).

Usze thiz option to configure a protected GRE tunnel from this router to another VPN device

- @ = using either a pre-shared key or using digital certificates. To complete this configuration, wou
must knowy the remote device's IP address. If a pre-shared key iz uzed for authentication, it
must match the pre-shared key configured on the remote device.

Launch the selected task

How do | |How Do | Configure a Backup for an Easy WPN Rermote connection? j Go |

Additional Tasks

VRN 211103 UTC Mon Jan 15 2007 ﬁ

Figure 4-1: VPN Configuration Screen
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At the next window, select Step by step wizard, and then click Next, so that
you have more control over the VPN settings used. If you are in a hurry or don’t
care about specific VPN settings, you would use the Quick setup option.

site-to-Site ¥PN Wizard [ %] |

Site-to-Site WPH

This wizard will guide you through the necessary steps to configure ane end of a
site-to-site W¥PM tunnel an this router. The peer device must be canfigured with identical
YRR configuration far the tunnel to wark. Please select one ofthe following setup and
click on the next hutton to hegin.

" Quick setup
Gilick setup asks far minimal information and uses S0OM defaults. This is
recommended if you are creating a WPHM tunnel between two Cigca routers using SOM

Wiewy Defaults

* Bten by step wizard:
Step by step wizard allows you to specify either the SO default configuration or your
ot cLStarm configuration.

< gack | Net» | Fiish | cancel|  Hem |

Figure 4-2: Site-to-Site VPN Wizard

At the next window, you can configure some of the basic site-to-site VPN
settings. The interface option at the top indicates the outbound interface out of
which R1 will send encrypted packets. In this lab topology, R1’s outbound VPN
interface is FastEthernet0/0. In the Peer Identity section, you select the peer
type. Since you are using a static IP peer, you select that option and enter the
IP address of the VPN destination. For authentication, click Pre-shared keys,
and enter a VPN key. This key is what protects the VPN and keeps it secure, so
in the real world you would want a secure key. Since this is just a lab, use
“cisco” as your VPN key. You could also set up digital certificates as a more
scalable solution. Digital certificates would require a more advanced set up,
which is beyond the scope of this lab and the CCNP2 curriculum. Once you
have entered these settings correctly, click Next.
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Site-to-Gite YPN Wizard [ %] |

YPH Connection Information

Selectthe interface for this VPN connection: |FastEthernetE|IEl | Details... |
—— Peer ldentity
Selectthe type of peeri=) used for this WPR
connection: |Peer with static IP address ~|
Enter the IF address of the remote peer: |1 92 168.23.3
—— Authentication

Authentication ensures that each end of the WPR connection uses the same secret key.

{* Pre-shared keys ™ Digital Certificates

pre-shared key: Iﬂm

Re-enter key: Iﬂ*ﬂ]

<Back | Next» | Finish | cancel| He |

Figure 4-3: VPN Connection and Authentication Information

On the next window you can edit the IKE proposals. One is already defined for
you as an SDM default. Click Add to create your own.
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Site-to-Gite YPN Wizard [ %] |

IKE Proposals

IKE proposals specify the encryption algarithm, authentication algarithm and key exchange
method that is used by this router when negotiating a VPR connection with the remote
device. Forthe WPM connection to be established with the remote dewice, the rermote
device should be configured with at least ane ofthe policies listed below,

Click the Add... button to add rore policies and the Edit... button to edit an existing policy.

Priarity| Encryption Hash D-H Graup Authentication| Type

group 2 PRE_SHARE SO Default

Add... | Edit.. |

<Back | Next» | Finish | cancel| He |

Figure 4-4; IKE Proposals List

What function does this IKE proposal serve?

IKE policies are used while setting up the control channel between the two VPN
endpoints for key exchange. This is also referred to as the IKE secure
association (SA). In contrast, the IPsec policy is used during IKE Phase Il to
negotiate an IPsec security association to pass target data traffic.

Set up the security settings for this IKE policy as shown in the next figure. If
your 10S image doesn’t support all of the settings, configure what you can as
long as your VPN settings match on both ends of the connection.
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Add IKE Policy | x| |

Configure [KE Policy

Priarity: Authentication:

[10 |PRE_SHARE =l

Encryption: D-H Group:

|aES_256 =l |oroups =l

Hash: Lifetime:

[mDs =l jd o [0 HHMmES
(0]4 | Cancel | Help |

Figure 4-5: Add IKE Policy Dialog

The authentication type can either be pre-shared keys or digital certificates. The
method of pre-shared keys involves manually typing a secret string on both
VPN endpoints during the configuration process. The endpoints will later use
that string as part of the authentication process. Make sure you set the
authentication type to PRE_SHARE so that the pre-shared keys created earlier
will work.

Each of the drop-down boxes shown has multiple protocols or algorithms that
can be used to secure the control data.

What is the function of the encryption algorithm in the IKE policy?

What is the purpose of the hash function?

What function does the authentication method serve?

How is the Diffie-Hellman group in the IKE policy used?
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What event happens at the end of the IKE policy’s lifetime?

Your new IKE proposal has been added to the list. Click Next.

Site-to-Gite YPN Wizard [ %] |

IKE Proposals

IKE proposals specify the encryption algarithm, authentication algarithm and key exchange
method that is used by this router when negotiating a VPR connection with the remote
device. Forthe WPM connection to be established with the remote dewice, the rermote
device should be configured with at least ane ofthe policies listed below,

Click the Add... button to add rore policies and the Edit... button to edit an existing policy.

‘ F'rinritgr‘ Encryption Hash D-H Graup Authentication| Type

1 JDES SHA_1 group 2 PRE_SHARE SDM Default
i} D5 groups FRE_SHARE User Defined

<Back | Next» | Finish | cancel| He |

Figure 4-6: IKE Proposals with Changes Applied

The next window allows you to add an IPsec transform set. Click Add... to
bring up the Add Transform Set dialog.
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Site-to-Gite YPN Wizard [ %] |

Transform Set

Atransform set specifies the encryption and authentication algarithms used to protect the
data in the Y¥PM tunnel. Since the tivo devices must use the same algorithms to
comimunicate, the remote device must be configured with the same transform set as the
one selected below,

Click the Add... button to add & new transform set and the Edit... button to editthe specified
fransform set.

Select Transform Set;

SOM Default Transform Set

Details ofthe specified transform set

Marme ESF Encryption | ESP Integrity AH Integrity

ESP_3DES ESP_SHA_HMAC

<Back | Next» | Finish | cancel| He |

Figure 4-7: IPsec Transform Set List

Though the wizard does not explicitly state it, the transform set is the IPsec
policy used to encrypt, hash, and authenticate packets that pass through the
tunnel. The transform set is the IKE policy.

What is the function of the IPsec transform set?

Use the transform set settings shown in the following dialog box. If your IOS
image doesn’t support those settings, configure the VPN settings as closely as
possible. Ensure that you match the IPsec policies between the two VPN
endpoints.
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Add Transform Set |

Marme: Iciscn_lab_transfnrm

v Diata integrity with encryption (ESP)

Intearity Algorithm:  |ESP_SHA_HMAC |

Encryption Algorithim:

Show Advanced ==

(0] 4 Cancel Help |

Figure 4-8: Add IPsec Transform Set Dialog

In the drop-down box, choose the transport set you just created. Click Next to
continue.

Site-to-Gite ¥PN Wizard [ %] |

Transform Set

Atransform set specifies the encryption and authentication alaarithms used to protect the
data in the ¥PMH tunnel. Since the two devices must use the same algarithms to
camimunicate, the remote device must be canfigured with the same transform set as the

ane selected bhelow.

Click the Add... button to add a new transform et and the Edit... button to edit the specified
transform set.

Select Transform Set:

cisco_lab_transform j

Details of the specified transform =et

Marme ESP Encryption | ESP Integrity AH Integrity

cisco_lah_transform ESP_AES 256 ESFP_SHA HMWAC

Add... Edit...

«Back | Mext» | Finish | cancel| He |

Figure 4-9: IPsec Transform Set List with Changes Applies
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Finally you must define interesting traffic to be protected through the VPN
tunnel. Interesting traffic will be defined through an access list when applied to
the router. However, SDM allows users unfamiliar with access lists to define
simple access lists based only on source and destination subnets.

If you enter source and destination subnets, such as this configuration will have,
SDM will generate the access lists for you. If not, you can use an existing
access list to mark which traffic to encrypt. In this example, the source and
destination subnets are the loopback networks on R1 and R3, respectively.

Ensure that on R1 you define 172.16.1.0/24 as the source subnet and
172.16.3.0/24 as the destination subnet. Use the reverse for R3.

Click Next once you configure networks and masks.

site-to-Site ¥PN Wizard [ %] |

Traffic to protect

IPSec rules define the traffic, such as file transfers (FTPY and e-mail {SMTF) that will he
protected by this VPR connection. Other data traffic will he sent unprotected to the remote
device. You can protect all traffic hetween a particular source and destination subnet, ar
specify an IPSec rule that defines the traffic types to he protected.

|+ iProtect all traffic hetween the following subnets:

Local Metwork Remaote Metwork
Enter the I[P address and subnet mask of Enter the I[P Address and Subnet Mask of
the network where IPSec traffic originates. the destination Metwark.
IF Address: IP Address:
|1?2_15_1_n |112_15_3_n
Subnet Mask: Subnet Mask:
[ 255.255.255.0 or[24 % [255.255.255.0 or|24 %

(" Create/Select an access-list far IPSec traffic I

«Back | Next» | Firisn | cancel| Hew |

Figure 4-10: Access List Definition

SDM presents a final summary of the changes it is going to make to the router.
Do not check Test VPN connectivity after configuring because the VPN test
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will fail because you have not configured R3. Click Finish. SDM now modifies
the R1’s configuration based on the parameters you provided in this wizard.

Site-to-Gite YPN Wizard [ %] |

Surnmary of the Configuration

Click finish to deliver the configuration to the router.

Interface:FastEthernetd/d =
FPeer Device:192.168.23.3

Authentication Type : Pre-shared key
pre-shared key ==+

IKE Puolicies:
Hash DH Group Authentication  Encryption
WD5 groups FRE_SHARE AES_29R
SHA_1 group2 FRE_SHARE 3DES

Transfarm Sets:
Mame:cisco_lab_transform i
ESP Encryption:ESP_AES_256

ESF Integrity ESP_SHA_HMAC
Mode: TLIMMEL

B o

[~ TestWPH connectivity after configuring.

< Back | e - | Finish | ¢

Help |

Figure 4-11: Site-to-Site VPN Configuration Summary

Once SDM has delivered the configuration to the router, click OK. The Site-to-
Site VPN wizard closes, and you re-enter the VPN configuration window.
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Commands Delivery Status |

Caommand Delivery Status:

Freparing commands for delivery... ﬂ
Submitting 34 commands, please wait...
Configuration delivered to router.

i o

]
Ok |

Figure 4-12: Command Delivery Progress Indicator

15-40 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-4 Copyright © 2007, Cisco Systems, Inc



Step 5: Generate a Mirror Configuration for R3

B Cisco Router and Security Device Manager (SDM): 192.168.12.1

File Edit “iew Tools Help

?

Refresh Save Search Help

Configure Monitor

& VPN
BN Create Site o Site VPN | EftSiteto Site VPN |
: Create Site to Site VPN | Edit Site to Site VPN
- GR[Bie-10-5ite VPN e e n ol g0 Sie

[])

@ Easy VPN Remote
3 Easy VPN Server

Cisco SYSTEMS

Cynamic Multipoint YPH Status Interface
B 8 wehvPN 3
B-L8YPN Components

FastEthernetlin

Description IPSec Policy =1
Tunnel to18 3.3 SOM_CMAP_1 1

| »

Additional Tasks

Clear Connection | TestTunnel.. | Generate Mirror...l

Configuration delivered to router.

21:31:41 UTC Mon Jan 15 2007 é

Figure 5-1: VPN Configuration Screen

Navigate to the Edit Site-to-Site VPN tab.

Why is the status of the VPN that you just created “Down”?

Select the VPN policy you just configured and click the Generate Mirror...

button in the lower right corner of the window.
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Generate Mirrotr...

[fIKE polices and transform sets supported in this router are not suppored
in the peer device the mirror configuration will not swork,

]|

Peer Device 192.168.23.3

|

crypto isakmp palicy 10
authentication pre-share
BrNCraes 256

hash mda

group &

lifetime 28800

exit

crypto isakmp palicy 1
authentication pre-share
encr 3des

hash sha

group 2

lifetime 86400

exit

iThe mirrar configuration should only be used as & guide when configl -
The follovwing configuration MUST NOT he directlhy applied to the peer

crvpto isakmp key cisco address 192 168121

cwmmbs Bo oo o dwow o@swmms o ob oo o
dl

T T T T s ki s e A A s e,

x|

Save |

-

3

Help |

Figure 5-2: Mirror VPN Configuration

Enter global configuration mode on R3 by issuing the configure terminal
command. Copy the commands in the SDM window and paste them into your
configuration session with R3. You can also copy them by hand, but this
method may be prone to error.

R3# configure terminal

R3(config)# crypto
R3(config-isakmp)#

R3(config-isakmp)# encr aes 256
R3(config-isakmp)# hash md5
R3(config-isakmp)# group 5

R3(config-isakmp)#

R3(config-isakmp)# exit

R3(config)# crypto
R3(config-isakmp)#

R3(config-isakmp)# encr 3des
R3(config-isakmp)# hash sha
R3(config-isakmp)# group 2

R3(config-isakmp)#

R3(config-isakmp)# exit

R3(config)# crypto
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isakmp policy 10
authentication pre-share

lifetime 28800

isakmp policy 1
authentication pre-share

lifetime 86400

isakmp key cisco address 192.168.12.1
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R3(config)# crypto IPsec transform-set cisco_lab_transform esp-sha-hmac esp-
aes 256
R3(cfg-crypto-trans)# mode tunnel
R3(cfg-crypto-trans)# exit
R3(config)# ip access list extended SDM_1
R3(config-ext-nacl)# remark SDM_ACL Category=4
R3(config-ext-nacl)# remark IPsec Rule
R3(config-ext-nacl)# permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255
R3(config-ext-nacl)# exit
R3(config)# crypto map SDM_CMAP_1 1 IPsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.
R3(config-crypto-map)# description Apply the crypto map on the peer router-"s
interface having IP address 192.168.23.3 that connects to this router.
R3(config-crypto-map)# set transform-set cisco_lab_transform
R3(config-crypto-map)# set peer 192.168.12.1
R3(config-crypto-map)# match address SDM_1
R3(config-crypto-map)# set security-association lifetime seconds 3600
R3(config-crypto-map)# set security-association lifetime kilobytes 4608000
R3(config-crypto-map)# exit

You may have noticed the warning in the Generate Mirror... window which
stated that the configuration generated should only be used as a guide for
setting up a site-to-site VPN. Although these configuration commands will apply
most of the necessary commands to the remote router, they will not apply that
configuration to any router interface. Without an associated interface, none of
the cryptography settings that you just pasted into R3 are activated.
Additionally, if this overwrote some existing IPsec settings, you could potentially
destroy one or more existing VPN tunnels.

In this situation, both of your endpoints should not have any VPNs configured
before you run the site-to-site VPN wizard or the generated commands for the
remote endpoint.

As previously noted, you now need to apply IPsec configuration to an interface.
In the generated configuration, “SDM_CMAP_1" is the name of the crypto map
that was created. Apply this crypto map to the serial interface facing R2 using
the crypto map name command in interface configuration mode. This will
generate a warning that the Internet Security Association and Key Management
Protocol (ISAKMP) is now activated.

R3(config)# interface serial 0/0/1
R3(config-if)# crypto map SDM_CMAP_1
*Jan 15 22:00:38.184: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

Step 6: Verify the VPN Configuration using SDM

Now that you have configured R3 for a VPN, use SDM to test the configuration.
On the Edit Site to Site VPN tab shown in Figure 5-1, choose the VPN you just
created and click Test Tunnel....

Click Start to have SDM start troubleshooting the tunnel.
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¥PN Troubleshooting |

Tunnel Details

Interface: FastEthernetlim Feer: 192168.23.3

] Surrirriary Fe| Details
Activity Status
Failure Reason(s) Fecommended Action(s)

Start | Save Beport... | Close Help

Figure 6-1: VPN Testing Window

This process may take a few moments.
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¥PN Troubleshooting |

Tunnel Details

Intetface: FastEthernet0so Peer 192168.23.3

Sumrmary Dietails
Activity | Status
Checking the tunnel status.. & Diowen
Checking interface status.. w Successil
Checking the configuration... w Successil
Checking Routing... In Progress..
Failure Reason(s) Fecommended Action(s)

L Stp Seve Report | Close Help

Figure 6-2: VPN Test In Progress

If SDM encounters any errors, it will offer to troubleshoot the problem for you.
Click Yes to continue.
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omwarng |

& SO will enable router debuds and generate tunnel traffic to determine
the cause of WPM connection failure. This process can take a fiew
minutes, and may affect router performance.

Do wou weant to continue 7

Ni=E o Help

Figure 6-3: SDM Performance Warning

Choose the Have SDM generate VPN traffic option. Enter R3’s loopback
address as the destination address. Click Continue.
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¥PN Troubleshooting |

Dehugging the WPM session requires that VPN traffic be generated.

WP M traffic on this connection is defined as:

Action | Source Destination Semnice Log

L2 Permit 17216.1.000.0.0.255 172.16.3.0/0.0.0.255 ip

4 I | ¥
* Have SDM generate WP M traffic

Generate WP Traffic by doing an extended ping to one ofthe hosts in
destination network

Enterthe IP address of a host in the source netwark ; |1 T21611

Enterthe IP address of a host in the destination |1 7216.3.1]
netawark:
| will generate WP traffic from the source netwark

WP M traffic can be generated by invoking an application that generates traffic on the
WEM tunnel. This can be done from any host in the source network. Enter sufficient

wigit tirme.
Wit interval time {in minutes) |1
Caontinue Close | Help

Figure 6-4: Test Traffic Generation Window
Allow SDM to analyze the situation and continue running the test.

When it has completed the test, you should get a message box acknowledging
that the VPN tunnel is up. Click OK.

If you do not receive a successful reply from the test, use SDM’s suggestions to
troubleshoot.
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Information |

@ WER Troubleshooting is successiul |

The¥FPH Tunnel is up.

Figure 6-5: Successful VPN Test Status Window

The status displayed in the following window should be “Up,” indicating that the
VPN connection is now active.
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Click Close in the VPN Test window to go back to the main SDM console.

¥PN Troubleshooting E |

Tuntel Details

Interface: FastEthernet0fo Peer 192 168.23.3

Summary Dietails
Activity | Status
Checking the tunnel status.. & Diowen
Checking interface status... ' Successiul
Checking the configuration.. ' Successiul
Checking Routing... ' Successiul
Checking peer connectivity.. ' Successiul
Checking MNAT... ' Successiul
Checking Fireswall... ' Successiul
Cebugging the WPM connection ... Completed
Checking the tunnel status.. & Up
Failure Reason(s) Recommended Action(s)

Start | Save Report... | Close Help

Figure 6-6: Detailed VPN Test Results

Step 7: Verify the VPN configuration using the 10S CLI

While it is beneficial to have SDM to help troubleshoot a VPN, this is not always
possible. There will be times at which you only have console or telnet access to
a router. Fortunately, the Cisco IOS has an extensive array of show and debug
commands for analyzing cryptographic configurations.
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A useful command for monitoring IPsec VPNs is the show crypto IPsec sa
command. This command lists all current IPsec security associations and their
parameters. Issue this command on R1 and R3.

R1# show crypto IPsec sa

interface: FastEthernet0/0
Crypto map tag: SDM_CMAP_1, local addr 192.168.12.1

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29
#pkts compressed: 0, #pkts decompressed: 0O
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 1, #recv errors O

local crypto endpt.: 192.168.12.1, remote crypto endpt.: 192.168.23.3
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0
current outbound spi: 0x487708CA(1215760586)

inbound esp sas:
spi: 0xD182B74A(3515004746)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: NETGX:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4420862/2990)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x487708CA(1215760586)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: NETGX:2, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4420862/2989)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:
outbound pcp sas:
R3# show crypto IPsec sa

interface: Serial0/0/1
Crypto map tag: SDM_CMAP_1, local addr 192.168.23.3

protected vrf: (nhone)

local ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
current_peer 192.168.12.1 port 500
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PERMIT, flags={origin_is_acl,}
#pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: 0O
#send errors 0, #recv errors 0O

local crypto endpt.: 192.168.23.3, remote crypto endpt.: 192.168.12.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/1
current outbound spi: 0xD182B74A(3515004746)

inbound esp sas:
spi: 0x487708CA(1215760586)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3001, flow_id: NETGX:1, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4467883/2964)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xD182B74A(3515004746)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3002, flow_id: NETGX:2, crypto map: SDM_CMAP_1
sa timing: remaining key lifetime (k/sec): (4467883/2962)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

View the numbers of packets being encrypted and decrypted on each end. You
can verify that the correct packets are being encrypted and decrypted by
checking that these packet counts increment when traffic is sent. From R1 ping
R3’s loopback. Then look at the number of encrypted and decrypted packets on
each side.

R1# ping 172.16.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
R1# show crypto IPsec sa

interface: FastEthernet0/0
Crypto map tag: SDM_CMAP_1, local addr 192.168.12.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
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current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29
<OUTPUT OMITTED>

R3# show crypto IPsec sa

interface: Serial0/0/1
Crypto map tag: SDM_CMAP_1, local addr 192.168.23.3

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29
#pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29
<OUTPUT OMITTED>

Why is the packet count unchanged?

Based on the configuration you enabled on the VPN tunnel, how could you
create interesting traffic that would pass through the encrypted tunnel?

Use an extended ping to source packets from R1’s loopback interface toward
172.16.3.0/24.

Will these packets be encrypted by the VPN?

Test your answer.

R1# ping

Protocol [ip]:

Target IP address: 172.16.3.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: LoopbackO
Type of service [0]:

Set DF bit in IP header? [no]:
Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
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Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 48/48/48 ms
R1# show crypto IPsec sa

interface: FastEthernet0/0
Crypto map tag: SDM_CMAP_1, local addr 192.168.12.1

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 34, #pkts encrypt: 34, #pkts digest: 34
#pkts decaps: 34, #pkts decrypt: 34, #pkts verify: 34
<OUTPUT OMITTED>

R3# show crypto IPsec sa

interface: Serial0/0/1
Crypto map tag: SDM_CMAP_1, local addr 192.168.23.3

protected vrf: (none)
local ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 34, #pkts encrypt: 34, #pkts digest: 34
#pkts decaps: 34, #pkts decrypt: 34, #pkts verify: 34
<OUTPUT OMITTED>

Another useful command is show crypto isakmp sa, which shows ISAKMP
security associations.

R1# show crypto isakmp sa

dst src state conn-id slot status
192.168.23.3 192.168.12.1 QM_IDLE 1 0 ACTIVE
R3# show crypto isakmp sa

dst src state conn-id slot status
192.168.23.3 192.168.12.1 QM_IDLE 1 0 ACTIVE

Remember that there are two types of security associations necessary to bring
this VPN tunnel up. The ISAKMP security association is initiated by IKE Phase
1, and allows the routers to securely exchange IPsec policies. The second type
of security association is initiated during IKE Phase 2, and allows the routers to
securely send the data traffic.

These are just a few show commands. There are many other useful show and
debug crypto commands.
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Challenge: Use Wireshark Capture Encryption of Traffic

You can observe packets on the wire using Wireshark and see how their
content looks unencrypted and then encrypted. To do this, first configure a
SPAN session on the switch and open up Wireshark on a host attached to the
SPAN destination port. You can use the host that you used for SDM because
you don’t need it anymore to configure the VPNs. If you do not know how to do
this, refer to Lab 3.3: Configuring Wireshark and SPAN.

Next, you will remove the crypto map statements on R1 and R3. View the
current configuration on the FastEthernet0/0 interface on R1 and Serial0/0/1 as
shown below.

Then, issue the no crypto map name command in interface configuration
mode to remove the ISAKMP security association. The router may issue a
warning that ISAKMP is now off.

R1:

R1# show run | interface fastethernet0/0
Building configuration. ..

Current configuration : 120 bytes

1

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
duplex auto

speed auto

crypto map SDM_CMAP_1
end

R1# configure terminal

Ri(config)# interface fastethernet0/0

R1(config-if)# no crypto map SDM_CMAP_1

*Jan 16 06:02:58.999: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

R3:

R3# show run interface | serial0/0/1
Building configuration...

Current configuration : 91 bytes
1

interface Serial0/0/1

ip address 192.168.23.3 255.255.255.0
crypto map SDM_CMAP_1
end

R3# configure terminal
R3(config)# interface serial0/0/1

R3(config-if)# no crypto map SDM_CMAP_1
*Jan 16 06:05:36.038: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

You will attempt to sniff telnet traffic from R1 to R3. Enable telnet access on R3
and configure a secure password to get to configuration mode on R3.

R3(config)# enable secret cisco
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R3(config)# line vty 0 4
R3(config-line)# password cisco
R3(config-line)# login

The routers have now been configured to allow telnet access.
Have Wireshark start sniffing the packets that it receives via the SPAN session.

Choose Capture > Interfaces.... Then click the Start button associated with the
interface connected to the SPAN destination port. SPAN should start capturing
packets on the line, so you can now telnet from R1’s loopback to R3’s loopback.
To source telnet traffic, use the telnet destination /source interface command.

As shown in the previous step, you must source the telnet session from R1’'s
loopback interface to simulate the interesting traffic that will match the VPN's
access list.

First, begin capturing using Wireshark. Then, begin the telnet session. Once
you are connected to R3, try issuing a command or two and then logging out.
R1# telnet 172.16.3.1 /source LoopbackO

Trying 172.16.3.1 ... Open

User Access Verification

Password: [cisco]

R3> en

Password: [cisco]

R3# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 unassigned YES unset administratively down down
Serial0/0/1 192.168.23.3 YES manual up up
Serial0/1/0 unassigned YES unset administratively down down
Serial0/1/1 unassigned YES unset administratively down down
Loopback0 172.16.3.1 YES manual up up

R3# exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

Now, end the capture and look at the output. You will see a set of telnet data
packets. Some of these, especially the return packets, will show whole
unencrypted streams of text. The reason some return packets having longer
text strings is because return packets can be streamed consecutively from the
router managing the connection, whereas the text you type into telnet gets sent
in chunks of characters or even character by character, depending on your
typing speed.
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4" (Untitled) - Wireshark

M=l E3

File Edit Wew Go Capture Analyze  Statistics  Help
3 oW e PEx % 8RR « » »2F 8 [|EE aaapnd
Filker: || * | Expression. .. ‘ Clear | Apply ‘
Mo, - |Time |Source |Destination |F‘rotocol |InFo ﬂ
32 5.981537 172.16.3.1 172.16.1.1 TELKWET Telnet Data ...
53 5.034228 172.16.1.1 172.16.3.1 TELMET Telnet Data ...
G4 6. 048002 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
L 247532 172.16.1.1 172.16.3.1 62165 > telnet [ACK] Seg=54 Ack=99 W

a8

Telnet
Telnet

Data ...

7.8220840 172.16.3.1 172.16.1.1 TELMET

56 F.82B8974 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

ag 7.908984 172.16.1.1 172.16.5.1 TELMET Telnet Data ...

6l 7.922823 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

62 B.021673 172.16.1.1 172.16.3.1 TELMET Telnet Data ...

63 H.035454 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

64 8,10234a 172.16.1.1 172.16.3.1 TELMET Telnet Data ...

65 8.116433 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

a6 H.193612 172.16.1.1 172.16.5.1 TELMET Telnet Data ...

a7 8.207497 172.16.3.1 172.16.1.1 TELMET Telnet Dpata ...

AR R.7RR504 172.16.1.1 172 .16.3.1 TFI KFT Telnet DATA hd
4| | ~l
[ Frame 57 (60 bytes on wire, &0 bytes captured)

@ Ethernet II, src: Cisco_23:43:80 (00:19:06:23:43:800, Dst: Cisco_92:28:d8 (00:18:h9:92:258:d8)

@ Internet Protocol, Sre: 172.16.1.1 (172.16.1.1), Dst: 172.16.3.1 (172.146.3.1)

@ Transmission Control Protocol, Sre Port: 62165 (62165), Dst Port: telnet (230, seq: 54, Ack: 99, Len
g Telnet

pata: ip
4| | i
oo o0 18 b9 92 28 d5 00 19 0A 23 43 80 0F 00 45 <0 oL #CLLLE
0010 00 2a 4f dc 00 o0 fFf 06 oOf Of ac 10 01 01 ac 10 e
ooz 03 01 f2 df 00 17 <o 91 32 b¥ fo 96 fF 0% S018 0 L....... I P.

o030 of khe 53 a7 00 00 &% FO O 00 00 00 00 *...19p

[File: "C:\DOCUME~ 1| ADMINI~11LOCALS~1) Temph L ether XeerEPQULT" 9982 Byt |P: 112 D: 112 M: 0 Drops: 0

Figure 8-1: Detailed Packet Data on Telnet String Sent From R1

31-40

CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-4

Copyright © 2007, Cisco Systems, Inc



4" (Untitled) - Wireshark Mi=] E3
File Edit Wew Go Capture Analyze  Statistics  Help

TELMET Telnet Data ...
TELMET Telnet Data ...

172.16.3.

78 172.16.1.

3 oW e PEx % 8RR « » »2F 8 [|EE aaapnd
Filker: || * | Expression. .. ‘ Clear | Apply ‘
Mo, - | Tirne | Source | Destination | Prokocol | Info ﬂ
TS 5, 50U ITrz.17.35. [ N o e TELWET TEMEL Udld ..
70 B.395418 172.16.1. 172.16.3.1 TELKWET Telnet Data ...
71 5.405245 172 16.3. 172.16.1.1 TELMET Telnet Data ...
F2 B.aA07s73 172.16.1. 172.16.3.1 TCFP 62165 > telnet [ACK] Seg=62 Ack=107
73 B.807744 172.16.1. 172.16.3.1 TELKWET Telnet Data ...
T4 B.B2TOTZ 172 16.3. 172.16.1.1 TELMET Telnet Data ...
FhOB.F24208 172.16.1. 172.16.3.1 TELMET Telnet Data ...
78 B.738115 172.16.3. 172.16.1.1 TELKWET Telnet Data ...
1. 1
ER 1

LB81055

172.16.

8.8

|

8
B
8
8
B
8
8
77 B.TOETOL 172.16.
8
B.8592124
8
El
9
]

A ! [Ny ey

16.3.1 Telnet Data ...
L B06ll3 172.16.1.1 TELKWET Telnet Data ...
.103335 172.16.3.1 TP 62165 > telnet [ACK] Seg=66 Ack=111
187372 172.16.3.1 TELKWET Telnet Dpata ...
211353 172.16.1.1 TELKWET Telnet Data ...
53 9, =d450 Fe.1B. 3. 172.16.1.] . Telnet Data ... =
4| | ~l

[ Frame 85 (590 bytes on wire, 590 bytes captured)

@ Ethernet II, src: Cisco_92:28:cd8 (00:18:09:92:28:d80, Dst: Cisco_23:43:80 (00:19:06:23:43:80)

H Internet Protocol, Src: 172.16.3.1 (172.16.3.10, Dst: 172.16.1.1 (172.16.1.10

@ Transmission Control Protocol, Sre Port: telnet (230, Dst Port: 62165 (621650, seq: 113, ack: 68, Le

O Telnet
Data: Interface IP-Address ok Method Status Protocolrin
Data: FastEthernet0/s0 unassigned YES unset  administratively down down AN
Data: FasteEtherneto/s1 unassigned YES unset administratively down down ANy
Data: Serialo 0/ 0 unassigned YES unset administratively down down A%l
Data: serialo0/0 1%2.1658.23.3 YES manual up up AN
Data: serialosl 0 unassigned YES unset administratively down down ANy

Data: Serialo/A1

<

il
0000 00 15 0& 23 43 80 00 18 hOG 592 28 d5 08 00 45 00 =N e =R —
0010 02 40 ce 24 00 00 fe 06 S0 70 ac 10 03 01 ac 10 plentinane o[Uooaoo.
0020 01 Ol 00 1F f2 di fo 98 5F 13 cc 91 32 <5 50 10 L....... 000 nfolEs
0030 OfF dd 3e 74 00 00 49 e 74 &5 72 66 &1 &3 &5 20 ..>T..In terface
0040 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
[aTa il I AN Ef A AT fsA4 R4 7T L S N B o T o B TR Acdder e ﬂ

[File: "C:\DOCUME~ 1| ADMINI~11LOCALS~1) Temph L ether XeerEPQULT" 9982 Byt |P: 112 D: 112 M: 0 Drops: 0

Figure 8-2: Detailed Packet Data on Return Telnet Traffic from R3

Highlight an entry that contains a telnet protocol. Right click on the entry and
choose Follow TCP Stream.
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u Follow TCP Stream

M=%

Stream Contenk

User Access verification

PESSWOFE3 oo ocolooloococono cisco
R3=RENN

Password: sh..cisco

R3#szhh  rruunn

Euilding configuration...
current configuration @ 1755 bytes

|

ersion 12.4 .
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hustname R3
|

boot-start-marker
hoot-end-marker

!
enable secret 5 $13$WL7d$o7Zyyt sUPkkwpfEx3vFMw,/
!

no aaa new-model

|

resource policy
|

ﬁp cef

Entire conversation (1353 bytes)

w | (3 ascrl O EBCDIC () Hex Dump () © Arrays () Raw

I Close } [ Filter Qut This Strean

Notice that there is a mixture of highlighted text in both red and blue. The red
highlighted text represents text that is received while the blue highlighted text
represents text that is sent.

Based on this output, you can see how easy it is for someone who is in the path
of sensitive data to view unencrypted or clear text traffic.

Now, you will reapply the cryptography settings on R1 and R3 and begin a
telnet session from R1 to R3 as before.

Begin by reapplying the crypto maps you removed earlier on R1 and R3.

R1(config)# interface fastethernet0/0
R1(config-if)# crypto map SDM_CMAP_1

*Jan 16 06:36:10.295:

R3(config)# interface serial0/0/1
R3(config-if)# crypto map SDM_CMAP_1

*Jan 16 06:37:59.798:

%CRYPTO-6-1SAKMP_ON_OFF:

%CRYPTO-6-1SAKMP_ON_OFF:

ISAKMP is ON

ISAKMP is ON

Start the packet capturing again in Wireshark, and then issue the same telnet
sequence as you did previously.
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R1# telnet 172.16.3.1 /source LoopbackO
Trying 172.16.3.1 ... Open

User Access Verification

Password: [cisco]

R3> en

Password: [cisco]

R3# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down
Seri1al0/0/0 unassigned YES unset administratively down down
Serial0/0/1 192.168.23.3 YES manual up up
Serial0/1/0 unassigned YES unset administratively down down
Serial0/1/1 unassigned YES unset administratively down down
Loopback0 172.16.3.1 YES manual up up

R3# exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

End your Wireshark capture when you are finished with the telnet session.

As far as the user is concerned, the telnet session seems the same with and
without encryption. However, the packet capture from Wireshark shows that the
VPN is actively encapsulating and encrypting packets.
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4" (Untitled) - Wireshark =]

File Edit Wew Go Capture Analyze  Statistics  Help
3 oW e PEx % 8RR « » »2F 8 [|EE aaapnd
Filker: || * | Expression. .. ‘ Clear | Apply ‘
Mo, - | Tirne | Source | Destination | Prokocol | Info ﬂ
33 7.303273 1592.168.25.3 152.1658.12.1 ESF ESP (SPI=0x3723200h)
34 73705944 152 168.12.1 152.165.23.3 ESF ESP (SPI=0x90c043622)
3 1 EsF ESP (SPI=0x3723200h)

35 7.401478 192.168.23. 1%2.168.12.

([ SPI=Ux90cd 50l )

37 7.4B86868 1592.168.23.3 182.168.12.1 ESP ESP (SPI=0x37232000] _J
38 7.002858 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
39 7.685131 192.168.12.1 122.168.23.3 ESP ESP (SPI=0xB0043522)
40 7.962740 1592.168.12.1 192.168.23.3 ESP ESP (SPI=0x00d43622)
41 B.189842 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
42 8.263933 192.168.12.1 122.168.23.3 ESP ESP (SPI=0xB00435622)
43 B.4593820 1592.168.23.3 182.168.12.1 ESP ESP (SPI=0x3723200R]
44 B.550353 192.168.12.1 1%2.168.25.3 ESP ESP (SPI=0x50d43622)
45 8.777808 192.168.23.3 1@2.168.12.1 ESP ESP (SPI=0x3723200h)
46 B. 860181 1592.168.12.1 192.168.23.3 ESP ESP (SPI=0x00d43622)
47 B.899057 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
48 5.057034 192.168.12.1 1%2.168.25.3 ESP ESP (SPI=0x50d43622) _:J
4| | ~l

M Frame 36 (118 bytes on wire, 118 bytes captured)
@ Ethernet II, src: Cisco_23:43:80 (00:19:06:23:43:800, Dst: Cisco_92:28:d8 (00:18:h9:92:258:d8)
M Internet Protocol, Src: 192.168.12.1 (19%2.168.12.10, Dst: 192.168.23.3 (192.168.23.3]
9 Encapsulating Security Payload
SPI: 0x90c43622
Seguence: 108

0010 00 68 07 3d 00 Q0 £f 32 Of 12 <0 aB Oc 01 <0 a8 olioEnnaf ooooaoog

0020 17 03 90 d4 36 22 00 00 00 6c 20 9% 01 03 S6 25 Booolsaa o lss

0030 dS £7 459 55 a5 Fa 64 17 84 <5 0l 99 97 Of <7 fc LLInezds oLl

0040 de bd fh 7 <3 3b 27 c8 16 <8 7h 856 fa 87 0d 72 Neoaod o aoidoooah ﬂ
[ [+

™1™ G N7 12 A7 22 ~2 A7 ~F M2 ke Tk A Ak 97 | Pk = [
[File: "C\DOCUME~ 1| ADMINI~11LOCALS~1) Temph Liether Xk EIULT" 16 KB O0:.. |P: 114 D: 114 M: 0 Drops: 0

0000 00 18 bS 52 28 dS 00 19 06 23 43 B0 OB 00 45 <O vee. o, JHCLLLE. j

Figure 8-3: Detailed Packet Data on Encrypted Telnet String Sent From R1

Notice that the protocol is not telnet (TCP port 23), but the Encapsulating
Security Protocol (ESP, IP protocol number 50). Remember, all traffic here
matches the IPsec access list.

Also notice that the source and destination are not the actual source and
destination of the addresses participating in this telnet conversation. Rather,
they are the endpoints of the VPN.

Why do you use the VPN endpoints as the source and destination of packets?
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36 - 40

Finally, and most important, if you look at the contents of these packets in
Wireshark, no matter how you try to format or filter them, you will not be able to

see what data was originally inside.

The encryption suite provided by IPsec successfully secures data through

authentication, encryption, and data-integrity services.

Appendix A: TCL Script Output

R1# tclsh

Ri(tcl)#foreach address {
+>(tcl)#172.16.1.1
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tc)#172.16.3.1
+>(tcl)#192.168.23.3
+>(tcD#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/1/4 ms

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/2/4 ms

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/1/4 ms

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/2/4 ms

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 28/28/32 ms

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

R1(tch# tclquit

R2# tclsh

R2(tcl)#foreach address {
+>(tcH#172.16.1.1
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tchH#172.16.3.1
+>(tc)#192.168.23.3
+>(tc)#} { ping $address }
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/58/68 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 28/28/28 ms
R2(tch# tclquit

R3# tclsh

R3(tcl)#foreach address {
+>(tcl)#172.16.1.1
+>(tc)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tchH#172.16.3.1
+>(tcl)#192.168.23.3
+>(tcD#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
é&éééss rate is 100 percent (56/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
é&éééss rate is 100 percent (56/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
é&éééss rate is 100 percent (6/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
é&éééss rate is 100 percent (6/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
é&éééss rate is 100 percent (6/5), round-trip min/avg/max = 1/1/1 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
éﬂéééss rate is 100 percent (56/5), round-trip min/avg/max = 56/58/64 ms
R3(tchH# tclquit
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Final Configurations

R1# show run
1

hostname R1

1
crypto pki trustpoint TP-self-signed-1455051929
enrollment selfsigned

subject-name cn=10S-Self-Signed-Certificate-1455051929
revocation-check none

rsakeypair TP-self-signed-1455051929

1

crypto pki certificate chain TP-self-signed-1455051929
certificate self-signed 01

<OUTPUT OMITTED>
8EAF0758 8ES56E4F8 68C2872C 1BA64531 80ED01B7 84EB790C 43312206 575C
quit

username ciscosdm privilege 15 password O ciscosdm

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

1

crypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 5

lifetime 28800
crypto isakmp key cisco address 192.168.23.3
1

crypto IPsec transform-set cisco_lab_transform esp-aes 256 esp-sha-hmac
1

crypto map SDM_CMAP_1 1 IPsec-isakmp
description Tunnel t0192.168.23.3

set peer 192.168.23.3

set transform-set cisco_lab_transform
match address 101

interface LoopbackO
ip address 172.16.1.1 255.255.255.0

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
crypto map SDM_CMAP_1

no shutdown

1
router eigrp 1

network 172.16.0.0

network 192.168.12.0

no auto-summary

p http server

p http authentication local
ip http secure-server

1

access-list 100 remark SDM_ACL Category=4

access-list 100 remark IPsec Rule

access-list 100 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255
access-list 101 remark SDM_ACL Category=4
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access-list 101 remark IPsec Rule
access-list 101 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255
!

line vty 0 4

login local

transport input telnet ssh

!
end

R2# show run
1

Hostname R2
1
interface FastEthernet0/0
ip address 192.168.12.2 255.255.255.0
no shutdown

interface Serial0/0/1
ip address 192.168.23.2 255.255.255.0
clock rate 64000

no shutdown
1

router eigrp 1
network 192.168.12.0
network 192.168.23.0
no auto-summary

1

end

R3# show run
1

Hostname R3
1

enable secret 5 $1$gJgP$HSL/xMjpFvacHs7bWGVIK.
1

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

1

crypto isakmp policy 10

encr aes 256

hash md5

authentication pre-share

group 5

lifetime 28800
crypto isakmp key cisco address 192.168.12.1
1

crypto IPsec transform-set cisco_lab_transform esp-aes 256 esp-sha-hmac

1

crypto map SDM_CMAP_1 1 IPsec-isakmp

description # Apply the crypto map on the peer router®s interface having IP
address 192.168.23.3 that connects to this router.

set peer 192.168.12.1

set transform-set cisco_lab_transform

match address SDM_1

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface Serial0/0/1
ip address 192.168.23.3 255.255.255.0
crypto map SDM_CMAP_1
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no shutdown
1

router eigrp 1
network 172.16.0.0
network 192.168.23.0
no auto-summary

ip access-list extended SDM_1

remark SDM_ACL Category=4

remark IPsec Rule

permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255
1

line vty 0 4
password cisco
login

!

end
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Lab 3.5 Configuring Site-to-Site IPsec VPNs with the 10S CLI

Learning Objectives

e Configure EIGRP on the routers
e Create a site-to-site IPsec VPN using I0OS
o Verify IPsec operation

Topology Diagram

Fa0/0 S0/0/1

DCE

Fa0/0 S0/0/1

1Psec Tunnel -

(Loopback0: 172.16.1.1 /24) (Loopback0: 172.16.3.1 /24)

|

Scenario

In this lab, you will configure a site-to-site IPsec VPN. Once you have
configured the VPN, the traffic between the loopback interfaces on R1 and R3
will be encrypted.

You will use the Cisco I0S command-line interface (CLI) for this lab exercise.
Lab 3.4 involves the same function as this exercise, but implemented via the
Cisco Security Device Manager (SDM).

Step 1: Configure Addressing

Configure the loopback interfaces and the serial interfaces with the addresses
shown in the diagram. Set the clock rates on the appropriate interfaces and
issue the no shutdown command on all physical connections. Verify that you
have connectivity across local subnets using the ping command.
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R1(config)# interface loopbackO

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
Ri(config-if)# interface fastethernet0/0
Ri(config-if)# ip address 192.168.12.1 255.255.255.0

Ri(config-if)# no s

hutdown

R2(config)# interface fastethernet0/0

R2(config-if)# ip address 192.168.12.2 255.255.255.0

R2(config-if)# no s
R2(config-if)# inte

R2(config-if)# ip address 192.168.23.2 255.255.255.0

R2(config-if)# cloc
R2(config-if)# no s

hutdown
rface serial0/0/1

krate 64000
hutdown

R3(config)# interface loopbackO

R3(config-if)# ip address 172.16.3.1 255.255.255.0

R3(config-if)# inte

R3(config-if)# ip address 192.168.23.3 255.255.255.0

R3(config-if)# no s

rface serial0/0/1

hutdown

Step 2: Configure EIGRP

2 -

33

In order to maintain connectivity between remote networks, configure EIGRP to
route between all networks in the diagram. Add all connected subnets into the
EIGRP autonomous system on every router. Disable automatic summarization.

Ri(config)# router
R1(config-router)#
Ri1(config-router)#
R1(config-router)#

R2(config)# router
R2(config-router)#
R2(config-router)#
R2(config-router)#

R3(config)# router
R3(config-router)#
R3(config-router)#
R3(config-router)#

eigrp 1

no auto-summary
network 172.16.0.0
network 192.168.12.0

eigrp 1

no auto-summary
network 192.168.12.0
network 192.168.23.0

eigrp 1

no auto-summary
network 172.16.0.0
network 192.168.23.0

Verify that you have full IP connectivity at this point using the following TCL

script.
tclsh

foreach address {
172.16.1.1
192.168.12.1
192.168.12.2
192.168.23.2
172.16.3.1
192.168.23.3

} { ping $address }

tclquit

Compare your output with the output shown in Appendix A. Troubleshoot as

necessary.
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Step 3: Create IKE Policies

IPsec is a framework of open standards developed by the Internet Engineering
Task Force (IETF). It provides security for transmission of sensitive information
over unprotected networks such as the Internet. IPsec acts at the network layer,
protecting and authenticating IP packets between participating IPsec devices
(peers), such as Cisco routers.

Since IPSec is a framework, it allows us to exchange security protocols as new
technologies (including encryption algorithms) are developed.

There are two central configuration elements to the implementation of an IPsec
VPN:

1. Implement Internet Key Exchange (IKE) parameters

2. Implement IPsec parameters

The exchange method employed by IKE is first used to pass and validate IKE
policies between peers. Then, the peers exchange and match IPSec policies for
the authentication and encryption of data traffic. The IKE policy controls the
authentication, encryption algorithm, and key exchange method used for IKE
proposals that are sent and received by the IPSec endpoints. The IPSec policy
is used to encrypt data traffic sent through the VPN tunnel.

IKE will need to be enabled for IPsec to work. IKE is enabled by default on 10S
images with cryptographic feature sets. If it is disabled for some reason, you
can enable it with the command crypto isakmp enable.

R1(config)# crypto isakmp enable

If you cannot execute this command on the router, you need to upgrade the 10S
image to an image with a feature set that includes the Cisco cryptographic
services.

The exchange method employed by IKE is first used to pass and validate IKE
policies between peers. Then, the peers exchange and match IPsec policies for
the authentication and encryption of data traffic. The IKE policy controls the
authentication, encryption algorithm, and key exchange method that is used by
IKE proposals that are sent and received by the IPsec endpoints. The IPsec
policy is used to encrypt data traffic that is sent through the VPN tunnel.

To allow IKE Phase 1 negotiation, you must create an Internet Security
Association and Key Management Protocol (ISAKMP) policy and configure a
peer association involving that ISAKMP policy. An ISAKMP policy defines the
authentication and encryption algorithms and hash function used to send
control traffic between the two VPN endpoints. When an ISAKMP security
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association has been accepted by the IKE peers, IKE Phase 1 has been
completed. IKE Phase 2 parameters will be configured later in the lab.

Issue the crypto isakmp policy number command in global configuration

mode. This initiate

s the ISAKMP policy configuration mode. Once in this mode,

you can view the various IKE parameters available by typing ?. Enter into this
configuration mode on R1 for policy 10, and view some of the possible settings.

R1(config)# crypto
R1(config-isakmp)#
I1SAKMP commands:
authentication
default
encryption
exit
group
hash
lifetime
no

Your choice of an
channel between t

isakmp policy 10
?

Set authentication method for protection suite

Set a command to its defaults

Set encryption algorithm for protection suite

Exit from ISAKMP protection suite configuration mode
Set the Diffie-Hellman group

Set hash algorithm for protection suite

Set lifetime for ISAKMP security association

Negate a command or set its defaults

encryption algorithm controls how confidential the control
he endpoints will be. The hash algorithm controls data

integrity, that is, surety that the data received from a peer has not been
tampered with in transit. The authentication type ensures that the packet was

indeed sent and si

gned by the remote peer. The Diffie-Hellman group is used to

create a secret key shared by the peers that has never been sent across the

network.

Configure an authentication type of pre-shared keys. Use AES 256 encryption,

SHA as your hash

Give the policy a li

algorithm, and Diffie-Hellman group 5 for this IKE policy.

fetime of 3600 seconds (one hour). Configure the same

policy on R3. Older versions of the IOS do not support AES 256 encryption
and/or SHA as your hash algorithm. Substitute whatever encryption and

hashing algorithm

your router supports. Be sure the same changes are made

on the other VPN endpoint so that they are the same.

R1(config)# crypto
R1(config-isakmp)#
R1(config-isakmp)#
R1(config-isakmp)#
R1(config-isakmp)#
R1(config-isakmp)#

R3(config)# crypto
R3(config-isakmp)#
R3(config-isakmp)#
R3(config-isakmp)#
R3(config-isakmp)#
R3(config-isakmp)#

isakmp policy 10
authentication pre-share
encryption aes 256

hash sha

group 5

lifetime 3600

isakmp policy 10
authentication pre-share
encryption aes 256

hash sha

group 5

lifetime 3600

Although you only need to configure one policy here, you can configure multiple
IKE policies. The different priority numbers refer to how secure a policy is. The
lower the policy number is, the more secure a policy is. Routers will check to

4-33 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-5 Copyright © 2007, Cisco Systems, Inc



verify which security policies are compatible with their peer, starting with the
lowest numbered (most secure) policies. You can verify your IKE policy with the
show crypto isakmp policy command. Note that a default, less secure policy
already exists on the router.

R1# show crypto isakmp policy

Global IKE policy
Protection suite of priority 10
encryption algorithm: AES - Advanced Encryption Standard (256 bit
keys).
hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key
Diffie-Hellman group: #5 (1536 bit)
lifetime: 3600 seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit

R3# show crypto isakmp policy

Global IKE policy
Protection suite of priority 10
encryption algorithm: AES - Advanced Encryption Standard (256 bit
keys).
hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key
Diffie-Hellman group: #5 (1536 bit)
lifetime: 3600 seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit

Step 4: Configure Pre-Shared Keys

Since we chose pre-shared keys as our authentication method in the IKE policy,
we must configure a key on each router corresponding to the other VPN
endpoint. These keys must match up for authentication to be successful and for
the IKE peering to be completed. For simplicity we can use the key “cisco”. A
production network should use a more complex key.

Use the global configuration command crypto isakmp key key-string address
address to enter a pre-shared key. Use the IP address of the remote peer.
Ensure that the IP address is the remote interface that the peer would use to
route traffic to the local router.

Which IP addresses should you use to configure the IKE peers, given the
topology diagram?

5-33 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-5 Copyright © 2007, Cisco Systems, Inc



Each IP address that is used to configure the IKE peers are also referred to as
the IP address of the remote VPN endpoint. You can also specify the peer by
hostname (substitute the keyword address with hostname) if the IP address
may change a lot. You either have to statically bind the IP address to the
hostname on the router, or use a name-lookup service.

R1(config)# crypto isakmp key cisco address 192.168.23.3

R3(config)# crypto isakmp key cisco address 192.168.12.1
Step 5: Configure the IPsec Transform Set and Lifetimes

The IPsec transform set is another crypto configuration parameter that routers
negotiate to form a security association. In the same way that ISAKMP policies
can, multiple transform sets can exist on a router. Routers will compare their
transform sets to the remote peer until they find a transform set that matches
exactly.

Create an IPsec transform set, using the syntax crypto ipsec transform-set
tag parameters. Use ? to see what parameters are available. For R1 and R3,
create a transform set with tag 50 and use an ESP transform with an AES 256
cipher first, with Encapsulating Security Protocol (ESP) and the SHA hash
function and finally an authentication header using SHA.

Ri(config)#crypto ipsec transform-set ?
WORD Transform set tag

Ri1(config)#crypto ipsec transform-set 50 ?
ah-md5-hmac AH-HMAC-MD5 transform
ah-sha-hmac AH-HMAC-SHA transform

comp-1lzs IP Compression using the LZS compression algorithm
esp-3des ESP transform using 3DES(EDE) cipher (168 bits)
esp-aes ESP transform using AES cipher

esp-des ESP transform using DES cipher (56 bits)
esp-md5-hmac ESP transform using HMAC-MD5 auth

esp-null ESP transform w/o cipher

esp-seal ESP transform using SEAL cipher (160 bits)

esp-sha-hmac ESP transform using HMAC-SHA auth

Ri(config)#crypto ipsec transform-set 50 esp-aes ?

128 128 bit keys.
192 192 bit keys.
256 256 bit keys.

ah-md5-hmac ~ AH-HMAC-MD5 transform

ah-sha-hmac  AH-HMAC-SHA transform

comp-1Izs IP Compression using the LZS compression algorithm
esp-md5-hmac ESP transform using HMAC-MD5 auth

esp-sha-hmac ESP transform using HMAC-SHA auth

<Cr>

Ri(config)#crypto ipsec transform-set 50 esp-aes 256 ?

ah-md5-hmac AH-HMAC-MD5 transform
ah-sha-hmac AH-HMAC-SHA transform
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comp-1Izs IP Compression using the LZS compression algorithm
esp-md5-hmac ESP transform using HMAC-MD5 auth

esp-sha-hmac ESP transform using HMAC-SHA auth

<Cr>

R1(config)#crypto ipsec transform-set 50 esp-aes 256 esp-sha-hmac ?
ah-md5-hmac AH-HMAC-MD5 transform
ah-sha-hmac AH-HMAC-SHA transform
comp-1lzs IP Compression using the LZS compression algorithm
<Cr>

Executing the above command sends you into the transform set configuration
mode, although you can just type exit to leave it since you do not need to
configure any additional transform parameters.

Ri(config)# crypto ipsec transform-set 50 esp-aes 256 esp-sha-hmac ah-sha-hmac
R1(cfg-crypto-trans)# exit
Ri(config)#

R3(config)# crypto ipsec transform-set 50 esp-aes 256 esp-sha-hmac ah-sha-hmac
R3(cfg-crypto-trans)# exit
R3(config)#

What is the function of the IPsec transform set?

You can also change the IPsec security association lifetimes from its default
which is 3600 seconds or 4,608,000 kilobytes, whichever comes first. Change
this with the global configuration command crypto ipsec security-association
lifetime seconds seconds or crypto ipsec security-association lifetime
kilobytes kilobytes. On R1 and R3, set the IPsec security association lifetime to
30 minutes, or 1800 seconds.

R1(config)# crypto ipsec security-association lifetime seconds 1800

R3(config)# crypto ipsec security-association lifetime seconds 1800
Step 6: Define Interesting Traffic

Now that most of the encryption settings are in place, define extended access
lists to tell the router which traffic to encrypt. Like other access lists used to
define “interesting traffic” rather than packet filtering, permit and deny do not
have the usual meaning of a filtering access list. A packet which is permitted by
an access list used for defining IPsec traffic will get encrypted if the IPsec
session is configured correctly. A packet that is denied by one of these access
lists will not be dropped; it will be sent unencrypted. Also, like any other access
list, there is an implicit deny at the end, which in this case means the default
action is to not encrypt traffic. If there is no IPsec security association correctly
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configured, then no traffic will be encrypted, but traffic will be forwarded as
unencrypted traffic.

In this scenario, the traffic you want to encrypt is traffic going from R1’s
loopback network to R3’s loopback network, or vice versa. These access lists
are used outbound on the VPN endpoint interfaces, so configure them
accordingly. The configuration of R1’s access list will need to be mirrored
exactly on R3 for this to work properly.

R1(config)# access-list 101 permit ip 172.16.1.0 0.0.0.255 172.16.3.0
0.0.0.255

R3(config)# access-list 101 permit ip 172.16.3.0 0.0.0.255 172.16.1.0
0.0.0.255

Does IPsec evaluate whether the access lists are mirrored as a requirement to
negotiate its security association?

Step 7: Create and Apply Crypto Maps

Now that you have created all of these small configuration modules, you can
bring them together in a crypto map. A crypto map is a mapping that associates
traffic matching an access list (like the one we created earlier) to a peer and
various IKE and IPsec settings. Crypto maps can have multiple map
statements, so you can have traffic that matches a certain access list being
encrypted and sent to one IPsec peer, and have other traffic that matches a
different access list being encrypted towards a different peer. After a crypto
map is created, it can be applied to one or more interfaces. The interface(s) that
it is applied to should be the one(s) facing the IPsec peer.

To create a crypto map, use the global configuration command crypto map
name sequence-num type to enter the crypto map configuration mode for that
sequence number. Multiple crypto map statements can belong to the same
crypto map, and they will be evaluated in ascending numerical order.

Use a type of ipsec-isakmp, which means IKE will be used to establish IPsec
security associations. Under normal circumstances, you would want to use this
mode, as opposed to the ipsec-manual type. If ipsec-manual is used, IKE will
not be used to configure the IPsec security association (SA). (This mode is
beyond the scope of this lab.) Name the crypto map “MYMAP,” and use 10 as
the sequence number. Enter the crypto map configuration mode on R1. When
you do this, the crypto map will be created and this command will generate a
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warning that a peer must be fully configured before the crypto map is
considered valid and can be actively applied.

R1(config)# crypto map MYMAP 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Use the match address access-list command to specify which access list will
define which traffic to encrypt. If you have ever configured route maps or similar
maps on a router before, some of these map-related commands may seem
familiar.

R1(config-crypto-map)# match address 101

There are many possible set commands that you can do in a crypto map. To
view the list of possibilities, use the ? help character.

R1(config-crypto-map)# set ?

identity Identity restriction.

ip Interface Internet Protocol config commands
isakmp-profile Specify isakmp Profile

nat Set NAT translation

peer Allowed Encryption/Decryption peer.

pfs Specify pfs settings

security-association Security association parameters

transform-set Specify list of transform sets in priority order

Setting a peer IP or hostname is required, so set it to R3’s remote VPN
endpoint interface using the set peer address command. Hardcode the
transform set to be used with this peer, using the set transform-set tag
command.

Set the perfect forwarding secrecy type using the set pfs type command, and
also modify the default IPsec security association lifetime with the set security-
association lifetime seconds seconds command. As you can see in the
output of the ? above, there are more settings you can change in this crypto
map. Create a matching crypto map on R3 using the mirrored access list to
define interesting traffic.

R1(config-crypto-map)# set peer 192.168.23.3

R1(config-crypto-map)# set pfs group5

Ri1(config-crypto-map)# set transform-set 50

R1(config-crypto-map)# set security-association lifetime seconds 900

R3(config)# crypto map MYMAP 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
R3(config-crypto-map)# match address 101
R3(config-crypto-map)# set peer 192.168.12.1
R3(config-crypto-map)# set pfs group5
R3(config-crypto-map)# set transform-set 50
R3(config-crypto-map)# set security-association lifetime seconds 900

Now that the crypto maps are created, the last step in the process of creating
site-to-site VPNSs is applying the maps to interfaces. This is done with the
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interface level crypto map name command. Note that the SAs will not be
established until the crypto map has been activated by interesting traffic. Do not
create interesting traffic yet, because you will want to enable some debugging
during the next step. The router will generate a notification that crypto is now
on.

Ri(config)# interface fastethernet0/0
Ri(config-if)# crypto map MYMAP
*Jan 17 04:09:09.150: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

R3(config)# interface serial0/0/1
R3(config-if)# crypto map MYMAP
*Jan 17 04:10:54.138: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

Step 8: Verify IPsec Configuration

In Step 3, you used the show crypto isakmp policy command to show the
configured ISAKMP policies on the router. Similarly, the show crypto ipsec
transform-set command displays the configured IPsec policies in the form of
the transport sets.

R1# show crypto ipsec transform-set
Transform set 50: { ah-sha-hmac }
will negotiate = { Tunnel, 3},
{ esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel, 3},

R3# show crypto ipsec transform-set
Transform set 50: { ah-sha-hmac }
will negotiate = { Tunnel, 3},
{ esp-256-aes esp-sha-hmac }
will negotiate = { Tunnel, 3},

Use the show crypto map command to display the crypto maps that will be
applied to the router.

R1# show crypto map
Crypto Map "MYMAP'™ 10 ipsec-isakmp
Peer = 192.168.23.3
Extended IP access list 101
access-list 101 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255
Current peer: 192.168.23.3
Security association lifetime: 4608000 kilobytes/900 seconds
PFS (Y/N): Y
DH group: group5
Transform sets={

50,

}

Interfaces using crypto map MYMAP:
FastEthernet0/0

R3# show crypto map
Crypto Map "MYMAP'"™ 10 ipsec-isakmp
Peer = 192.168.12.1
Extended IP access list 101
access-list 101 permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255
Current peer: 192.168.12.1
Security association lifetime: 4608000 kilobytes/900 seconds
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PFS (Y/N): Y
DH group: group5
Transform sets={

50,

3 .

Interfaces using crypto map MYMAP:
Serial0/0/1

The output of these show commands will not change if interesting traffic goes
across the connection.

Step 9: Verify IPsec Operation

If you use the show crypto isakmp sa command, it will reveal that no IKE SAs
exist yet. Once we send some interesting traffic later in this lab, this command
output will change.

R1# show crypto isakmp sa
dst src state conn-id slot status

R3# show crypto isakmp sa
dst src state conn-id slot status

If you use the show crypto ipsec sa command, this command will show the
unused SA between R1 and R3. Note the number of packets sent across and
the lack of any security associations listed towards the bottom of the output.

R1# show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: MYMAP, local addr 192.168.12.1

protected vrf: (none)
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 192.168.12.1, remote crypto endpt.: 192.168.23.3
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0

current outbound spi: 0x0(0)

inbound esp sas:

inbound ah sas:

inbound pcp sas:

outbound esp sas:

outbound ah sas:

outbound pcp sas:
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R3# show crypto ipsec sa

interface: Serial0/0/1
Crypto map tag: MYMAP, local addr 192.168.23.3

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0O
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors 0O

local crypto endpt.: 192.168.23.3, remote crypto endpt.: 192.168.12.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/1

current outbound spi: 0x0(0)

inbound esp sas:

inbound ah sas:

inbound pcp sas:

outbound esp sas:

outbound ah sas:

outbound pcp sas:

Why have no security associations (SAs) been negotiated?

How could you force the IPsec peers to negotiate their security association?

Step 10: Interpret IPsec Event Debugging

In terms of the actual communication between the VPN endpoints, ISAKMP
prescribes stringent rules as to how an SA can be established. IKE Phase |
(ISAKMP) will negotiate the secure channel between the endpoints,
authenticate the neighbor as having the correct secret key, and authenticate the
remote endpoint through the secure channel. IKE Phase | will use “main mode,”
which consists of six messages in three event-driven exchanges. The result is
one bidirectional ISAKMP security association. The exchanges are input/output-

12 -33 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-5 Copyright © 2007, Cisco Systems, Inc



driven, so every event is recorded in the debug as an input event from either
the local router or the remote router.

IKE Phase Il (IPsec) will negotiate the IPsec tunnel between the two endpoints,
authenticate the peers, and encrypt data traffic between them through the
encrypted tunnel. IKE Phase Il uses the process called “quick mode” to
perform its exchange to establish two unidirectional security associations.

On R1, enable two debug commands: debug crypto isakmp and debug
crypto ipsec.

R1# debug crypto isakmp
Crypto ISAKMP debugging is on
R1# debug crypto ipsec

Crypto IPSEC debugging is on

Now, send an extended ping from R1’s loopback to R3’s loopback, and watch
the debug outputs on both routers. You will see both ISAKMP negotiation and
IPsec SAs being established. This output is very verbose.

R1# ping

Protocol [ip]:

Target IP address: 172.16.3.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.1.1
Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[nhone]:
Sweep range of sizes [n]:

At this point, the packets will be sent. What will happen next?

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.1.1

*Jan 17 05:11:39.142: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 192.168.12.1, remote= 192.168.23.3,
local_proxy= 172.16.1.0/255.255.255.0/0/0 (type=4),
remote_proxy= 172.16.3.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= NONE (Tunnel),
lifedur= 900s and 4608000kb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0

When R1 detects interesting traffic going toward R3, the crypto map statement
defined on R1’s Fast Ethernet interface invokes an IPsec state change from
inactive to active. The IPsec suite attempts to raise a security association
between R1 and R3 to pass secure traffic with the IPsec parameters that were
previously configured. The ISAKMP processes on each of the VPN endpoints
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are now aware that a security association will be attempted and prepare to send
ISAKMP policies.

*Jan 17 05:11:39.146: ISAKMP:(0): SA request profile is (NULL)

*Jan 17 05:11:39.146: ISAKMP: Created a peer struct for 192.168.23.3, peer
port 500

*Jan 17 05:11:39.146: ISAKMP: New peer created peer = 0x46F56220 peer_handle =
0x80000002

*Jan 17 05:11:39.146: ISAKMP: Locking peer struct 0x46F56220, refcount 1 for
isakmp_initiator

*Jan 17 05:11:39.146: ISAKMP: local port 500, remote port 500

*Jan 17 05:11:39.146: 1SAKMP: set new node O to QM_IDLE

*Jan 17 05:11:39.146: insert sa successfully sa = 477B9850

The Cisco I0S software builds an ISAKMP peer structure in memory, providing
a means to store parameters and policies related to IKE Phase | key
exchanges. The peers will communicate on port 500 on both ends between the
IP addresses of the encrypting interfaces on each router. ISAKMP creates and
inserts a memory structure representing the ISAKMP security association into
the peer structure it just created.

*Jan 17 05:11:39.146: ISAKMP:(0):Can not start Aggressive mode, trying Main
mode

*Jan 17 05:11:39.146: ISAKMP:(0):found peer pre-shared key matching
192.168.23.3

*Jan 17 05:11:39.146: ISAKMP:(0): constructed NAT-T vendor-07 1D

*Jan 17 05:11:39.150: ISAKMP:(0): constructed NAT-T vendor-03 ID

*Jan 17 05:11:39.150: ISAKMP:(0): constructed NAT-T vendor-02 1D

*Jan 17 05:11:39.150: ISAKMP:(0):Input = IKE_MESG_FROM_IPSEC, IKE_SA REQ MM
*Jan 17 05:11:39.150: ISAKMP:(0):0ld State = IKE_READY New State = IKE_I_MM1

Aggressive mode is an exchange process in which all of IKE Phase | is
negotiated with one exchange. This aggressive mode is clearly less secure than
main mode, which relies on three exchanges: the ISAKMP policy exchange, the
Diffie-Hellman key exchange, and an encrypted authentication test that initiates
the ISAKMP security association used for Phase Il. In main mode, less
information is given to the remote node before the remote node must
communicate and can be authenticated.

*Jan 17 05:11:39.150: ISAKMP:(0): beginning Main Mode exchange

*Jan 17 05:11:39.150: ISAKMP:(0): sending packet to 192.168.23.3 my_ port 500
peer_port 500 (1) MM_NO_STATE

*Jan 17 05:11:39.282: ISAKMP (0:0): received packet from 192.168.23.3 dport
500 sport 500 Global (1) MM_NO_STATE

*Jan 17 05:11:39.286: ISAKMP:(0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH

*Jan 17 05:11:39.286: ISAKMP:(0):01d State = IKE_I_MM1 New State = IKE_I_MM2

*Jan 17 05:11:39.286: ISAKMP:(0): processing SA payload. message ID = 0

Success rate is 80 percent (4/5), round-trip min/avg/max = 52/54/56 ms
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R1#

*Jan 17 05:11:39.286: ISAKMP:(0): processing vendor id payload

*Jan 17 05:11:39.286: ISAKMP:(0): vendor ID seems Unity/DPD but major 245
mismatch

*Jan 17 05:11:39.286: ISAKMP (0:0): vendor ID is NAT-T v7

*Jan 17 05:11:39.286: ISAKMP:(0):found peer pre-shared key matching
192.168.23.3

*Jan 17 05:11:39.286: ISAKMP:(0): local preshared key found

*Jan 17 05:11:39.286: ISAKMP : Scanning profiles for xauth ...

*Jan 17 05:11:39.286: ISAKMP:(0):Checking ISAKMP transform 1 against priority

10 policy

*Jan 17 05:11:39.286: 1SAKMP: encryption AES-CBC

*Jan 17 05:11:39.286: I1SAKMP: keylength of 256

*Jan 17 05:11:39.286: ISAKMP: hash SHA

*Jan 17 05:11:39.286: ISAKMP: default group 5

*Jan 17 05:11:39.286: ISAKMP: auth pre-share

*Jan 17 05:11:39.286: ISAKMP: life type in seconds

*Jan 17 05:11:39.286: ISAKMP: life duration (basic) of 3600

*Jan 17 05:11:39.286: ISAKMP:(0):atts are acceptable. Next payload is 0O

*Jan 17 05:11:39.286: ISAKMP:(0): processing vendor id payload

*Jan 17 05:11:39.286: ISAKMP:(0): vendor 1D seems Unity/DPD but major 245
mismatch

*Jan 17 05:11:39.286: ISAKMP (0:0): vendor ID is NAT-T v7

*Jan 17 05:11:39.290: ISAKMP:(0):Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jan 17 05:11:39.290: ISAKMP:(0):01d State = IKE_I_MM2 New State = IKE_I_MM2

During the first exchange, the initiator sends its policy to the endpoint of the
ISAKMP security association in the first message and the endpoint responds
with its ISAKMP security policy in the second message.

Notice that each of the IKE peers sends the ISAKMP security policy to the
other. R1 then processes the payload of the packet it received from R3 and
determines that it has a pre-shared key associated with R3’s address. R1
matches the ISAKMP transform set (policy) from R3 against its own priority 10
policy. After this check is performed, R1 determines that the attributes of the
ISAKMP policy are acceptable and signals the ISAKMP process to continue to
the next main mode exchange. Finally, R1 informs R3 that it has accepted the
policy and entered the second exchange by beginning the second exchange
with R3.

Also, note that the Internet Control Message Protocol (ICMP) packets passed
through the tunnel although the debug output has not finished displaying to the
screen. The entire exchange took about one second to perform, according to
the timestamps on the debug messages.

*Jan 17 05:11:39.290: ISAKMP:(0): sending packet to 192.168.23.3 my_port 500
peer_port 500 (1) MM_SA SETUP

*Jan 17 05:11:39.290: ISAKMP:(0):Input = IKE_MESG_INTERNAL,
I1KE_PROCESS_COMPLETE

*Jan 17 05:11:39.290: ISAKMP:(0):0ld State = IKE_I_MM2 New State = IKE_I_MM3
*Jan 17 05:11:39.502: ISAKMP (0:0): received packet from 192.168.23.3 dport
500 sport 500 Global (1) MM_SA_SETUP

*Jan 17 05:11:39.502: ISAKMP:(0):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
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*Jan 17 05:11:39.502: ISAKMP:(0):0ld State = IKE_I_MM3 New State = IKE_I_MM4
*Jan 17 05:11:39.506: ISAKMP:(0): processing KE payload. message ID = 0
*Jan 17 05:11:39.638: ISAKMP:(0): processing NONCE payload. message ID = 0
*Jan 17 05:11:39.638: ISAKMP:(0):found peer pre-shared key matching
192.168.23.3

*Jan 17 05:11:39.642: ISAKMP:(1001): processing vendor id payload

*Jan 17 05:11:39.642: ISAKMP:(1001): vendor ID is Unity

*Jan 17 05:11:39.642: ISAKMP:(1001): processing vendor id payload

*Jan 17 05:11:39.642: 1SAKMP:(1001): vendor ID is DPD

*Jan 17 05:11:39.642: ISAKMP:(1001): processing vendor id payload

*Jan 17 05:11:39.642: ISAKMP:(1001): speaking to another 10S box!

*Jan 17 05:11:39.642: I1SAKMP:(1001):Input = IKE_MESG_INTERNAL,
I1KE_PROCESS_MAIN_MODE

*Jan 17 05:11:39.642: ISAKMP:(1001):0ld State = IKE_I_MM4 New State =
1KE_1_MmM4

During main mode’s second exchange, the ISAKMP initiator sends the remote
endpoint an RSA nonce (random number), to be used in the Diffie-Hellman
algorithm, and the key it receives as the output of the Diffie-Hellman function.
This is the third message in the main mode process. The remote endpoint R3
then replies in the fourth message of main mode with its respective nonce and
key. R1 and R3 authenticate each other as both sharing the same pre-shared
key used to generate the key it received from the peer.

At this point, R1 prepares to send a packet to R3 that will be passed through
the secure channel. This packet will be used by R3 to authenticate R1 as the
remote end of the ISAKMP security association.

*Jan 17 05:11:39.642: ISAKMP:(1001):Send initial contact
*Jan 17 05:11:39.646: ISAKMP:(1001):SA is doing pre-shared key authentication
using id type ID_IPV4_ADDR
*Jan 17 05:11:39.646: ISAKMP (0:1001): ID payload
next-payload : 8

type :1

address : 192.168.12.1
protocol 17

port - 500

length 12

*Jan 17 05:11:39.646: ISAKMP:(1001):Total payload length: 12

*Jan 17 05:11:39.646: ISAKMP:(1001): sending packet to 192.168.23.3 my_port
500 peer_port 500 (1) MM_KEY_EXCH

*Jan 17 05:11:39.646: ISAKMP:(1001):Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jan 17 05:11:39.646: ISAKMP:(1001):0ld State = IKE_I_MM4 New State =
IKE_I1_MM5

*Jan 17 05:11:39.690: ISAKMP (0:1001): received packet from 192.168.23.3 dport
500 sport 500 Global (1) MM_KEY_EXCH

*Jan 17 05:11:39.690: ISAKMP:(1001): processing ID payload. message ID = 0
*Jan 17 05:11:39.690: ISAKMP (0:1001): ID payload

next-payload : 8

type o1

address : 192.168.23.3
protocol 17

port - 500

length 12

*Jan 17 05:11:39.690: ISAKMP:(0):: peer matches *none* of the profiles
*Jan 17 05:11:39.690: ISAKMP:(1001): processing HASH payload. message ID = 0O
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*Jan 17 05:11:39.690: ISAKMP:(1001):SA authentication status:
authenticated

*Jan 17 05:11:39.690: ISAKMP:(1001):SA has been authenticated with

192.168.23.3

When R1 receives the authentication packet from R3, it checks the ID payload
and hash value of the packet. If ISAKMP authenticates the security association
through the encrypted channel, IKE Phase | is complete and the security
association has been established.

*Jan 17 05:11:39.690: ISAKMP: Trying to insert a peer
192.168.12.1/192.168.23.3/500/, and inserted successfully 46F56220.

*Jan 17 05:11:39.690: ISAKMP:(1001):Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jan 17 05:11:39.690: ISAKMP:(1001):0ld State = IKE_I_MM5 New State =
IKE_I_MM6

*Jan 17 05:11:39.694: ISAKMP:(1001):Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jan 17 05:11:39.694: ISAKMP:(1001):0ld State = IKE_I_MM6 New State
IKE_I_MM6

*Jan 17 05:11:39.694: ISAKMP:(1001):Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jan 17 05:11:39.694: ISAKMP:(1001):0ld State = IKE_I_MM6 New State =
IKE_P1_COMPLETE

Finally, R1 inserts the peer into the memory structure reserved at the beginning
of the ISAKMP negotiation. R1 begins IKE Phase Il over the ISAKMP security
association created in IKE Phase I.

*Jan 17 05:11:39.694: ISAKMP:(1001):beginning Quick Mode exchange, M-ID of
787769575

*Jan 17 05:11:39.694: ISAKMP:(1001):QM Initiator gets spi

*Jan 17 05:11:39.698: ISAKMP:(1001): sending packet to 192.168.23.3 my_port
500 peer_port 500 (1) QM_IDLE

*Jan 17 05:11:39.698: ISAKMP:(1001):Node 787769575, Input = IKE_MESG_INTERNAL,
IKE_INIT_QM

*Jan 17 05:11:39.698: ISAKMP:(1001):00d State = IKE_QM_READY New State =
IKE_QM_1_QMm1

*Jan 17 05:11:39.698: ISAKMP:(1001):Input = IKE_MESG_INTERNAL,
IKE_PHASE1_COMPLETE

*Jan 17 05:11:39.698: ISAKMP:(1001):0ld State = IKE_P1 _COMPLETE New State =
IKE_P1_COMPLETE

Quick mode uses three messages to create an IPsec security association. The
initiator, R1, sends the first message including the hash, IPsec security
association policies, a nonce, and a key created using the pre-shared keys and
two ID payloads. R3 processes R1’s IPsec proposal and replies with a message
with its values for the above parameters.

*Jan 17 05:11:40.014: ISAKMP (0:1001): received packet from 192.168.23.3 dport
500 sport 500 Global (1) QM_IDLE

*Jan 17 05:11:40.018: ISAKMP:(1001): processing HASH payload. message ID =
787769575
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*Jan 17 05:11:40.018: ISAKMP:(1001): processing SA payload. message ID =
787769575

*Jan 17 05:11:40.018: ISAKMP:(1001):Checking IPSec proposal 1

*Jan 17 05:11:40.018: ISAKMP: transform 1, AH_SHA

*Jan 17 05:11:40.018: ISAKMP: attributes in transform:

*Jan 17 05:11:40.018: ISAKMP: encaps is 1 (Tunnel)

*Jan 17 05:11:40.018: ISAKMP: SA life type in seconds

*Jan 17 05:11:40.018: ISAKMP: SA life duration (basic) of 900

*Jan 17 05:11:40.018: ISAKMP: SA life type in kilobytes

*Jan 17 05:11:40.018: ISAKMP: SA life duration (VPI) of O0Ox0 0x46 0x50
0x0

*Jan 17 05:11:40.018: ISAKMP: group is 5

*Jan 17 05:11:40.018: ISAKMP: authenticator is HMAC-SHA

*Jan 17 05:11:40.018: ISAKMP:(1001):atts are acceptable.

*Jan 17 05:11:40.018: ISAKMP:(1001):Checking IPSec proposal 1
*Jan 17 05:11:40.018: ISAKMP: transform 1, ESP_AES

*Jan 17 05:11:40.018: ISAKMP: attributes in transform:

*Jan 17 05:11:40.018: ISAKMP: encaps is 1 (Tunnel)

*Jan 17 05:11:40.018: ISAKMP: SA life type in seconds

*Jan 17 05:11:40.018: ISAKMP: SA life duration (basic) of 900

*Jan 17 05:11:40.018: ISAKMP: SA life type in kilobytes

*Jan 17 05:11:40.018: ISAKMP: SA life duration (VP1) of O0Ox0 0x46 0x50
0x0

*Jan 17 05:11:40.018: ISAKMP: authenticator is HMAC-SHA

*Jan 17 05:11:40.018: ISAKMP: key length is 256

*Jan 17 05:11:40.018: 1SAKMP: group is 5

*Jan 17 05:11:40.018: ISAKMP:(1001):atts are acceptable.

R3 responds with a second similar message containing the same properties. R1
processes the hash and IPsec policy as shown above. R1 determines that the
IPsec proposal from R3 is acceptable with the attributes in its own IPsec
policies.

Notice that two transforms will both be used, with an authentication header (AH)
applied to the ESP-encapsulated and encrypted data. A packet routed on R1
from 172.16.1.1 to 172.16.3.1 will first be encrypted and encapsulated as the
payload of an ESP packet, and then the authentication header will be applied.
The packet will be sent with a source IP address of 192.168.12.1 and
destination IP address of 192.168.23.3.

*Jan 17 05:11:40.018: IPSEC(validate_proposal_request): proposal part #1
*Jan 17 05:11:40.018: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND local= 192.168.12.1, remote= 192.168.23.3,
local_proxy= 172.16.1.0/255.255.255.0/0/0 (type=4),
remote_proxy= 172.16.3.0/255.255.255.0/0/0 (type=4),
protocol= AH, transform= ah-sha-hmac (Tunnel),
lifedur= Os and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= O0x0
*Jan 17 05:11:40.018: IPSEC(validate_proposal_request): proposal part #2
*Jan 17 05:11:40.018: IPSEC(validate_proposal_request): proposal part #2,
(key eng. msg.) INBOUND local= 192.168.12.1, remote= 192.168.23.3,
local_proxy= 172.16.1.0/255.255.255.0/0/0 (type=4),
remote_proxy= 172.16.3.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-aes 256 esp-sha-hmac (Tunnel),
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 256, flags= 0x0
*Jan 17 05:11:40.022: Crypto mapdb : proxy match
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src addr : 172.16.1.0

dst addr : 172.16.3.0

protocol : 0

src port -0

dst port : 0
*Jan 17 05:11:40.022: ISAKMP:(1001): processing NONCE payload. message ID =
787769575
*Jan 17 05:11:40.022: ISAKMP:(1001): processing KE payload. message ID =
787769575
*Jan 17 05:11:40.158: ISAKMP:(1001): processing ID payload. message ID =
787769575
*Jan 17 05:11:40.158: ISAKMP:(1001): processing 1D payload. message ID =
787769575

R1 checks the proposal against its own IPsec policies, including the access lists
on each end.

Note that the crypto map database could also evaluate the transport protocol or
the source and destination ports using other properties in the extended access-
list, but these were unused in the access list you supplied.

The nonce and keyed payload validate that two peers have the same keys.
When the processing of this second message is complete, R1 must create the
IPsec SAs so that interesting data can be encrypted using the policies
negotiated.

Since there are two transforms in the transform set, two security associations
and two proposals need to be created for each unidirectional path between the
endpoints.

*Jan 17 05:11:40.158: ISAKMP:(1001): Creating IPSec SAs

*Jan 17 05:11:40.158: inbound SA from 192.168.23.3 to 192.168.12.1
(f/i) 0/ 0
(proxy 172.16.3.0 to 172.16.1.0)
*Jan 17 05:11:40.158: has spi 0x588AA60C and conn_id O
*Jan 17 05:11:40.158: lifetime of 900 seconds
*Jan 17 05:11:40.158: lifetime of 4608000 kilobytes
*Jan 17 05:11:40.158: outbound SA from 192.168.12.1 to 192.168.23.3
(f/i) 0/0
(proxy 172.16.1.0 to 172.16.3.0)
*Jan 17 05:11:40.162: has spi 0x897F9209 and conn_id O
*Jan 17 05:11:40.162: lifetime of 900 seconds
*Jan 17 05:11:40.162: lifetime of 4608000 kilobytes
*Jan 17 05:11:40.162: ISAKMP:(1001): Creating IPSec SAs
*Jan 17 05:11:40.162: inbound SA from 192.168.23.3 to 192.168.12.1
(f/i) 0/ 0
(proxy 172.16.3.0 to 172.16.1.0)
*Jan 17 05:11:40.162: has spi O0x2E2954C0 and conn_id O
*Jan 17 05:11:40.162: lifetime of 900 seconds
*Jan 17 05:11:40.162: lifetime of 4608000 kilobytes
*Jan 17 05:11:40.162: outbound SA from 192.168.12.1 to 192.168.23.3
(f/i) 0/0
(proxy 172.16.1.0 to 172.16.3.0)
*Jan 17 05:11:40.162: has spi OxAE4C8E5A and conn_id O
*Jan 17 05:11:40.162: lifetime of 900 seconds
*Jan 17 05:11:40.162: lifetime of 4608000 kilobytes
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*Jan 17 05:11:40.162:
500 peer_port 500 (1) QM_IDLE
*Jan 17 05:11:40.162:
"No Error"

*Jan 17 05:11:40.162:
IKE_MESG_FROM_PEER,
*Jan 17 05:11:40.162:
I1KE_QM_PHASE2_COMPLETE
*Jan 17 05:11:40.166:

IKE_QM_EXCH
I1SAKMP : (1001) :Old

IPSEC(key_engine)

message(s)

*Jan 17 05:11:40.166: Crypto mapdb :
src addr : 172.16.1.0
dst addr : 172.16.3.0
protocol -0
src port -0
dst port -0

*Jan 17 05:11:40.166:

I1SAKMP: (1001) :Node 787769575,

-IPSEC(crypto_IPSec_sa_find_ident_head):

ISAKMP: (1001): sending packet to 192.168.23.3 my_port

ISAKMP: (1001) :deleting node 787769575 error FALSE reason

Input

State IKE_QM_1_QM1 New State

: got a queue event with 1 KMI

proxy_match

reconnecting

with the same proxies and peer 192.168.23.3

*Jan 17 05:11:40.166:
172.16.3.0, dest_port O

*Jan 17 05:11:40.166: IPSEC(create_sa):
(sa) sa dest= 192.168.12.1, sa_proto=
sa_spi= 0x588AA60C(1485481484),
sa_trans= ah-sha-hmac , sa_conn_id=
*Jan 17 05:11:40.166: IPSEC(create_sa):
(sa) sa _dest= 192.168.23.3, sa_proto=
sa_spi= 0x897F9209(2306839049),
sa_trans= ah-sha-hmac , sa_conn_id=
*Jan 17 05:11:40.166: IPSEC(create_sa):
(sa) sa dest= 192.168.12.1, sa_proto=
sa_spi= 0x2E2954C0(774460608),
sa_trans= esp-aes 256 esp-sha-hmac
*Jan 17 05:11:40.166: IPSEC(create_sa):
(sa) sa_dest= 192.168.23.3, sa_proto=
sa_spi= OXAE4C8E5A(2924252762),
sa_trans= esp-aes 256 esp-sha-hmac
*Jan 17 05:11:40.166:
192.168.23.3 current outbound sa to SPI
*Jan 17 05:12:30.162:

IPSEC(policy_db_add_ident): src 172.16.1.0, dest

sa created,
51,

2001
sa created,
51,

2002
sa created,
50,

, Sa_conn_id= 2001
sa created,
50,

, Sa_conn_id= 2002

IPSEC(update_current_outbound_sa): updated peer

AE4C8E5A

ISAKMP: (1001) :purging node 787769575

R1 has now established four security associations with R3: two in the outbound
direction and two in the inbound direction. One in each direction is used for the
AH transform and the other is used for the ESP transform. At this point, the
ICMP replies are passing naturally through the IPsec tunnel.

Disable debugging once you are done.

R1# undebug all
All possible debugging has been turned off

As you can see, the output from the debugs is extensive and verbose.
However, it can help you a lot if you are troubleshooting an IPsec problem. As
mentioned earlier, we can view crypto commands and see that they now are
populated with data.

R1# show crypto isakmp sa

dst src state conn-id slot status
192.168.23.3 192.168.12.1 QM_IDLE 1001 0 ACTIVE
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R1# show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: MYMAP, local addr 192.168.12.1

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0O
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 1, #recv errors 0O

local crypto endpt.: 192.168.12.1, remote crypto endpt.: 192.168.23.3
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0
current outbound spi: OXAE4C8E5A(2924252762)

inbound esp sas:
spi: Ox2E2954C0(774460608)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: NETGX:1, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4506913/334)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
spi: Ox588AA60C(1485481484)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: NETGX:1, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4506913/332)
replay detection support: Y
Status: ACTIVE

inbound pcp sas:

outbound esp sas:
spi: OxAE4C8E5A(2924252762)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: NETGX:2, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4506913/332)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:
spi: 0x897F9209(2306839049)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: NETGX:2, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4506913/332)
replay detection support: Y
Status: ACTIVE

outbound pcp sas:
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R3# show crypto isakmp sa
dst src state conn-id slot status

192.168.23.3 192.168.12.1 QM_IDLE 1 0 ACTIVE
R3# show crypto ipsec sa

interface: Serial0/0/1
Crypto map tag: MYMAP, local addr 192.168.23.3

protected vrf: (nhone)
local ident (addr/mask/prot/port): (172.16.3.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0O
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 192.168.23.3, remote crypto endpt.: 192.168.12.1
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/1
current outbound spi: 0x2E2954C0(774460608)

inbound esp sas:
spi: OxXAE4C8E5A(2924252762)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3001, flow_id: NETGX:1l, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4385199/319)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
spi: 0x897F9209(2306839049)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3001, flow_id: NETGX:1, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4385199/318)
replay detection support: Y
Status: ACTIVE

inbound pcp sas:

outbound esp sas:
spi: Ox2E2954C0(774460608)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3002, flow_id: NETGX:2, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4385199/318)
1V size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:
spi: Ox588AA60C(1485481484)
transform: ah-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3002, flow_id: NETGX:2, crypto map: MYMAP
sa timing: remaining key lifetime (k/sec): (4385199/318)
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replay detection support: Y
Status: ACTIVE

outbound pcp sas:

Why are there four security associations on each router?

Challenge: Use Wireshark to Monitor Encryption of Traffic

You can observe packets on the wire using Wireshark and see how their
content looks unencrypted and then encrypted. To do this, first configure a
SPAN session on the switch and open up Wireshark on a host attached to the
SPAN destination port. You can use the host that you used for SDM because
you don’t need it anymore to configure the VPNSs. If you do not know how to do
this, refer to Lab 3.3: Configuring Wireshark and SPAN.

Next, you will remove the crypto map statements on R1 and R3. View the
current configuration on the FastEthernet0/0 interface on R1 and Serial0/0/1 as
shown below.

Then, issue the no crypto map name command in interface configuration
mode to remove the ISAKMP security association. The router may issue a
warning that ISAKMP is now off.

R1:

R1# show run interface fastethernet0/0
Building configuration. ..

Current configuration : 120 bytes

1

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
duplex auto

speed auto

crypto map SDM_CMAP_1
end

R1# configure terminal

R1(config)# interface fastethernet0/0

Ri(config-if)# no crypto map SDM_CMAP_1

*Jan 16 06:02:58.999: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF
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R3:

R3# show run interface serial0/0/1
Building configuration. ..

Current configuration : 91 bytes
1

interface Serial0/0/1

ip address 192.168.23.3 255.255.255.0
crypto map SDM_CMAP_1
end

R3# configure terminal

R3(config)# interface serial0/0/1

R3(config-if)# no crypto map SDM_CMAP_1

*Jan 16 06:05:36.038: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

You will attempt to sniff telnet traffic from R1 to R3. Enable telnet access on R3
and configure a secure password to get to configuration mode on R3.

R3(config)# enable secret cisco
R3(config)# line vty 0 4
R3(config-line)# password cisco
R3(config-line)# login

The routers have now been configured to allow telnet access.
Have Wireshark start sniffing the packets that it receives via the SPAN session.

Choose Capture > Interfaces.... Then click the Start button associated with the
interface connected to the SPAN destination port. SPAN should start capturing
packets on the line, so you can now telnet from R1’s loopback to R3’s loopback.
To source telnet traffic, use the telnet destination /source interface command.

As shown in the previous step, you must source the telnet session from R1's
loopback interface to simulate the interesting traffic that will match the VPN's
access list.

First, begin capturing using Wireshark. Then, begin the telnet session. Once
you are connected to R3, try issuing a command or two and then logging out.
R1# telnet 172.16.3.1 /source LoopbackO

Trying 172.16.3.1 ... Open

User Access Verification

Password: [cisco]

R3> en

Password: [cisco]

R3# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 unassigned YES unset administratively down down
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Serial0/0/1 192.168.23.3 YES manual up up

Serial0/1/0 unassigned YES unset administratively down down
Serial0/1/1 unassigned YES unset administratively down down
Loopback0 172.16.3.1 YES manual up up
R3# exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

Now, end the capture and look at the output. You will see a set of telnet data
packets. Some of these, especially the return packets, will show whole
unencrypted streams of text. The reason some return packets having longer
text strings is because return packets can be streamed consecutively from the
router managing the connection, whereas the text you type into telnet gets sent
in chunks of characters or even character by character, depending on your
typing speed.

25-33 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-5 Copyright © 2007, Cisco Systems, Inc



4" (Untitled) - Wireshark

M=l E3

File Edit Wew Go Capture Analyze  Statistics  Help
3 oW e PEx % 8RR « » »2F 8 [|EE aaapnd
Filker: || * | Expression. .. ‘ Clear | Apply ‘
Mo, - |Time |Source |Destination |F‘rotocol |InFo ﬂ
32 5.981537 172.16.3.1 172.16.1.1 TELKWET Telnet Data ...
53 5.034228 172.16.1.1 172.16.3.1 TELMET Telnet Data ...
G4 6. 048002 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
L 247532 172.16.1.1 172.16.3.1 62165 > telnet [ACK] Seg=54 Ack=99 W

a8

Telnet
Telnet

Data ...

7.8220840 172.16.3.1 172.16.1.1 TELMET

56 F.82B8974 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

ag 7.908984 172.16.1.1 172.16.5.1 TELMET Telnet Data ...

6l 7.922823 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

62 B.021673 172.16.1.1 172.16.3.1 TELMET Telnet Data ...

63 H.035454 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

64 8,10234a 172.16.1.1 172.16.3.1 TELMET Telnet Data ...

65 8.116433 172.16.3.1 172.16.1.1 TELMET Telnet Data ...

a6 H.193612 172.16.1.1 172.16.5.1 TELMET Telnet Data ...

a7 8.207497 172.16.3.1 172.16.1.1 TELMET Telnet Dpata ...

AR R.7RR504 172.16.1.1 172 .16.3.1 TFI KFT Telnet DATA hd
4| | ~l
[ Frame 57 (60 bytes on wire, &0 bytes captured)

@ Ethernet II, src: Cisco_23:43:80 (00:19:06:23:43:800, Dst: Cisco_92:28:d8 (00:18:h9:92:258:d8)

@ Internet Protocol, Sre: 172.16.1.1 (172.16.1.1), Dst: 172.16.3.1 (172.146.3.1)

@ Transmission Control Protocol, Sre Port: 62165 (62165), Dst Port: telnet (230, seq: 54, Ack: 99, Len
g Telnet

pata: ip
4| | i
oo o0 18 b9 92 28 d5 00 19 0A 23 43 80 0F 00 45 <0 oL #CLLLE
0010 00 2a 4f dc 00 o0 fFf 06 oOf Of ac 10 01 01 ac 10 e
ooz 03 01 f2 df 00 17 <o 91 32 b¥ fo 96 fF 0% S018 0 L....... I P.

o030 of khe 53 a7 00 00 &% FO O 00 00 00 00 *...19p

[File: "C:\DOCUME~ 1| ADMINI~11LOCALS~1) Temph L ether XeerEPQULT" 9982 Byt |P: 112 D: 112 M: 0 Drops: 0

Figure 11-1: Detailed Packet Data on Telnet String Sent From R1
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4" (Untitled) - Wireshark =]

File Edit Wew Go Capture @nalyze  Statistics  Help
B oW e pEHx%a R« »7F 2 EEIQQaQDD
Filker: || j Expression, .. ‘ Clear | Bpphy ‘
Mo, - | Tirne | Source | Destination | Prokocol | Info ﬂ
TS 5, 50U ITre.I0. 5.1 [ N o e TELWET TEMEL Udld ..
70 B.395418 172.16.1.1 172.16.3.1 TELKWET Telnet Data ...
71 5.405245 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
F2 B.aA07s73 172.16.1.1 172.16.3.1 TCFP 62165 > telnet [ACK] Seg=62 Ack=107
73 B.807744 172.16.1.1 172.16.3.1 TELKWET Telnet Data ...
T4 B.B2TOTZ 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
FhOB.F24208 172.16.1.1 172.16.3.1 TELMET Telnet Data ...
78 B.738115 172.16.3.1 172.16.1.1 TELKWET Telnet Data ...
TT OB.TLETOL 172.16.1.1 172.16.3.1 TELMET Telnet Data ...
FH B.H1055 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
70 . 1] 0.0.10
50 5.852124 172.16.1.1 172.16.3.1 TELMET Telnet Data ... _J
51 5.906113 172.16.3.1 172.16.1.1 TELMET Telnet Data ...
52 0.103535 172.16.1.1 172.16.3.1 TCF 62165 > telnet [ACK] Seg=66 Ack=111
53 5.187372 172.16.1.1 172.16.3.1 TELMET Telnet Data ...
=] 1.1

B84

L 211393

TELMET Telnet Data ...
50 I Telnet Data ... _:J

4| | ~l
[ Frame 85 (590 bytes on wire, 590 bytes captured)

@ Ethernet II, src: Cisco_92:28:cd8 (00:18:09:92:28:d80, Dst: Cisco_23:43:80 (00:19:06:23:43:80)

H Internet Protocol, Src: 172.16.3.1 (172.16.3.10, Dst: 172.16.1.1 (172.16.1.10

@ Transmission Control Protocol, Sre Port: telnet (230, Dst Port: 62165 (621650, seq: 113, ack: 68, Le

G, 2udd4 a0

O Telnet
Data: Interface IP-Address ok Method Status Protocolrin
Data: FastEthernet0/s0 unassigned YES unset  administratively down down AN
Data: FasteEtherneto/s1 unassigned YES unset administratively down down ANy
Data: Serialo 0/ 0 unassigned YES unset administratively down down A%l
Data: serialo0/0 1%2.1658.23.3 YES manual up up AN
Data: serialosl 0 unassigned YES unset administratively down down ANy

Data: Serialo/A1

4| ]

0000 00 15 0& 23 43 80 00 18 hOG 592 28 d5 08 00 45 00 =N e =R :fj

0010 02 40 <& 24 00 00 fe 056 90 70 ac 10 03 01 ac 10 I T T <

0020 01 01 00 17 f2 ds fO 96 9F 13 cc 91 32 <5 50 10 L....... P -

0030 Of dd 3e 74 00 00 49 62 74 65 T2 66 6L 63 65 20 ..t In terface

o040 20 20 20 20 20 0 20 20 20 20 20 20 20 20 20 Z0 j
Cih

[aTa il T A A A1 EA EA T L S N B o T o B TR Acdder e

[File: "C:\DOCUME~ 1| ADMINI~11LOCALS~1) Temph L ether XeerEPQULT" 9982 Byt |P: 112 D: 112 M: 0 Drops: 0

Figure 11-2: Detailed Packet Data on Return Telnet Traffic from R3

Based on this output, you can see how easy it is for someone who is in the path
of sensitive data to view unencrypted or clear text traffic.

Now, you will reapply the cryptography settings on R1 and R3 and begin a
telnet session from R1 to R3 as before.

Begin by reapplying the crypto maps you removed earlier on R1 and R3.
Ri(config)# interface fastethernet0/0

R1(config-if)# crypto map SDM_CMAP_1

*Jan 16 06:36:10.295: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

R3(config)# interface serial0/0/1
R3(config-if)# crypto map SDM_CMAP_1
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*Jan 16 06:37:59.798: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON
Start the packet capturing again in Wireshark, and then issue the same telnet
sequence that you did previously.

R1# telnet 172.16.3.1 /source LoopbackO

Trying 172.16.3.1 ... Open

User Access Verification

Password: [cisco]

R3> en

Password: [cisco]

R3# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 unassigned YES unset administratively down down
Serial0/0/1 192.168.23.3 YES manual up up
Serial0/1/0 unassigned YES unset administratively down down
Serial0/1/1 unassigned YES unset administratively down down
Loopback0 172.16.3.1 YES manual up up

R3# exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

End your Wireshark capture when you are finished with the telnet session.

As far as the user is concerned, the telnet session seems the same with and
without encryption. However, the packet capture from Wireshark shows that the
VPN is actively encapsulating and encrypting packets.
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4" (Untitled) - Wireshark =]

File Edit Wew Go Capture Analyze  Statistics  Help
3 oW e PEx % 8RR « » »2F 8 [|EE aaapnd
Filker: || * | Expression. .. ‘ Clear | Apply ‘
Mo, - | Tirne | Source | Destination | Prokocol | Info ﬂ
33 7.303273 1592.168.25.3 152.1658.12.1 ESF ESP (SPI=0x3723200h)
34 73705944 152 168.12.1 152.165.23.3 ESF ESP (SPI=0x90c043622)
3 1 EsF ESP (SPI=0x3723200h)

35 7.401478 192.168.23. 1%2.168.12.

([ SPI=Ux90cd 50l )

37 7.4B86868 1592.168.23.3 182.168.12.1 ESP ESP (SPI=0x37232000] _J
38 7.002858 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
39 7.685131 192.168.12.1 122.168.23.3 ESP ESP (SPI=0xB0043522)
40 7.962740 1592.168.12.1 192.168.23.3 ESP ESP (SPI=0x00d43622)
41 B.189842 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
42 8.263933 192.168.12.1 122.168.23.3 ESP ESP (SPI=0xB00435622)
43 B.4593820 1592.168.23.3 182.168.12.1 ESP ESP (SPI=0x3723200R]
44 B.550353 192.168.12.1 1%2.168.25.3 ESP ESP (SPI=0x50d43622)
45 8.777808 192.168.23.3 1@2.168.12.1 ESP ESP (SPI=0x3723200h)
46 B. 860181 1592.168.12.1 192.168.23.3 ESP ESP (SPI=0x00d43622)
47 B.899057 192.168.23.3 1%2.168.12.1 ESP ESP (SPI=0x37232000)
48 5.057034 192.168.12.1 1%2.168.25.3 ESP ESP (SPI=0x50d43622) _:J
4| | ~l

M Frame 36 (118 bytes on wire, 118 bytes captured)
@ Ethernet II, src: Cisco_23:43:80 (00:19:06:23:43:800, Dst: Cisco_92:28:d8 (00:18:h9:92:258:d8)
M Internet Protocol, Src: 192.168.12.1 (19%2.168.12.10, Dst: 192.168.23.3 (192.168.23.3]
9 Encapsulating Security Payload
SPI: 0x90c43622
Seguence: 108

0010 00 68 07 3d 00 Q0 £f 32 Of 12 <0 aB Oc 01 <0 a8 olioEnnaf ooooaoog

0020 17 03 90 d4 36 22 00 00 00 6c 20 9% 01 03 S6 25 Booolsaa o lss

0030 dS £7 459 55 a5 Fa 64 17 84 <5 0l 99 97 Of <7 fc LLInezds oLl

0040 de bd fh 7 <3 3b 27 c8 16 <8 7h 856 fa 87 0d 72 Neoaod o aoidoooah ﬂ
[ [+

™1™ G N7 12 A7 22 ~2 A7 ~F M2 ke Tk A Ak 97 | Pk = [
[File: "C\DOCUME~ 1| ADMINI~11LOCALS~1) Temph Liether Xk EIULT" 16 KB O0:.. |P: 114 D: 114 M: 0 Drops: 0

0000 00 18 bS 52 28 dS 00 19 06 23 43 B0 OB 00 45 <O vee. o, JHCLLLE. j

Figure 11-3: Detailed Packet Data on Encrypted Telnet String Sent From R1

Notice that the protocol is not telnet (TCP port 23), but the Encapsulating
Security Protocol (ESP, IP protocol number 50). Remember, all traffic here
matches the IPsec access list.

Also, notice that the source and destination are not the actual source and
destination of the addresses participating in this telnet conversation. Rather,
they are the endpoints of the VPN.

Why do you use the VPN endpoints as the source and destination of packets?
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Finally, and most important, if you look at the contents of these packets in
Wireshark, no matter how you try to format or filter them, you will not be able to

see what data was originally inside.

The encryption suite provided by IPsec successfully secures data through

authentication, encryption, and data-integrity services.

Appendix A: TCL Script Output

R1# tclsh

Ri(tcl)#foreach address {
+>(tcl)#172.16.1.1
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tc)#172.16.3.1
+>(tcl)#192.168.23.3
+>(tcD#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/2/4 ms

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/1/4 ms

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 1/2/4 ms

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

Type escape sequence to abort.

= 28/28/32 ms

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

R1(tch# tclquit

R2# tclsh

R2(tcl)#foreach address {
+>(tcDH#172.16.1.1
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tchH#172.16.3.1
+>(tc)#192.168.23.3
+>(tc)#} { ping $address }

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/58/68 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/28 ms
R2(tch)# tclquit

R3# tclsh

R3(tch)#foreach address {
+>(tc#172.16.1.1
+>(tcl)#192.168.12.1
+>(tc)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tc#172.16.3.1
+>(tcl)#192.168.23.3
+>(tc)#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 56/58/64 ms
R3(tch# tclquit
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Final Configurations:

R1# show run
1

hostname R1

1
crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.23.3
1

crypto ipsec security-association lifetime seconds 1800

L

crypto ipsec transform-set 50 ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto map MYMAP 10 ipsec-isakmp

set peer 192.168.23.3

set security-association lifetime seconds 900
set transform-set 50

set pfs group5

match address 101

interface LoopbackO
ip address 172.16.1.1 255.255.255.0

interface FastEthernet0/0
ip address 192.168.12.1 255.255.255.0
crypto map MYMAP

no shutdown
1

router eigrp 1
network 172.16.0.0
network 192.168.12.0
no auto-summary

1

éccess—list 101 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255
1

end

R2# show run
1

hostname R2
1
interface FastEthernet0/0
ip address 192.168.12.2 255.255.255.0
no shutdown

interface Serial0/0/1
ip address 192.168.23.2 255.255.255.0
clock rate 64000

no shutdown
1

router eigrp 1
network 192.168.12.0
network 192.168.23.0
no auto-summary

1

end

R3# show run
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Thostname R3
1

enable secret 5 $1$LT71$MY2NhpGjI15uL1zNAOR2tF.
1
crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.12.1

1

crypto ipsec security-association lifetime seconds 1800

1

crypto ipsec transform-set 50 ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto map MYMAP 10 ipsec-isakmp

set peer 192.168.12.1

set security-association lifetime seconds 900
set transform-set 50

set pfs group5

match address 101

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface Serial0/0/1

ip address 192.168.23.3 255.255.255.0
crypto map MYMAP

no shutdown

1
router eigrp 1

network 172.16.0.0

network 192.168.23.0

no auto-summary

1

access-list 101 permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255
1

line vty 0 4

password cisco

login

1
end
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Lab 3.6 Configuring a Secure GRE Tunnel with SDM

Learning Objectives

e Configure EIGRP on the routers
e Use SDM to configure a secure GRE tunnel

Topology Diagram

Host

So/0/1

Fa0/0
DCE

So0/0M1

("Loopback0: 172.16.1.1/24 ) SREIumhe: ("Loopback0: 172.16.3.1/24 )

Scenario

In this lab, you will use the Cisco Security Device Manager (SDM) to configure
a secure generic routing encapsulation (GRE) tunnel using IPsec. It will help if
you have previously completed Labs 3.2, 3.4, and 3.5 since this lab will build on

concepts covered in those labs.

Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the diagram.
Configure the other interfaces as depicted in the topology above Do not forget
to set the clockrates on the appropriate interfaces and issue the no shutdown
command on all serial connections, as necessary. Verify that you have
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connectivity across the local subnet using the ping command. Do not set up the
tunnel interface until the next step.

R1# configure terminal

Ri1(config)# interface loopback 0O

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
Ri(config-if)# interface fastethernet 0/0
R1(config-if)# ip address 192.168.12.1 255.255.255.0
Ri(config-if)# no shutdown

R2# configure terminal

R2(config)# interface fastethernet 0/0
R2(config-if)# ip address 192.168.12.2 255.255.255.0
R2(config-if)# no shutdown

R2(config-if)# interface serial0/0/1

R2(config-if)# ip address 192.168.23.2 255.255.255.0
R2(config-if)# clockrate 64000

R2(config-if)# no shutdown

R3# configure terminal

R3(config)# interface loopback 0

R3(config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# interface serial0/0/1

R3(config-if)# ip address 192.168.23.3 255.255.255.0
R3(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP AS 1 for the major networks 192.168.12.0/24 and
192.168.23.0/24. Do not include the networks in the diagram falling in the
172.16.0.0/16 range. The Class C networks will serve as the transit networks
for the tunnel network. Make sure you disable EIGRP automatic summarization.

Ri(config)# router eigrp 1
R1(config-router)# no auto-summary
R1(config-router)# network 192.168.12.0

R2(config)# router eigrp 1
R2(config-router)# no auto-summary
R2(config-router)# network 192.168.12.0
R2(config-router)# network 192.168.23.0

R3(config)# router eigrp 1
R3(config-router)# no auto-summary
R3(config-router)# network 192.168.23.0

Given the above configuration, will the 172.16.1.0/24 network be reachable
from R3? Explain.

Will the 172.16.3.0/24 network be reachable from R17?
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Step 3: Connect to the Router using SDM

Prepare R1 for access using SDM as described in Lab 3.1: Configuring SDM on
a Router.

Configure the IP address shown in the diagram on the host PC and install SDM
to either the router or the PC. Connect to the router using SDM so that you are
at the SDM home screen. For information on how to configure SDM, refer to the

configuring SDM lab.

B Cisco Router and Security Device Manager {SDM): 192.168.12.1

File Edit “iew Tools Help

CIScoSYSTEMS

, : =] qQ, 2
H i Canfl @ bdanit
@ ome * EHEAE onter Refresh Save Search Help
Hardware Software
":"':-..
‘ Model Type: Cisco 2811 10S Version: 12.4(3T1
L Available / Total Memory(MB): 1300256 MB SDM Version: 232
Cisco 2811 Total Flash Capacity: 61 MB
V] (9] (9] &

Configuration Overview

Wigsy Running Config

% Interfaces and Connections & Up (@)

Total Supported LAN: 2
Configured LAN Interface: 1
DHCP Server:

g Firewall Policies

IPSec (Site-to-Site): 0
Xauth Login Required: 0
Mo. of DMVYPN Clients: 0
No. of Static Route: 1]
[ynamic Routing Protocols: EIGRP

(=) Down (6)
Total Supported WAN:
Total WAN Connections:

Trusted (0) Untrusted (03 DWZ (03

GRE over IPSec:

Easy VPN Remote:
No. of Active VPN Clients:

= Intrusion Prevention
Active Signatures:

Ho. of IPS-enabled Interfaces:
SDF Version:
Security Dashbhoard

4(Serial)

09:02:37 UTC Mon Jan 15 2007 é

Figure 3-1: SDM Home Screen
Step 4: Configure an IPsec VTl using SDM

SDM contains a wizard that makes configuring an IPsec virtual tunnel interface
(VTI) very simple. Click the Configure tab at the top, and then choose VPN on
the left side bar. In the second column from the left, click Site-to-Site VPN, and
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then in the Create Site to Site VPN tab choose Create a secure GRE tunnel
(GRE over IPsec). Click the Launch the selected task button.

Device Manager {SDM): 192.168.12.1
File Edit “iew Tools Help

CIScoSYSTEMS
2 e & il

Refresh Save Search Help

@ Hame Caonfigure Manitor

Create Site to Site VPN | Edit Site to Site VPN

SOM can guide you through Site to Site WPM configuration tasks. Select a task, then
click 'Launch the selected task' buttan.

B8 YPN Components

Use Case Scenario

" Create a Site to Site WPN.

Use this option to configure a %P tunnel from this router to another WP device using either
& pre-shared key or using digital certificates. To complete this configuration, you must knowy
the remate device's IP address. If a pre-shared key is used for authentication, it must match
the pre-shared key configured on the remote device.

Use this option to configure a protected GRE tunnel from this router to another PN device
using either & pre-shared key or using digital certificates. To complete this configuration, you
must knowe the remote device's IP address. If a pre-shared key is used for authertication, it
must match the pre-shared key configured on the remate device.

Launch the selectad task

Howedo | |How Do | Configure a Backup far an Easy VPN Rermote connection? j Go |

VPN 00:43:08 UTC Fridan 19 2007 é

Figure 4-1: Site-to-Site VPN Tab

After reading the brief introduction to IPsec VTIs, click Next to start the wizard.
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Secure GRE Wizard E3 |

Secure GRE Tunnel {(GRE over IPSec)

Marmal IP Security (IPSec) configurations cannot transfer routing protacols, such as
Enhanced Interior Gateway Routing Protocal (EIGRFY and Open Shorest Path First (O5PF),
or non-IF traffic, such as Internetwark Packet Exchange (IPX) and AppleTalk.

Cisco's GRE Tunneling protocol can encapsulate awide variety of protocol packet types
ingide IP tunnels, creating a virtual point-to-point link to Cisco routers at rermote points over
an IP internetwork.

This wizard will guide you through steps to create 8 GRE tunnel with IPSec protection.

Figure 4-2: Secure GRE Wizard

What IP addresses should you use as the endpoints for your GRE tunnel?
Why?

Configure the tunnel source using the FastEthernet0/0 interface on R1. Choose
the IP address destination using the closest interface on R3 to R1. The internal

IP address and subnet mask of the tunnel are given in the diagram on page 1 of
this lab.
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Secure GRE Wizard E3 |

GRE Tunnel Information

——Tunnel Source — Tunnel Destination
Interface:
i FastEthernetio j IF address ofthe Tunnel
Destination:
Details... |
192.168.23.3

| Address:

— IP address ofthe GRE tuninel

GRE tunnel IP address is required to establish a tunnel with the pest.
This entry can be a private address.

|P Address: Subnet Mask:
|1T2.1E.13.1 255.255.255.D| nr|24

| ¥ Enable path MTU discovery

<Back | Next» | Finish | cancel| He |

Figure 4-3: GRE Tunnel Configuration

At the next prompt in the wizard, do not check Create a backup GRE tunnel
for resilience. Just click the Next button.
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Secure GRE Wizard E3 |

Backup GRE Tunnel Information
GRE Tunnel TZ22271

Backup GRE tunnel can be configured for YPH N J E
resilience. If the primary GRE tunnel is down, the Transport ‘Primary §
router will detect this loss af connectivity and weill = MPN Choud § i
provide stateless failover by choosing the backup Router in “J‘TQ:
GRE tunnel. oen Routing Protocal Helo > = gain

Packats (evary ¥ sacondsl  office

— [ Create a backup secure GRE tunnel for resilience

IF address ofthe hackup GRE tunnel's destination:
(Hackup YER Feer)

TunnellP Address

|F Adrdress: [Wetwark Mask:

&
nrl

<Back | Next» | Finish | cancel| He |

Figure 4-4: Backup GRE Tunnel Options

Click Pre-shared keys for the authentication method and use “cisco” as your
pre-shared key.

What is a pre-shared key and what purpose does it serve?

7-36 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3.6 Copyright © 2007, Cisco Systems, Inc



Secure GRE Wizard E3 |

YPH Authentication Information

—— Authentication

Authentication ensures that each end ofthe YPR connection uses the same secret key.

¥ Pre-shared keys " Digital Cedificates

pre-shared key: |ﬂ-ﬂ*

Re-enter kKew: Imﬂl

<Back | Next» | Finish | cancel| He |

Figure 4-5: VPN Authentication Information

Based on your work on the IPsec VPN labs, what is the function of the Internet
Key Exchange (IKE) protocol?

What attributes may be configured in an IKE policy? Describe at least three
attributes.

Create a new IKE policy by clicking the Add... button.
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Secure GRE Wizard E3 |

IKE Proposals

IKE proposals specify the encryption algarithm, authentication algarithm and key exchange
method that is used by this router when negotiating a VPR connection with the remote
device. Forthe WPM connection to be established with the remote dewice, the rermote
device should be configured with at least ane ofthe policies listed below,

Click the Add... button to add rore policies and the Edit... button to edit an existing policy.

Priarity| Encryption Hash D-H Graup Authentication| Type

group 2 PRE_SHARE SO Default

Add... | Edit.. |

<Back | Next» | Finish | cancel| He |

Figure 4-6: IKE Proposals List

Create the new policy using the settings shown in figure 4-7. If your IOS image
doesn’t support all of the settings, configure what you can. Just make sure your
VPN settings match on both ends of the connection.

Then click OK.
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Add IKE Policy | x| |

Configure [KE Policy

Priarity: Authentication:

[10 |PRE_SHARE =l

Encryption: D-H Group:

|aES_256 =l |oroups =l

Hash: Lifetime:

|5HA_1 =l jd o [0 HHMmES
(0]4 | Cancel | Help |

Figure 4-7: Add IKE Policy Dialog

You should now see your new IKE proposal in the list. Click Next to continue.

Secure GRE Wizard E3 |

IKE Proposals

IKE proposals specify the encryption algarithm, authentication algarithm and key exchange
method that is used by this router when negotiating a VPR connection with the remote
device. Forthe WPM connection to be established with the remote dewice, the rermote
device should be configured with at least ane ofthe policies listed below,

Click the Add... button to add rore policies and the Edit... button to edit an existing policy.

Priarity| Encryption Hash D-H Graup Authentication| Type

» group? FRE_SHARE SODM Default
10 AES_246 SHA_1 groups FRE_SHARE User Defined
Add.. | Edit... |

<Back | Next» | Finish | cancel| He |

Figure 4-8: IKE Proposals with Changes Applied
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On the Transform Set page, create a new transform set by clicking Add....

Secure GRE Wizard E3 |

Transform Set

Atransform set specifies the encryption and authentication algorithms used to protect the
data in the YPH tunnel. Since the two devices must use the same algarithms to
camimunicate, the remote device must be canfigured with the same transform set as the

one selected below.

Click the Add. . buttan to add a new transform set and the Edit.. buttan to edit the specified
fransform set.

Select Transform Set:

MHame ESF Encryption| ESP Integrity AH Integrity

«Back | Next» | Firisn | cancel| Hew |

Figure 4-9: IPsec Transform Set List

What is the function of an IPsec transform set?

What are the main differences between the authentication header (AH) and the
encapsulated security payload (ESP) as methods to ensure data integrity?
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Create a new transform set using the name “mytrans.” Use the settings shown
in the following screenshot. If these settings are not supported on your router,
use whichever settings you can. However, remember to keep the settings

consistent on both sides of the tunnel.

Add Transform Set

Mame: Im-ﬁrang

v Diata integrity with encryption (ESP)

Intearity Algarithm: |E5F'_5HA_HMAC

~

Encreption Algarithim: |E5F'_AE5_255

Show Advanced ==

~

]|

Cancel |

Help |

Figure 4-10: Add IPsec Transform Set Dialog

Click OK to continue. You should see your new transform set appear in the

window. Click Next.
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Secure GRE Wizard E3 |

Transform Set

Atransform set specifies the encryption and authentication algarithms used to protect the
data in the Y¥PM tunnel. Since the tivo devices must use the same algorithms to
comimunicate, the remote device must be configured with the same transform set as the

one selected below.

Click the Add... button to add & new transform set and the Edit... button to editthe specified
fransform set.

Select Transform Set;

_ |my’trans j

Details ofthe specified transform set

Marme ESF Encryption | ESP Integrity AH Integrity

ESP_AES 256 5 HMAC

<Back | Next» | Finish | cancel| He |

Figure 4-11: IPsec Transform Set List with Changes Applies

Choose EIGRP as the routing protocol and click Next.
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Secure GRE Wizard E3 |

Select Routing Protocol

You can use dynamic rauting ar static routing to specify the traffic that should pass thraugh
this GRE tunnel.

Select a dynamic routing protocol when the GRE over IPSec WYPM includes a large number of
private networks. The dynamic routing protocol will advertise these networks to other WPR
routers. Select static routing when the GRE over IPSec WP includes only a few private
networks.

{~ Static Rauting

<Back | Next» | Finish | cancel| He |

Figure 4-12: Routing Protocol Selection

Choose Create a New EIGRP AS Number and use EIGRP AS number 2, as
shown in the diagram on page 1 of this lab, to route over the tunnel.

Will EIGRP AS 1 and EIGRP AS 2 automatically redistribute routes between
autonomous systems?

Add the entire 172.16.0.0 major network into this EIGRP autonomous system
on R1.

14 -36 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3.6 Copyright © 2007, Cisco Systems, Inc



Secure GRE Wizard E3 |

Routing Information

" Select an existing EIGRF AS number; |1 vl
% Create a new EIGRP AS number: |2

Add the private netwarks that you want to advertise ta the ather routers in this GRE owver
IPSec WPK. Other routers in this GRE aver IPSec WYPH must he in the same autonamaous
| system.

Private networks advertised using EIGRP

Netwark wildcard Mask Add.. |
1721600 cor_|
Delete_|

<Back | Next» | Finish | cancel| He |

Figure 4-13: Advanced Routing Protocol Configuration

A screen will pop up to confirm the configuration that will be delivered to the
router. Click Finish to deliver the configuration to the router. Do not test VPN
connectivity yet, because the other endpoint of the tunnel is not configured.
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Secure GRE Wizard E3 |

Surnmary of the Configuration

Click finish to deliver the configuration to the router.

GRE Tunnel Information -
Tunnel Source; FastEthernet0io
Tunnel Destination: 192 168.23.3
TunnellP Address: 172161315255 255 2550
Fath MTL discovery is enabled

Authentication Type : Pre-shared key
pre-shared key =

IKE Policies:
Hash  DH Group Authentication  Encryption
SHA_1 groups FRE_SHARE AES_25F
SHA_1 group? FRE_SHARE 3DES

Transform Sets:

klarmo rmdtranc hd
4| k

[~ TestWPH connectivity after configuring.

Figure 4-14: Site-to-Site IPsec GRE Configuration Summary

SDM will deliver the configuration changes to the router. When the configuration
changes are completed, click OK.
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Commands Delivery Status |

Caommand Delivery Status:

Freparing commands for delivery... ﬂ
Submitting 51 commands, please wait...
Configuration delivered to router.

i o

]
Ok |

Figure 4-15: Command Delivery Progress Indicator

Step 5: Generate a Mirror Configuration for R3

In the Edit Site-to-Site VPN tab of SDM, click the Generate Mirror... button.
An incomplete mirror configuration for R3 is generated.
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isco Router and Security Device Manager {SDM): 192.168.12.1
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Figure 5-1: Edit Site-to-Site VPN Tab

Copy the commands shown in the dimmed text box to the Windows clipboard.
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Figure 5-2: Mirror Router Configuration Script

In global configuration mode on R3, paste in this configuration.

R3(config)# crypto isakmp policy 10

R3(config-isakmp)# authentication pre-share
R3(config-isakmp)# encr aes 256

R3(config-isakmp)# hash sha

R3(config-isakmp)# group 5

R3(config-isakmp)# lifetime 28800

R3(config-isakmp)# exit

R3(config)# crypto isakmp policy 1

R3(config-isakmp)# authentication pre-share
R3(config-isakmp)# encr 3des

R3(config-isakmp)# hash sha

R3(config-isakmp)# group 2

R3(config-isakmp)# lifetime 86400

R3(config-isakmp)# exit

R3(config)# crypto isakmp key cisco address 192.168.12.1
R3(config)# crypto ipsec transform-set mytrans esp-sha-hmac esp-aes 256
R3(cfg-crypto-trans)# mode tunnel

R3(cfg-crypto-trans)# exit

R3(config)# ip access-list extended SDM_1
R3(config-ext-nacl)# remark SDM_ACL Category=4
R3(config-ext-nacl)# permit gre host 192.168.23.3 host 192.168.12.1
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R3(config-ext-nach)# exit
R3(config)# crypto map SDM_CMAP_1 1 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.
R3(config-crypto-map)# description Apply the crypto map on the peer router"s
interface having IP address 192.168.23.3 that connects to this router.
R3(config-crypto-map)# set transform-set mytrans
R3(config-crypto-map)# set peer 192.168.12.1
R3(config-crypto-map)# match address SDM_1
R3(config-crypto-map)# set security-association lifetime seconds 3600
R3(config-crypto-map)# set security-association lifetime kilobytes 4608000
R3(config-crypto-map)# exit

Unfortunately, the configuration generated from SDM is incomplete. There is no
GRE tunnel interface and the crypto map must also be applied to the physical
interface on R3. The EIGRP AS 2 routing process is also missing from the
configuration. To get a general idea of what the tunnel configuration should look
like, look at R1's tunnel interface.

R1# show run | interface tunnel O
Building configuration. ..

Current configuration : 190 bytes

1

interface TunnelO
ip address 172.16.13.1 255.255.255.0
ip mtu 1420

tunnel source FastEthernet0/0

tunnel destination 192.168.23.3
tunnel path-mtu-discovery

crypto map SDM_CMAP_1

end

Reuse this configuration, but swap the IP addresses and interfaces as
necessary. You may see a warning about IKE failing because there is no key
for the remote peer with that IP address. This is normal.

R3(config)# interface Tunnel 0O

R3(config-if)# ip address 172.16.13.3 255.255.255.0
R3(config-if)# ip mtu 1420

R3(config-if)# tunnel source Serial0/0/1
R3(config-if)# tunnel destination 192.168.12.1
R3(config-if)# tunnel path-mtu-discovery
R3(config-if)# crypto map SDM_CMAP_1

Apply the crypto map that was created to the serial interface to encrypt GRE
traffic.

R3(config)# interface serial 0/0/1
R3(config-if)# crypto map SDM_CMAP_1

Finally, create the EIGRP AS 2 process on R3. Disable automatic
summarization and add the entire 172.16.0.0/16 major network to it. You should
see the EIGRP adjacency come up over the tunnel interface.

R3(config)# router eigrp 2

R3(config-router)# no auto-summary
R3(config-router)# network 172.16.0.0
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Will the 172.16.13.0/24 network be reachable from R2?

Step 6: Verify Tunnel Configuration through SDM

You can use SDM to verify the tunnel configuration. To do this, click the Test
Tunnel... button on the Edit Site to Site VPN tab.

B Cisco Router and Security Device Manager (SDM): 192.168.12.1

File Edit “iew Tools Help
Cisco SYSTEMS
?

oo || v
H 458 Canif onit;
@ e * EEAE ; et Refresh Save Search Hela
= Create Site o Site VPN | Edit Site to Site VPN
G Eleto-ole VPN Create Site to Site VPN | Edit Site to Site VPN
 Easy VPN Remote Add..7| Delete
3 Easy VPN Server —I —l
@ Dynamic Multipoint YPH

-8 WebvPN
B-L8YPN Components

Interface Description IPSec Policy =1
Tunneld/FastEthernetdfd Tunnel to19 3.3 SOM_CMAP_1 1

Intrusian Pr

()

o |

Additioral Tasks Clear Connection | | Test Tunnel...

Configuration delivered to router. 20:55:48 UTC SatJan 20 2007 é

Figure 6-1: Edit Site-to-Site VPN Tab

Click Start and SDM will verify the tunnel status.
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] Surrirriary Fe| Details
Activity Status
Failure Reason(s) Fecommended Action(s)

Start | Save Beport... | Close Help

Figure 6-2: VPN Testing Window

When verification is complete, a success message should appear. Click OK.
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Figure 6-3: VPN Test In Progress
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Figure 6-4: Successful VPN Test Status Window
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The status of “up” should be displayed in this window. Click Close when you
are done reading this window. You will be returned to the main SDM window.

¥PN Troubleshooting |

Tunnel Details

Intetface: FastEthernet0so Peer 192168.23.3

Sumrmary Dietails
Activity | Status
Checking the tunnel status.. & Up
Failure Reason(s) Fecommended Action(s)

Start | Save Report... | Close Help

Figure 6-5: Detailed VPN Test Results

Verify that you have partial IP connectivity at this point with the following Toolkit
Command Language (TCL) script.

tclsh

foreach address {
172.16.1.1
172.16.3.1
172.16.13.1
172.16.13.3
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192.168.12.1
192.168.12.2
192.168.23.2
192.168.23.3
} { ping $address }

tclquit

Compare your output with the output shown in Appendix A. Troubleshoot as
necessary. Remember that R2 should not be able to reach any subnets of the
172.16.0.0/16 network.

Challenge: Use Wireshark to Monitor Encryption of Traffic

You can observe packets on the wire using Wireshark and see how their
content looks unencrypted and then encrypted. To do this, first configure a
SPAN session on the switch and open up Wireshark on a host attached to the
SPAN destination port. You can use the host that you used for SDM because
you don’t need it anymore to configure the VPNs. If you do not know how to do
this, refer to Lab 3.3: Configuring Wireshark and SPAN.

Next, you will remove the crypto map statements on R1 and R3. View the
current configuration on the FastEthernet0/0 interface on R1 and Serial0/0/1 as
shown below.

Then, issue the no crypto map name command in interface configuration
mode to remove the Internet Security Association and Key Management
Protocol (ISAKMP) security association. The router may issue a warning that
ISAKMP is now off.

R1# show run | interface fastethernet 0/0
Building configuration. ..

Current configuration : 120 bytes

1

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
duplex auto

speed auto

crypto map SDM_CMAP_1
end

R1# configure terminal

R1(config)# interface fastethernet0/0

Ri(config-if)# no crypto map SDM_CMAP_1

*Jan 16 06:02:58.999: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

R3# show run | interface serial 0/0/1
Building configuration. ..

Current configuration : 91 bytes
!
interface Serial0/0/1
ip address 192.168.23.3 255.255.255.0
crypto map SDM_CMAP_1
end
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R3# configure terminal

R3(config)# interface serial0/0/1

R3(config-if)# no crypto map SDM_CMAP_1

*Jan 16 06:05:36.038: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

The traffic we want to sniff will be telnet traffic, so enable telnet access and an
enable password on R3 if you haven't already.

R3(config)# enable secret cisco
R3(config)# line vty 0 4
R3(config-line)# password cisco
R3(config-line)# login

Have Wireshark start sniffing packets that it receives via the SPAN session.

Choose Capture > Interfaces.... Then click the Start button associated with the
interface connected to the SPAN destination port. SPAN should start capturing
packets on the line, so you can now telnet from R1’s loopback to R3’s loopback.
To send telnet traffic, use the telnet destination command.

Do you need to use the /source attribute in the telnet command? Explain.

First, begin capturing using Wireshark. Then, begin the telnet session. Once
you are connected to R3, try issuing a command or two and then logging out.

The packets will be routed through the tunnel interface towards the loopback on
R3, so Wireshark will display the GRE packets. Remember to have Wireshark
capturing when you start the telnet session. Once you are connected to the
remote router, try issuing a command or two and then logging out.

R1# telnet 172.16.3.1
Trying 172.16.3.1 ... Open

User Access Verification

Password:

R3> enable

Password:

R3# show ip interface brief

Interface IP-Address OK? Method Status

Protocol

FastEthernet0/0 unassigned YES unset administratively down
down

FastEthernet0/1 unassigned YES unset administratively down
down

Serial0/0/0 unassigned YES unset administratively down
down
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Serial0/0/1 192.168.23.3 YES manual up up

Serial0/1/0 unassigned YES unset administratively down
down

Serial0/1/1 unassigned YES unset administratively down
down

Loopback0 172.16.3.1 YES manual up up
TunnelO 172.16.13.3 YES manual up up
R3# exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

Now, take a look at the output. Notice that Wireshark is smart enough to
classify these packets as telnet traffic, even though the actual packets are GRE.
Looking in the middle pane in Wireshark, it will show the multiple layers of
encapsulation, including the GRE information. Notice that since we disabled
encryption, you can easily read the plaintext strings of the telnet session in
Wireshark.
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Figure 7-1: Detailed Packet Data on Telnet String Sent From R1

Based on this output, you can see how easy it is for someone who is in the path
of sensitive data to view unencrypted or clear text traffic.

Now, you will reapply the cryptography settings on R1 and R3 and begin a
telnet session from R1 to R3 as before.

Begin by reapplying the crypto maps you removed earlier on R1 and R3.

R1(config)# interface fastethernet 0/0
Ri(config-if)# crypto map SDM_CMAP_1
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R3(config)# interface serial0/0/1
R3(config-if)# crypto map SDM_CMAP_1

Start the packet capturing again in Wireshark, and then issue the same telnet
sequence that you did previously.

R1# telnet 172.16.3.1

Trying 172.16.3.1 ... Open

User Access Verification

Password:

R3> enable

Password:

R3# show ip interface brief

Interface IP-Address OK? Method Status

Protocol

FastEthernet0/0 unassigned YES unset administratively down
down

FastEthernet0/1 unassigned YES unset administratively down
down

Serial0/0/0 unassigned YES unset administratively down
down

Serial0/0/1 192.168.23.3 YES manual up up
Serial0/1/0 unassigned YES unset administratively down
down

Serial0/1/1 unassigned YES unset administratively down
down

Loopback0 172.16.3.1 YES manual up up
TunnelO 172.16.13.3 YES manual up up
R3#exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

End your Wireshark capture when you are finished with the telnet session.

As far as the user is concerned, the telnet session seems the same with and
without encryption. However, the packet capture from Wireshark shows that the
VPN is actively encapsulating and encrypting packets.
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Figure 8-2: Detailed Packet Data on Encrypted Telnet String Sent From R1

Notice that the protocol is not telnet (TCP port 23), but the Encapsulating
Security Protocol (ESP, IP protocol number 50). Remember, all traffic here
matches the IPsec access list.

Also, notice that the source and destination are not the actual source and
destination of the addresses participating in this telnet conversation. Rather,
they are the endpoints of the VPN.

Finally, and most important, if you look at the contents of these packets in
Wireshark, no matter how you try to format or filter them, you will not be able to
see what data was originally inside.
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The encryption suite provided by IPsec successfully secures data through
authentication, encryption, and data-integrity services.

Appendix A: TCL Script Output

tclsh

foreach address {
172.16.1.1
172.16.3.1
172.16.13.1
172.16.13.3
192.168.12.1
192.168.12.2
192.168.23.2
192.168.23.3

} { ping $address }

R1# tclsh

R1(tch#

Ri(tcl)#foreach address {
+>(tcDH#172.16.1.1
+>(tchH#172.16.3.1
+>(tcD#172.16.13.1
+>(tc)#172.16.13.3
+>(tcl)#192.168.12.1
+>(tc)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tc)#192.168.23.3
+>(tc)#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/72

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/69/72

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/56/60

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/28

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 56/56/56 ms
Ri(tch)# tclquit

R2# tclsh

R2(tch)#

R2(tcl)#foreach address {
+>(tc)#172.16.1.1
+>(tc)#172.16.3.1
+>(tcl)#172.16.13.1
+>(tc)#172.16.13.3
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tcl)#192.168.23.3
+>(tcD#} { ping $address }

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:
Success rate is 0 percent (0/5)

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 52/56/64 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/59/64 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 28/29/36 ms
R2(tch# tclquit

R3# tclsh

R3(tchH#

R3(tch)#foreach address {
+>(tc#172.16.1.1
+>(tchH#172.16.3.1
+>(tcDH#172.16.13.1
+>(tc)#172.16.13.3
+>(tcl)#192.168.12.1
+>(tcl)#192.168.12.2
+>(tcl)#192.168.23.2
+>(tcl)#192.168.23.3
+>(tc)#} { ping $address }
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:
éﬂéééss rate is 100 percent (5/5), round-trip min/avg/max = 68/69/72 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:
é&éééss rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/72 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/56/56 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/28 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 56/59/64 ms
R3(tch# tclquit

Final Configurations

R1# show run
hostname R1
1
crypto pki trustpoint TP-self-signed-1455051929
enrollment selfsigned
subject-name cn=10S-Self-Signed-Certificate-1455051929
revocation-check none
rsakeypair TP-self-signed-1455051929
1

crypto pki certificate chain TP-self-signed-1455051929

certificate self-signed 01
3082023A 308201A3 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31343535 30353139 3239301E 170D3037 30313139 30303337
30375A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 34353530
35313932 3930819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100B2AE D3DF3BE4 D1323EDA B5A4EC54 2E3F3B46 20204095 3FA3FEO1 OB3F5C84
283D08A2 1023886D 6791AD57 DFFD39EE C453D2EF 0555041C A1B9CCCA 82216AAB
FBD731B8 465F3B57 4E7D76C3 54BE49F3 B82DOAF7 74005E9E 59736B5A 90D63697
EABA4FE5 973B7F4A DOC2B77A 5B03A5C7 4376DE69 3B784063 726DOE9C 51065FEC
E4290203 010001A3 62306030 OF060355 1D130101 FF040530 030101FF 300D0603
551D1104 06300482 02523130 1F060355 1D230418 30168014 976FC125 5539A586
94800545 D6F943AD A89E2B22 301D0603 551DOE04 16041497 6FC12555 39A58694
800545D6 F943ADA8 9E2B2230 0D06092A 864886F7 0D010104 05000381 81000E3E
9C147BD6 EF49FD63 943C943A FD5773A4 559346F8 OF33886E 26A84C33 2FBOAC36
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FF5F849E 782BAB73 D94FFEAB 7BEBF8E1l E72238F9 A70A7709 8854878F 53105BB2
3996E9E2 CD907377 101D3E5C 62A7CC8B 3C268997 CCF09774 909EE66A FO9A9D3E
BBB99FC4 96E50636 1CEC52CB 9A45E8DB 7317DE15 06350825 9ECCD529 B3A7
quit

username ciscosdm privilege 15 password O ciscosdm

!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

1

crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 28800
crypto isakmp key cisco address 192.168.23.3
1

1
crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac
1

crypto map SDM_CMAP_1 1 ipsec-isakmp
description Tunnel t0192.168.23.3
set peer 192.168.23.3

set transform-set mytrans

match address 100

interface TunnelO

ip address 172.16.13.1 255.255.255.0
ip mtu 1420

tunnel source FastEthernet0/0

tunnel destination 192.168.23.3
tunnel path-mtu-discovery

crypto map SDM_CMAP_1

interface LoopbackO
ip address 172.16.1.1 255.255.255.0

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
crypto map SDM_CMAP_1

no shut

1
router eigrp 1

network 192.168.12.0

no auto-summary
1

router eigrp 2

network 172.16.13.0 0.0.0.255
network 172.16.0.0

no auto-summary

p http server

p http authentication local
ip http secure-server

!

access-list 100 remark SDM_ACL Category=4
access-list 100 permit gre host 192.168.12.1 host 192.168.23.3
1

line vty 0 4

login local

transport input telnet ssh
end
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R2# show run
hostname R2
1
interface FastEthernet0/0
ip address 192.168.12.2 255.255.255.0
no shut

interface Serial0/0/1
ip address 192.168.23.2 255.255.255.0
clock rate 64000

no shut

1
router eigrp 1
network 192.168.12.0
network 192.168.23.0
no auto-summary

1
end

R3# show run
hostname R3
1

enable secret 5 $15xbvr$6YNBOCZFuWyM3UTmIHKO3 -
!

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

1

crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 28800
crypto isakmp key cisco address 192.168.12.1
1

L
crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac
1

crypto map SDM_CMAP_1 1 ipsec-isakmp

description Apply the crypto map on the peer router”s interface having IP
address 192.168.23.3 that connects to this router.

set peer 192.168.12.1

set transform-set mytrans

match address SDM_1

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface TunnelO

ip address 172.16.13.3 255.255.255.0
ip mtu 1420

tunnel source Serial0/0/1

tunnel destination 192.168.12.1
tunnel path-mtu-discovery

crypto map SDM_CMAP_1

interface Serial0/0/1
ip address 192.168.23.3 255.255.255.0
crypto map SDM_CMAP_1

no shut
1
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router eigrp 1

network 192.168.23.0

no auto-summary

!

router eigrp 2

network 172.16.0.0

no auto-summary

!

ip access-list extended SDM_1
remark SDM_ACL Category=4
permit gre host 192.168.23.3 host 192.168.12.1
1

line vty 0 4
password ccie
login

end
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Lab 3.7 Configuring a Secure GRE Tunnel with the 10S CLI

Learning Objectives

e Configure EIGRP on the routers
e Create a GRE tunnel between two routers
e Use IPsec to secure the GRE tunnel

Topology Diagram

S0/0/1

Fa0/0
DCE

So0/0M1

("Loopback0: 172.16.1.1 /24 ) BRE Tunnel ("Loopback0: 172.16.3.1 /24 )

Scenario

In this lab, you will use the Cisco Command Line Interface (CLI) to configure a
secure generic routing encapsulation (GRE) tunnel using IPsec. You will also
use IPsec to secure traffic going through the tunnel. It will help you to have
previously completed Labs 3.2 and 3.5 since this lab is a combination of the
two. Lab 3.8 also addresses a newer way to configure this type of tunnel, in the
configuring IPsec VTIs lab. This newer method combines encryption into the

tunnel configuration.

Step 1: Configure Addressing

Configure the interfaces with the addresses as shown in the topology above.
Set the clock rate on the appropriate interfaces and issue the no shutdown
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command as necessary. Verify that you have connectivity across the local
subnet with the ping command. Do not set up the tunnel interface until the next
step.

R1# configure terminal

R1(config)# interface loopbackO

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
R1(config-if)# interface fastethernet0/0
Ri(config-if)# ip address 192.168.12.1 255.255.255.0
R1(config-if)# no shutdown

R2# configure terminal

R2(config)# interface fastethernet0/0

R2(config-if)# ip address 192.168.12.2 255.255.255.0
R2(config-if)# no shutdown

R2(config-if)# interface serial0/0/1

R2(config-if)# ip address 192.168.23.2 255.255.255.0
R2(config-if)# clockrate 64000

R2(config-if)# no shutdown

R3# configure terminal

R3(config)# interface loopbackO

R3(config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# interface serial0/0/1

R3(config-if)# ip address 192.168.23.3 255.255.255.0
R3(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP AS 1 for the major networks 192.168.12.0/24 and
192.168.23.0/24. Do not include the networks in the diagram falling in the
172.16.0.0/16 range. The Class C networks will serve as the transit networks
for the tunnel network. Make sure you disable EIGRP automatic summarization.

R1(config)# router eigrp 1
R1(config-router)# no auto-summary
R1(config-router)# network 192.168.12.0

R2(config)# router eigrp 1
R2(config-router)# no auto-summary
R2(config-router)# network 192.168.12.0
R2(config-router)# network 192.168.23.0

R3(config)# router eigrp 1

R3(config-router)# no auto-summary

R3(config-router)# network 192.168.23.0

Verify that R1 and R3 can see the remote transit network with show ip route

Step 3: Configure the GRE Tunnel

To configure a GRE tunnel, enter interface configuration mode with the
interface tunnel number command from global configuration mode. For
simplicity, use tunnel number 0 on both routers. Next, configure an IP address
with ip address address mask the way you would on any other interface.
Finally, assign a source and destination address for the tunnel with tunnel
source address and tunnel destination address, respectively. The source can
also be specified by interface. These addresses specify the endpoints of the
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tunnel, so our GRE traffic will be encapsulated with the source address and
decapsulated at the destination address. You will not need to configure a tunnel
mode because the default tunnel mode is GRE.

Ri(config)# interface tunnel 0O

R1i(config-if)# ip address 172.16.13.1 255.255.255.0
Ri(config-if)# tunnel source fastethernet0/0
R1(config-if)# tunnel destination 192.168.23.3

R3(config)# interface tunnelO

R3(config-if)# ip address 172.16.13.3 255.255.255.0
R3(config-if)# tunnel source serial0/0/1
R3(config-if)# tunnel destination 192.168.12.1

Verify that you can ping across the tunnel to the other side. If you can do this,
you have successfully set up the tunnel.

R1# ping 172.16.13.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.13.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/69/72 ms

R3# ping 172.16.13.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.13.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/68/72 ms

With what source and destination IP address are these packets sent out of the
FastEthernet0/0 interface on R1? Why?

What IP protocol number do these packets have?

Step 4: Configure EIGRP AS 2 over the Tunnel
Now that you set up the GRE tunnel, implement routing through it the way you

would any other interface. Configure EIGRP AS 2 to route the entire
172.16.0.0/16 major network. Disable automatic summarization. Remember
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that R2 is not participating in this routing process and will not need to be
configured with EIGRP AS 2.

R1(config)# router eigrp 2
Ri1(config-router)# no auto-summary
R1(config-router)# network 172.16.0.0

R3(config)# router eigrp 2
R3(config-router)# no auto-summary
R3(config-router)# network 172.16.0.0

You should observe EIGRP neighbor adjacencies become active with
messages logged to the console. If not, troubleshoot by ensuring that you can
ping from 192.168.12.1 to 192.168.23.3 and vice versa. Also check that you
have configured the tunnel interfaces above correctly.

If you have configured this step correctly, you should be able to ping from R1’s
loopback interface to R3’s loopback successfully.

Step 5: Create IKE Policies and Peers

Configure an Internet Key Exchange (IKE) policy and peer key. Create an IKE
policy using the information that follows. If your 10S image doesn’t support all of
the settings, configure what you can. Just make sure your VPN settings match
on both ends of the connection.

R1(config)# crypto isakmp policy 10
R1(config-isakmp)# authentication pre-share
Ri1(config-isakmp)# encryption aes 256
R1(config-isakmp)# hash sha
R1(config-isakmp)# group 5
R1(config-isakmp)# lifetime 3600

R3(config)# crypto isakmp policy 10
R3(config-isakmp)# authentication pre-share
R3(config-isakmp)# encryption aes 256
R3(config-isakmp)# hash sha
R3(config-isakmp)# group 5
R3(config-isakmp)# lifetime 3600

Of the three authentication methods available, which is considered the
weakest?

What is currently the most secure encryption algorithm?
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What is currently the most secure hash algorithm?

Which of the Diffie-Hellman groups is considered weakest?

Next, configure each peer using the key “cisco” for Internet Security Association
and Key Management Protocol (ISAKMP).

Ri(config)# crypto isakmp key cisco address 192.168.23.3

R3(config)# crypto isakmp key cisco address 192.168.12.1
Step 7: Create IPsec Transform Sets

On both endpoint routers, create an IPsec transform set with the following
settings. If your routers do not support these settings, use whichever settings
you can. Just keep it consistent on both routers.

R1(config)# crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac ah-
sha-hmac

R1(cfg-crypto-trans)# exit

R1(conFig)#

R3(config)# crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac ah-
sha-hmac

R3(cfg-crypto-trans)# exit
R3(config)#

Step 8: Define the Traffic to be Encrypted

On both endpoint routers, define traffic to be encrypted by IPsec to be GRE
traffic with the source and destination as the tunnel endpoint addresses.
Remember to keep the correct order of these networks on each router.

R1(config)# access-list 101 permit gre host 192.168.12.1 host 192.168.23.3

R3(config)# access-list 101 permit gre host 192.168.23.3 host 192.168.12.1
Step 9: Create and Apply Crypto Maps

On both endpoint routers, you will need to create and apply an IPsec crypto
map to the outgoing interfaces to encrypt the GRE tunnel traffic. The EIGRP
neighbor adjacency may “flap” (go down and then come back up) while the
crypto map is configured on one router and not the other.
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R1(config)# crypto map mymap 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R1(config-crypto-map)# match address 101

R1(config-crypto-map)# set peer 192.168.23.3

R1(config-crypto-map)# set transform-set mytrans

R1(config-crypto-map)# exit

Ri(config)# interface fastethernet 0/0

R1(config-if)# crypto map mymap

*Jan 22 07:01:30.147: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

R3(config)# crypto map mymap 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

R3(config-crypto-map)# match address 101

R3(config-crypto-map)# set peer 192.168.12.1

R3(config-crypto-map)# set transform-set mytrans

R3(config-crypto-map)# interface serial 0/0/1

R3(config-if)# crypto map mymap

*Jan 22 07:02:47.726: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is ON

NOTE: On certain older I0S releases, you may also need to apply the crypto
map to the tunnel interface.

Step 10: Verify Crypto Operation

Verify that the number of packets is increasing by issuing the command show
crypto ipsec sa, and monitoring the number of packet differences after issuing
the command on a router.

R1# show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: mymap, local addr 192.168.12.1

protected vrf: (nhone)
local ident (addr/mask/prot/port): (192.168.12.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.23.3/255.255.255.255/47/0)
current_peer 192.168.23.3 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 8, #pkts encrypt: 8, #pkts digest: 8
#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: 8

Wait a few seconds, then issue the show crypto ipsec sa command again.
R1# show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: mymap, local addr 192.168.12.1

protected vrf: (nhone)
local ident (addr/mask/prot/port): (192.168.12.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.23.3/255.255.255.255/47/0)
current_peer 192.168.23.3 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
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Although you have not issued another ping, packets are still being encrypted in
the GRE tunnel and in the IPsec VPN.

Based on your knowledge of the configuration on R1 and R3, what packets are
causing the packet count to increment as time passes?

For more crypto verification commands, consult Lab 3.5.
Challenge: Use Wireshark to Monitor Encryption of Traffic

You can observe packets on the wire using Wireshark and see how their
content looks unencrypted and then encrypted. To do this, first configure a
SPAN session on the switch and open up Wireshark on a host attached to the
SPAN destination port. You can use the host that you used for SDM because
you don’t need it anymore to configure the VPNSs. If you do not know how to do
this, refer to Lab 3.3: Configuring Wireshark and SPAN.

Next, you will remove the crypto map statements on R1 and R3. View the
current configuration on the FastEthernet0/0 interface on R1 and Serial0/0/1 as
shown below.

Then, issue the no crypto map name command in interface configuration
mode to remove the ISAKMP security association. The router may issue a
warning that ISAKMP is now off.

R1# show run interface fastethernet 0/0
Building configuration. ..

Current configuration : 120 bytes
1
interface FastEthernet0/0
ip address 192.168.12.1 255.255.255.0
duplex auto
speed auto
crypto map mymap
end
R1# configure terminal
R1(config)# interface fastethernet0/0
Ri(config-if)# no crypto map mymap
*Jan 16 06:02:58.999: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

R3# show run interface serial 0/0/1
Building configuration. ..

Current configuration : 91 bytes
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interface Serial0/0/1

ip address 192.168.23.3 255.255.255.0
crypto map mymap
end

R3# configure terminal

R3(config)# interface serial0/0/1

R3(config-if)# no crypto map mymap

*Jan 16 06:05:36.038: %CRYPTO-6-1SAKMP_ON_OFF: ISAKMP is OFF

The traffic we want to sniff will be telnet traffic, so enable telnet access and an
enable password on R3 if you haven't already.

R3(config)# enable secret cisco
R3(config)# line vty 0 4
R3(config-line)# password cisco
R3(config-line)# login

Have Wireshark start sniffing packets that it receives via the SPAN session.

Choose Capture > Interfaces.... Then click the Start button associated with the
interface connected to the SPAN destination port. SPAN should start capturing
packets on the line, so you can now telnet from R1’s loopback to R3’s loopback.
To send telnet traffic, use the telnet destination command.

Do you need to use the /source attribute in the telnet command? Explain.

First, begin capturing packets using Wireshark. Then, begin the telnet session.
Once you are connected to R3, issue a command or two and then log out. The
packets will be routed through the tunnel interface towards the loopback on R3,
so Wireshark will display the GRE packets.

R1# telnet 172.16.3.1
Trying 172.16.3.1 ... Open

User Access Verification

Password:

R3> enable

Password:

R3# show ip interface brief

Interface IP-Address OK? Method Status

Protocol

FastEthernet0/0 unassigned YES unset administratively down
down
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9-

14

FastEthernet0/1
down
Serial0/0/0
down
Serial0/0/1
Serial0/1/0
down
Serial0/1/1
down
Loopback0
TunnelO

R3# exit

unassigned
unassigned

192.168.23.3
unassigned

unassigned

172.16.3.1
172.16.13.3

YES

YES

YES
YES

YES

YES
YES

unset

unset

manual
unset

unset

manual
manual

[Connection to 172.16.3.1 closed by foreign host]

R1#

administratively down

administratively down

up up
administratively down

administratively down

up up
up up

Now, take a look at the output. Notice that Wireshark is smart enough to
classify these packets as telnet traffic, even though the actual packets are GRE.
Looking in the middle pane in Wireshark, it will show the multiple layers of
encapsulation, including the GRE information. Notice that since you disabled
encryption, you can easily read the plaintext strings of the telnet session in

Wireshark.
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Figure 11-1: Detailed Packet Data on Telnet String Sent From R1

Based on this output, you can see how easy it is for someone who is in the path
of sensitive data to view unencrypted or clear text traffic.

Now, you will reapply the cryptography settings on R1 and R3 and begin a
telnet session from R1 to R3 as before.

Begin by reapplying the crypto maps you removed earlier on R1 and R3.

R1(config)# interface fastethernet 0/0
Ri(config-if)# crypto map mymap
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R3(config)# interface serial0/0/1
R3(config-if)# crypto map mymap

Start the packet capturing again in Wireshark, and then issue the same telnet
sequence that you did previously.

R1# telnet 172.16.3.1

Trying 172.16.3.1 ... Open

User Access Verification

Password:

R3> enable

Password:

R3# show ip interface brief

Interface IP-Address OK? Method Status

Protocol

FastEthernet0/0 unassigned YES unset administratively down
down

FastEthernet0/1 unassigned YES unset administratively down
down

Serial0/0/0 unassigned YES unset administratively down
down

Serial0/0/1 192.168.23.3 YES manual up up
Serial0/1/0 unassigned YES unset administratively down
down

Serial0/1/1 unassigned YES unset administratively down
down

Loopback0 172.16.3.1 YES manual up up
TunnelO 172.16.13.3 YES manual up up
R3#exit

[Connection to 172.16.3.1 closed by foreign host]
R1#

End your Wireshark capture when you are finished with the telnet session.

As far as the user is concerned, the telnet session seems the same with and
without encryption. However, the packet capture from Wireshark shows that the
VPN is actively encapsulating and encrypting packets.
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Figure 11-2: Detailed Packet Data on Encrypted Telnet String Sent From R1

Notice that the protocol is not telnet (TCP port 23), but the Encapsulating
Security Protocol (ESP, IP protocol number 50). Remember, all traffic here
matches the IPSec access list.

Also, notice that the source and destination are not the actual source and
destination of the addresses participating in this telnet conversation. Rather,
they are the endpoints of the VPN.

Finally, and most important, if you look at the contents of these packets in

Wireshark, no matter how you try to format or filter them, you will not be able to
see what data was originally inside.
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The encryption suite provided by IPSec successfully secures data through
authentication, encryption, and data-integrity services.

Final Configurations

R1# show run
1

hostname R1

1
crypto isakmp policy 10

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.23.3
]

crypto ipsec transform-set mytrans ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto map mymap 10 ipsec-isakmp

set peer 192.168.23.3

set transform-set mytrans

match address 101

1

interface TunnelO

ip address 172.16.13.1 255.255.255.0
tunnel source FastEthernet0/0
tunnel destination 192.168.23.3

1

interface LoopbackO

ip address 172.16.1.1 255.255.255.0
1

interface FastEthernet0/0
ip address 192.168.12.1 255.255.255.0
crypto map mymap
no shutdown
1
router eigrp 1
network 192.168.12.0
no auto-summary
1
router eigrp 2
network 172.16.0.0
no auto-summary
1
access-list 101 permit gre host 192.168.12.1 host 192.168.23.3
end

R2# show run
hostname R2
1
interface FastEthernet0/0
ip address 192.168.12.2 255.255.255.0
no shutdown
1
interface Serial0/0/1
ip address 192.168.23.2 255.255.255.0
clock rate 64000
no shutdown
1
router eigrp 1
network 192.168.12.0
network 192.168.23.0
no auto-summary
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1
end

R3# show run
hostname R3
1

enable secret 5 $1$kkTj$clYDuP2yz3vA1ARGVwxd11l
1
crypto isakmp policy 10

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.12.1

1

crypto ipsec transform-set mytrans ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto map mymap 10 ipsec-isakmp
set peer 192.168.12.1

set transform-set mytrans

match address 101

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface TunnelO

ip address 172.16.13.3 255.255.255.0
tunnel source Serial0/0/1

tunnel destination 192.168.12.1

interface Serial0/0/1

ip address 192.168.23.3 255.255.255.0
crypto map mymap

no shutdown

1

router eigrp 1
network 192.168.23.0
no auto-summary

1

router eigrp 2
network 172.16.0.0
no auto-summary

1

access-list 101 permit gre host 192.168.23.3 host 192.168.12.1
1

line vty 0 4

password cisco

login
end
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Lab 3.8 Configuring IPsec VTIs

Learning Objectives

e Configure EIGRP on a router
e Configure an IPsec Virtual Tunnel Interface
e Configure the VTI to be used for backup purposes only

Topology Diagram

Loopback0: 172.16.1.1 /24 1 Loopback0: 172.16.3.1 /24

4 :

172.16.13.0 /24
EIGRP AS 1

Scenario

The headquarters and branch office routers of International Travel Agency are
connected over a leased line, which they receive as an Ethernet connection.
They also both have slower, serial links connecting them to the Internet. This
lab will cover configuring an IPsec Virtual Tunnel Interface, or VTI, to be used
as a backup connection, running over the public internet.

If you have previously completed Lab 3.7 in which you created secure GRE
tunnels, the results are similar; however, this newer method is the preferred
method. If you are running an older IOS release, this feature may not be
supported. It is highly recommended that you have previously configured GRE
tunnels and IPsec VPNs to understand the commands being used in this lab.
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Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the diagram.
Also configure the serial interfaces shown in the diagram. Set the clock rates on
the appropriate interfaces and issue the no shutdown command on all serial
connections. Verify that you have connectivity across the local subnet with the
ping command. Do not set up the tunnel interface until Step 7.

HQ# configure terminal

HQ(config)# interface loopback 0

HQ(config-if)# ip address 172.16.1.1 255.255.255.0
HQ(config-if)# interface fastethernet 0/0
HQ(conFig-if)# ip address 172.16.13.1 255.255.255.0
HQ(config-if)# no shutdown

HQ(config-if)# interface serial 0/0/0
HQ(config-if)# ip address 192.168.12.1 255.255.255.0
HQ(conFfig-if)# clockrate 64000

HQ(config-if)# no shutdown

ISP# configure terminal

ISP(config-if)# interface serial 0/0/0
ISP(config-if)# ip address 192.168.12.2 255.255.255.0
ISP(config-if)# no shutdown

ISP(config-if)# interface serial 0/0/1
ISP(config-if)# ip address 192.168.23.2 255.255.255.0
ISP(config-if)# clockrate 64000

ISP(config-if)# no shutdown

BRANCH# configure terminal

BRANCH(config)# interface loopback O

BRANCH(config-if)# ip address 172.16.3.1 255.255.255.0
BRANCH(config-if)# interface fastethernet 0/0
BRANCH(config-if)# ip address 172.16.13.3 255.255.255.0
BRANCH(config-if)# no shutdown

BRANCH(conFfig-if)# interface serial 0/0/1
BRANCH(conFfig-if)# ip address 192.168.23.3 255.255.255.0
BRANCH(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP for AS1 on HQ and BRANCH. Add the whole major network
172.16.0.0 and disable automatic summarization. ISP will not participate in this
routing process.

HQ(config)# router eigrp 1
HQ(config-router)# no auto-summary
HQ(config-router)# network 172.16.0.0

BRANCH(config)# router eigrp 1

BRANCH(config-router)# no auto-summary
BRANCH(config-router)# network 172.16.0.0

EIGRP neighbor adjacencies should form. If not, troubleshoot by checking your
interface configuration, EIGRP configuration, and physical connectivity.
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Step 3: Configure Static Routing

On the HQ and BRANCH routers, add a static default route pointing towards
ISP through the serial interfaces. This will simulate a connection to the internet.
Remember that this route will not be preferred over routes learned via
Enhanced Interior Gateway Routing Protocol (EIGRP), because the EIGRP
routes will be more specific and therefore preferred. We also do not need to
configure any static routes on ISP because it has connected routes to route
between the 192.168.X.0/24 networks HQ and BRANCH.

HQ(config)# ip route 0.0.0.0 0.0.0.0 192.168.12.2

BRANCH(config)# ip route 0.0.0.0 0.0.0.0 192.168.23.2

Now everything is in place for configuring the backup tunnel to run over the
Internet. Before starting, be sure that both HQ and BRANCH can successfully
ping each other’s Internet-facing interface (which should be routed via ISP), and
the other’s loopback interface. Compare the output of the show ip route
command to the following output.

HQ# ping 192.168.23.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/56/56 ms
HQ# ping 172.16.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

HQ# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-1IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.12.2 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 3 subnets

C 172.16.13.0 is directly connected, FastEthernet0/0

C 172.16.1.0 is directly connected, LoopbackO

D 172.16.3.0 [90/156160] via 172.16.13.3, 00:01:56, FastEthernet0/0

S 0.0.0.0/0 [1/0] via 192.168.12.2

BRANCH# ping 192.168.12.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 56/56/56 ms
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BRANCH# ping 172.16.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

BRANCH# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.23.2 to network 0.0.0.0

172.16.0.0/24 is subnetted, 3 subnets
172.16.13.0 is directly connected, FastEthernet0/0
172.16.1.0 [90/156160] via 172.16.13.1, 00:02:32, FastEthernet0/0
172.16.3.0 is directly connected, LoopbackO
192.168.23.0/24 is directly connected, Serial0/0/1
* 0.0.0.0/0 [1/0] via 192.168.23.2

noOooOoon

Step 4: Create IKE Policies and Peers

Since you will be using Internet Security Association and Key Management
Protocol (ISAKMP) with IPsec, configure Internet Key Exchange (IKE) policies
and IKE peers on both tunnel endpoints. Create an IKE policy as shown in the
following output. If your IOS image doesn’t support all of the settings, configure
what you can. Just make sure your VPN settings match on both ends of the
connection.

HQ(config)# crypto isakmp policy 10
HQ(config-isakmp)# authentication pre-share
HQ(config-isakmp)# encryption aes 256
HQ(config-isakmp)# hash sha
HQ(config-isakmp)# group 5
HQ(config-isakmp)# lifetime 3600

BRANCH(config)# crypto isakmp policy 10
BRANCH(config-isakmp)# authentication pre-share
BRANCH(config-isakmp)# encryption aes 256
BRANCH(config-isakmp)# hash sha
BRANCH(config-isakmp)# group 5
BRANCH(config-isakmp)# lifetime 3600

Which of the options ensures data confidentiality in the tunnel?

Which of the options ensures data integrity in the tunnel?
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Which of the options controls the strength of keying information during the
ISAKMP exchange?

Now, configure each peer using the key “cisco” for ISAKMP.
HQ(config)# crypto isakmp key cisco address 192.168.23.3

BRANCH(config)# crypto isakmp key cisco address 192.168.12.1
Step 5: Create IPsec Transform Sets

On both endpoint routers, create an IPsec transform set using the settings that
follow. An IPsec profile is a set of parameters used to negotiate an IPsec VPN
tunnel between two endpoints, including data encapsulation, authentication,
and integrity.

HQ(config)# crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac ah-
sha-hmac

HQ(cfg-crypto-trans)# exit
HQ(config)#

BRANCH(config)# crypto ipsec transform-set mytrans esp-aes 256 esp-sha-hmac
ah-sha-hmac

BRANCH(cfg-crypto-trans)# exit

BRANCH(config)#

If your routers do not support these settings, use whichever settings you can.
Just keep it consistent on both routers.

Step 6: Create an IPsec Profile

Now that you have created the transform set, create an IPsec profile. An IPsec
profile is similar to a crypto map, in that it binds the set of independent
parameters and associations negotiated in IKE Phase | with the transform sets
for Phase Il. It also creates a structure that can, like a crypto map, be applied to
an interface. However, an IPsec profile differs from a crypto map in that there is
no match clause, only set statements, because it is applied to an interface. All
traffic sent into or out of the tunnel interface will be encrypted.
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To begin configuring an IPsec profile, use the global configuration command
crypto ipsec profile name. In this configuration, use “myprof” as the profile
name.

HQ(config)# crypto ipsec profile myprof

In the IPsec profile configuration submode, type set ? to find out various
attributes you can set with an IPsec profile.

HQ(ipsec-profile)# set ?

identity Identity restriction.

isakmp-profile Specify isakmp Profile

pfs Specify pfs settings

security-association Security association parameters

transform-set Specify list of transform sets in priority order

As you can see, the set parameters are very similar to the parameters you can
set in a crypto map. In this case, we will only set the transform set to the
transform set we configured earlier. Apply the same configuration to BRANCH.

HQ(ipsec-profile)# set transform-set mytrans

BRANCH(config)# crypto ipsec profile myprof
BRANCH(ipsec-profile)# set transform-set mytrans

Step 7: Create the IPsec VTI

HQ and BRANCH will need to have a tunnel interface on them, which will have
the standard tunnel IP address and source and destination. The source and
destination should be the serial connections to ISP. In addition to this, you
should change the mode of the tunnel using the interface level command
tunnel mode mode, and in this case, the mode will be ipsec with IPv4. To apply
the IPsec profile created earlier, use the interface level command tunnel
protection ipsec profile name.

HQ(config)# interface tunnel 0O

HQ(config-if)# ip address 172.16.113.1 255.255.255.0
HQ(config-if)# tunnel source serial 0/0/0
HQ(config-if)# tunnel destination 192.168.23.3
HQ(config-if)# tunnel mode ipsec ipv4d

HQ(config-if)# tunnel protection ipsec profile myprof

BRANCH(config)# interface tunnel 0

BRANCH(config-if)# ip address 172.16.113.3 255.255.255.0
BRANCH(config-if)# tunnel source serial 0/0/1
BRANCH(conFfig-if)# tunnel destination 192.168.12.1
BRANCH(config-if)# tunnel mode ipsec ipv4d
BRANCH(conFfig-if)# tunnel protection ipsec profile myprof

If the endpoints of the tunnel are the serial interfaces facing ISP, then when will
routed traffic to the private 172.16.0.0/24 network be sent through the tunnel?
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Use the show crypto ipsec sa command to verify that the packet counters are
incrementing with EIGRP hello packets across the tunnel. Also verify that the
EIGRP neighbor adjacency is up with the show ip eigrp neighbors command.

HQ# show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local
protected vrf: (nhone)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.
remote ident (addr/mask/prot/port): (0.0.0.0/0.0
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 14, #pkts encrypt: 14, #pkts digest: 14
#pkts decaps: 16, #pkts decrypt: 16, #pkts verify: 16
<OUTPUT OMITTED>

HQ# show crypto ipsec sa

interface: TunnelO

addr 192.168.12.

1

0.0/0/0)
.0.0/0/0)

Crypto map tag: TunnelO-head-0, local addr 192.168.12.1
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.168.23.3 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 15, #pkts encrypt: 15, #pkts digest: 15
#pkts decaps: 17, #pkts decrypt: 17, #pkts verify: 17
<OUTPUT OMITTED>
HQ# show ip eigrp neighbors
IP-EIGRP neighbors for process 1
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
1 172.16.113.3 TuO 11 00:03:40 118 5000 O 15
0 172.16.13.3 Fa0/0 10 01:04:20 1 200 O 13
BRANCH# show crypto ipsec sa
interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 192.168.23.3
protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 40, #pkts encrypt: 40, #pkts digest: 40
#pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39
<OUTPUT OMITTED>
BRANCH# show crypto ipsec sa
interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 192.168.23.3

protected vrf: (none)
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local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 192.168.12.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 41, #pkts encrypt: 41, #pkts digest: 41
#pkts decaps: 41, #pkts decrypt: 41, #pkts verify: 41
<OUTPUT OMITTED>

BRANCH# show ip eigrp neighbors
IP-EIGRP neighbors for process 1

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

1 172.16.113.1 TuO 11 00:03:48 118 5000 O 12

0 172.16.13.1 Fa0/0 12 01:04:28 333 1998 0 11

Step 8: Verify Proper EIGRP Behavior

On HQ, issue a show ip route command and make sure that the preferred
route to the BRANCH loopback is through the leased line (FastEthernet0/0).

HQ# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-IS level-1, L2 - IS-IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.12.2 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 4 subnets
172.16.13.0 is directly connected, FastEthernet0/0
172.16.1.0 is directly connected, LoopbackO
172.16.3.0 [90/156160] via 172.16.13.3, 00:13:29, FastEthernet0/0
172.16.113.0 is directly connected, TunnelO
* 0.0.0.0/0 [1/0] via 192.168.12.2

noOoooon

Now, shut down the leased line connection on BRANCH.

BRANCH(config)# interface fastethernet 0/0
BRANCH(config-if)# shutdown

On HQ, try issuing a show ip route command again after the neighbor
adjacency expires.

*Jan 23 02:14:17.931: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 1: Neighbor 172.16.13.3
(FastEthernet0/0) is down: holding time expired

HQ# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF iInter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.12.2 to network 0.0.0.0
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C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 4 subnets
C 172.16.13.0 is directly connected, FastEthernet0/0
C 172.16.1.0 is directly connected, LoopbackO
D 172.16.3.0 [90/297372416] via 172.16.113.3, 00:00:44, TunnelO
C 172.16.113.0 is directly connected, TunnelO
S* 0.0.0.0/0 [1/0] via 192.168.12.2

Shutting down the Fast Ethernet interface on BRANCH simulates the leased
line being disconnected. As you can see, the network reconverges to use the
protected tunnel through the ISP router. Perform another traceroute to verify
that the path now goes through the tunnel.

What happens to IP traffic passing through the tunnel?

Of course, this transport path is slower than the leased line, and is only
preferred as a temporary backup, not a permanent solution. Open the
FastEthernet0/0 interface that you shutdown earlier, and verify on HQ that the
transit path is back to the way it was.

BRANCH(config)# interface fastethernet 0/0
BRANCH(config-if)# no shutdown

*Jan 23 02:18:56.959: %DUAL-5-NBRCHANGE: IP-EIGRP(0) 1: Neighbor 172.16.13.3
(FastEthernet0/0) is up: new adjacency

HQ# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.12.2 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Serial0/0/0
172.16.0.0/24 is subnetted, 4 subnets
172.16.13.0 is directly connected, FastEthernet0/0
172.16.1.0 is directly connected, LoopbackO
172.16.3.0 [90/156160] via 172.16.13.3, 00:00:29, FastEthernet0/0
172.16.113.0 is directly connected, TunnelO
* 0.0.0.0/0 [1/0] via 192.168.12.2

[ NelvloNe]

You can understand why EIGRP prefers the path through the Fast Ethernet
network if you look at the default bandwidth and delay on the Fast Ethernet and
Tunnel interfaces with the show interfaces interface-type interface-number
command. Remember that EIGRP will prefer the path with the minimum
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composite metric of minimum path bandwidth and lowest total delay. As the
output shows, there are radical differences in these attributes between Fast
Ethernet and Tunnel interfaces. If you needed to change these to make the
routes preferred in a certain way, you could modify the attributes with the
interface level commands bandwidth bandwidth and delay delay, although
these commands are outside the scope of this lab.

HQ# show interfaces fastethernet 0/0

FastEthernet0/0 is up, line protocol is up
Hardware is MV96340 Ethernet, address is 0019.0623.4380 (bia 0019.0623.4380)
Internet address is 172.16.13.1/24
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,

HQ# show interfaces tunnel O
TunnelO is up, line protocol is up
Hardware is Tunnel
Internet address is 172.16.113.1/24
MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

Final Configurations

HQ# show run
1

hostname HQ

1
crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.23.3
1

crypto ipsec transform-set mytrans ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto ipsec profile myprof

set transform-set mytrans

1

interface TunnelO

ip address 172.16.113.1 255.255.255.0
tunnel source Serial0/0/0

tunnel destination 192.168.23.3
tunnel mode ipsec ipv4

tunnel protection ipsec profile myprof
1

interface LoopbackO

ip address 172.16.1.1 255.255.255.0

1

interface FastEthernet0/0

ip address 172.16.13.1 255.255.255.0
no shutdown

1

interface Serial0/0/0

ip address 192.168.12.1 255.255.255.0
clock rate 64000

no shutdown
1
router eigrp 1

network 172.16.0.0

no auto-summary
1

ip route 0.0.0.0 0.0.0.0 192.168.12.2
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1
end

ISP# show run
1

Hostname ISP
1
interface Serial0/0/0
ip address 192.168.12.2 255.255.255.0
no shutdown

interface Serial0/0/1

ip address 192.168.23.2 255.255.255.0
clock rate 64000

no shutdown

1
end

BRANCH# show run
hostname BRANCH

1
crypto isakmp policy 10

encr aes 256

authentication pre-share

group 5

lifetime 3600
crypto isakmp key cisco address 192.168.12.1
1

crypto ipsec transform-set mytrans ah-sha-hmac esp-aes 256 esp-sha-hmac
1

crypto ipsec profile myprof
set transform-set mytrans

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface TunnelO

ip address 172.16.113.3 255.255.255.0
tunnel source Serial0/0/1

tunnel destination 192.168.12.1

tunnel mode ipsec ipv4

tunnel protection ipsec profile myprof

interface FastEthernet0/0
ip address 172.16.13.3 255.255.255.0
no shutdown

interface Serial0/0/1
ip address 192.168.23.3 255.255.255.0

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary

p route 0.0.0.0 0.0.0.0 192.168.23.2

end
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Lab 3.9 Configuring Easy VPN with SDM

Learning Objectives

Configure EIGRP on a router

Configure Easy VPN using SDM

Install the Cisco VPN Client to a host
Connect to the VPN using Cisco VPN client
Verify VPN operation using SDM

Topology Diagram

Host
4
.50 Loopback0: 172.16.2.1 /24
=t
o
o
=
o0
© EIGRP AS 1
o
L)
S0/0/0
DCE
Fa0/0
Loopback0: 172.16.3.1 /24
Scenario

In this lab, you will set up Easy VPN using SDM for the International Travel
Agency. The host will simulate an employee connecting from home over the
Internet. The router ISP will simulate an Internet router representing the Internet
connection for both the home user and the company headquarters.

Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the diagram.
Also configure the serial interfaces shown in the diagram. Set the clockrate on
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the appropriate interfaces and issue the no shutdown command on all serial
connections. Verify that you have connectivity across the local subnet using the
ping command. Do not set up the tunnel interface.

ISP# configure terminal

ISP(config)# interface fastethernet0/0
ISP(config-if)# ip address 192.168.10.1 255.255.255.0
I1SP(config-if)# no shutdown

ISP(config-if)# interface serial 0/0/0
ISP(config-if)# ip address 192.168.12.1 255.255.255.0
ISP(config-if)# clockrate 64000

ISP(config-if)# no shutdown

HQ# configure terminal

HQ(config)# interface loopback O

HQ(conFig-if)# ip address 172.16.2.1 255.255.255.0
HQ(config-if)# interface serial0/0/0

HQ(conFig-if)# ip address 192.168.12.2 255.255.255.0
HQ(config-if)# no shutdown

HQ(config-if)# interface serial 0/0/1

HQ(config-if)# ip address 172.16.23.2 255.255.255.0
HQ(conFfig-if)# clockrate 64000

HQ(config-if)# no shutdown

HQ2# configure terminal

HQ2(config)# interface loopback O

HQ2(confTig-if)# ip address 172.16.3.1 255.255.255.0
HQ2(config-if)# interface serial 0/0/1
HQ2(conTig-if)# ip address 172.16.23.3 255.255.255.0
HQ2(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP for AS1 on HQ and HQ2. Add the entire 172.16.0.0/16 major
network and disable automatic summarization. The router ISP will not
participate in this routing process.

HQ(config)# router eigrp 1
HQ(config-router)# no auto-summary
HQ(config-router)# network 172.16.0.0

HQ2(config)# router eigrp 1
HQ2(config-router)# no auto-summary
HQ2(config-router)# network 172.16.0.0

An EIGRP neighbor adjacency should form between HQ and HQ2. If not,
troubleshoot by checking your interface configuration, EIGRP configuration, and
physical connectivity.

Step 3: Configure a Static Default Route

Since the router ISP represents a connection to the Internet, send all traffic
whose destination network does not exist in the routing tables at company
headquarters out this connection via a default route. This route can be statically
created on HQ, but will need to be redistributed into EIGRP so HQ2 will learn
the route too.
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HQ(config)# ip route 0.0.0.0 0.0.0.0 192.168.12.1
HQ(config)# router eigrp 1
HQ(config-router)# redistribute static

For which types of routes is it unnecessary to assign a default/seed metric
when redistributing into EIGRP?

How else could you configure HQ to advertise the default route?

Step 4: Connect to HQ through SDM

Prepare HQ to allow connection and configuration via SDM as you did in Lab
3.1

Configure the host to connect to HQ using SDM. Configure the host with the IP
address shown in the topology diagram, and ensure that its default gateway is
set to ISP so that traffic from the host to HQ will get routed properly. Remember
that you should only be able to connect to HQ’s outside interface (192.168.12.2)
using SDM because the interfaces inside the EIGRP domain are not reachable
from ISP and the PC. If you do not know how to configure the host IP address
and connect using SDM, refer to Lab 3.1.
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Figure 4-1: SDM Home Screen
Step 5: Configure Easy VPN Server through SDM

Once you are at the SDM home screen for HQ, click the Configure icon at the
top and choose VPN on the left side bar. Choose Easy VPN Server in the VPN
types list. Notice that there is a prerequisite task to configure AAA. Click Enable
AAA to allow SDM to fulfill this task for you.
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Client 2 VPN server
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Figure 5-1: Create Easy VPN Server Tab

SDM gives you a warning about the changes it will make in addition to enabling
AAA (this is to prevent you from getting locked out of the router). When you
understand the implications of acknowledgement, click Yes to continue. Note
that now when accessing HQ you need to use a username/password pair
configured on the router. You already have configured one for use with SDM, so

you can reuse it.
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Enable AAA |

SO il perform the following precautionar tasks while enabling
f Af8to prevent loss of access to the router.

* Configure authentication and authorization for vy lines. The laocal
database will be used for both authentication and authorization.

* Configure authentication far the console line. The local database
will be used for authentication.

Do youwwant to enable Adn?
.................... Y es ...................... ' o |

Figure 5-2: AAA Configuration Prompt

Click Yes and the SDM will deliver the AAA commands to the router. Click OK
when the delivery process is complete.

Commands Delivery Status |

Command Delivery Status:

Freparing commands for delivery... ;l
Submitting ¥ commands, please wait...
Caonfiguration delivered to router,

H o

]
O |

Figure 5-3: Command Delivery Progress Indicator

Once delivery is complete, SDM notifies you that enabling AAA was successful.
Click OK to continue.
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Information |

@ Af8 has heen successfully enabled on the router.

[

Figure 5-4: Successful AAA Configuration Report

Now that AAA is enabled, you can start the Easy VPN Server Wizard by clicking
the Launch Easy VPN Server Wizard button.
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SDM can guide you through Easy WP Server configuration tasks.

Use Case Scenario

Configure Easy VPN Server
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Q—L —
Easy
Client 2 PN server

Fiouting
Lse this option to configure this router as an Easy YPN Server. To
complete the configuration, you must know the different group policies to
which the clients can connect and their attributes.

:’ Launch Easy ¥PH Server Wizard
Inkrusion {

@-

Ciuality

Howedo | |How Do | Configure a Backup far an Easy VPN Rermote connection? j Go |
Rdditional Tasks
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Figure 5-5: Create Easy VPN Server Tab

After reading the brief introduction to the wizard, click Next.
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Easy ¥PN Server Wizard E3 |

Woelcome to the Easy YPH Server Wizard

This wizard will guide yvou through the configuration of an Easy WPMN Server on this router. An
EasyVPH Server allows a remote end user to uge IP Security (IFSec) when communicating
with a Cisco 105 Virtual Private Metwark (PR gatewsay. Centrally managed IPSec policies
are "pushed" to the client by the serer, minimizing configuration by the end user.

This wizard will guide yau in perfarming the fallowing tasks to successiully configure an
EasyWPH Sener an this router:

* Belecting the interface onwhich the client connections will terminate.
* Configuring IKE policies.

* Configuring an IPSec: fransform set.

* Configuring a graup palicy lookup method.

* Configuring user authentication.

* Configuring group policies on the local router.

Figure 5-6: Easy VPN Server Wizard

Choose to run the Easy VPN Server on the ISP-facing interface of HQ. Use pre-
shared keys as the authentication type since we will not be using a certificate
server. Click Next when you are finished.
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Easy ¥PN Server Wizard - 10% Complete

Interface and Authentication

—— Interface

Flease selectthe interface on which the Easy YPH Server should be configured.
Easy WP clients will connect to the server through this interface.

Serial 00

Interface far this Easy WPM Servar:

Details... |

— Authentication

Selectthe method used for authenticating YPM clients connecting ta this Easy
YR Server.

¥ Pre-shared keys " Digital Cedificates " Bath

You can select an interface which is parbicipating
in site to site VPN connection. But you cannot
select an interface ifitis parlle'Tal'mg in GRE over
IPSec, DMWVPN or Easy VPN client connection.

For more information please click the
help button.

Interface connected to Internet.
This is the interface where the
VPN connections from the VPN
clients will terminate.

<Back | Next» | Finish | cancel| He |
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Figure 5-7: Interface and Authentication Options

Use the default SDM IKE proposal and click Next.
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Easy ¥PN Server Wizard - 20% Complete

IKE Proposals

IKE proposals specify the encryption algorithm, authentication algorithm and key exchange
method that is used by this router when negotiating a VPR connection with the remote
device.

Click the Add... button to add rore policies and the Edit... button to edit an existing policy.

Add... | Edit.. |

<Back | Next» | Finish | cancel| He |

Figure 5-8: IKE Proposals List

Use the default SDM IPsec transform set and click Next.
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Easy ¥PN Server Wizard - 35% Complete E3 |

Transform Set
Atransform set specifies the encryption and authentication algarithms used to protect the

data in the WP tunnel.

Click the Add... buttan to add a new transform set and the Edit... buttan to edit the specified
transform set.

Select Transform Set;

- |SDM Default Transfarm Set j

Details ofthe specified transform set
ESF Encryption| ESF Integrity AH Integrity

ESP_3DES ESP_SHA_HMAC

<Back | Next» | Finish | cancel| He |

Figure 5-9: IPsec Transform Set List

Choose Local in Method List for Group Policy Lookup, and then click Next.
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Easy ¥PN Server Wizard - 50% Complete

Group Authorization and Group Policy Lookup

An I5ARMP client configuration group {or WPM group) is & group of VPR clients that share the
same authentication and configuration information. Group policies can be configured locally
an this router, an external server, or both. Easy WPR Server will use these group policies to

authenticate WP clients.

Method List for Group Policy Lookup

Selectthe servers an which group policies will be configured, ar select an existing ASA
palicy that defines the servers used for configuting group policies.

&+ Laocal

" RADIUS

" RADIUE and local

Add BADILES Senmer...

Summary

The local database will be used for group authorization. This optian is recommended i
you do not have a RADIUS ar TACACS+ server in yaur netsark,

<Back | Next» | Finish | cancel| He |

Figure 5-10: Authorization and Policy Options

Enable user authentication from a local database. Click Add User
Credentials... to add a username for VPN access.
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Easy ¥PN Server Wizard - 65% Complete E3 |

User Authentication (XAuth)

Usger authentication ¢CAuth) provides additional security by authenticating the user of a device
after the device has undergone IKE authentication. User credentials XaAuth can be configured
locally on this router, on an external sener, or both.

¥ Enable User Authentication

Select the servers that will be used for configuring user credentials, or select an existing
AAA policy that defines the servers used far canfiguring user credentials.

&+ Lacal Only
" RADIUS and Local Only Add RADILS Server... |
" Select an existing Af4 method list -Select an entry j
Add User Credentials... |
Summary
Local database will be used far user authentication.

<Back | Next» | Finish | cancel| He |

Figure 5-11: User Authentication Options

Click Add... to create a new user.

User Accounts E |

ser Accounts
Lsername | Pasgsward | Privilege L
ciscosdm R 15 add
Edit...
| | ,
] Cancel Help

Figure 5-12: Local User Accounts
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Create a username of “ciscouser” with a password of “ciscouser.” You can
leave this user at privilege level 1 since it is only going to be used for VPN
access. Encrypting this password is optional and not required.

If you clicked Encrypt password using MD5 hash algorithm, how would the
password be stored?

Click OK twice when you are done, and then click Next in the user
authentication window.

ey S |

Enter the username and passwiord

Username; |ciscnuser
Password
Fassword =Mone=
Mew: Passward: Im—n—n—n—
Caonfirm Mew Fassword: Im

[T iEncrypt passwoard using MDS hash algarithm!

Frivilege Level: |1 vI
0] | Cancel | Help |

Figure 5-13: Add User Account Dialog

We will need to create a group for our Easy VPN clients. To do this, click
Add....
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Easy ¥PN Server Wizard - 80% Complete

Group Authorization and User Group Policies

The Easy WP Server allows vou to group remote users who are using Cisco ¥PM clients ar
other Easy YPMN Remaote client products. The group attributes will he downloaded through the
clients or device that is part of a given group. The same group name should be configured an
the remate client ar device to ensure that appropriate group attributes are downloaded.

Click the Add. . buttan to add mare groups, the Edit. button to edit an existing group, or the
Clone... hutton to create a nevy group from an existing group.

Group Name | Pool | DNS WING Domain Name|  ACL

Add... Edit... Clome... Delete

[~ Configure ldle Timer
Configure a timeout value after which WPH tunnels from idle clients should he
cleared.

\dle Tirrer: [T [ HHmmss

<Back | Next» | Finish | cancel| He |

Figure 5-14: VPN Client Authorization Configuration

Make the group name and pre-shared key “ciscogroup.” Create an IP pool for
clients and use the range 172.16.2.100 — 172.16.2.200, with a subnet mask of
24 bits. Notice that this range falls under HQ'’s loopback network. Click the Split
Tunneling tab after completing these fields.

Why would you want to use an IP network associated with a loopback interface
for your VPN pool?

How will HQ2 route traffic to the VPN clients?
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Add Group Policy

General | DRSMWINS | Split Tunneling | Client Settings | XAuth Options

mlame of This Group: |ciscngruup

Fre-shared keys

Specify the key thatwill be used to authenticate the clients assaociated with this group.

Current Key: =hlone=
Enter newy pre-shared key: I*‘*‘*‘“‘*‘*‘*‘*‘*
Reenter newr pre-shared key: |*‘*‘*‘*‘“"f“‘*

v Fool Infarmation

Specify a local pool containing & range of addresses that will be used to allocate an
internal IF address to a client.

i Create a new pool " Selectfrom an existing pool

Starting IF address: |1 72162100 -Selectan entry j Details...l

Ending IP address: |1 T216.2.200

Enterthe subnet maskthat should be sent to the client along with the IP address.

Subnet Mask: |255.255.255.D [(Dptional)

Maximum Connections Allowed: |

0] Cancel | Help |

Figure 5-15: VPN Group Policy Configuration

Enable split tunneling to advertise the entire 172.16.0.0 network into the route
table of VPN clients. Click the Add... button and add the network with the
appropriate wildcard mask. When complete, click OK.
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Add Group Policy |

General | DHESMIME | Split Tunneling | Client Settings | XAuth Options

Split tunneling is the ahility of the ¥PH client to establish both 3 secure tunnel to the central site
as well as unencrypted connections. when splittunneling is enabled, a2 ¥R client can
establish both a secure tunnel to the central site as well as unencrypted connections. When
split tunneling is disabled, all traffic from the YPM client is sent through the YPM tunnel. Spolit
tunneling is disahled by default.

¥ Enable Split Tunneling

Specify the local subnets ofthe central site 2o that anly the traffic destined far these
subnets is sentthraugh the YPR tunnel.

¥ Enterthe protected subnets

[etwrork; Mask
172.16.0.0 0.0.255.255 Add...

Delete |

" Zelectthe Splittunneling AL

Enter the list of domain names (separated by commas) that should be resolved by the
OMS server inyour central site.

=)

-
4 F

0] Cancel Help |

Figure 5-16: Split Tunneling Tab

You should see the new group information added. Configure an idle timer of 8
hours and click Next.
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Easy ¥PN Server Wizard - 80% Complete

Group Authorization and User Group Policies

The Easy WP Server allows vou to group remote users who are using Cisco ¥PM clients ar
other Easy YPMN Remaote client products. The group attributes will he downloaded through the
clients or device that is part of a given group. The same group name should be configured an
the remate client ar device to ensure that appropriate group attributes are downloaded.

Click the Add. . buttan to add mare groups, the Edit. button to edit an existing group, or the
Clone... hutton to create a nevy group from an existing group.

Daomain Mame ACL

Group Mame Faoaol DME Wil S
100

agraLp SDM_Pr

Add... Edit... Clone... Delete

v Configure ldle Timer
Configure a timeout value after which WPH tunnels from idle clients should he

cleared.

\dle Tirrer: [~ o [0 HHmMMSS

<Back | Next» | Finish | cancel| He |

Figure 5-17: VPN Client Authorization Configuration with Changes Applied

Review what SDM will send to the router and click Finish.
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Easy ¥PN Server Wizard - 90% Complete

Surnmary of the Configuration

Click finish to deliver the configuration to the router.

I<E Paolicies: -
Hash  DH Group Authentication  Encryption
SHA_1 group? PRE_SHARE ADES

Transform Set:
Mame: ESP-3DES-SHA
ESF Encryption: ESF_3DES
ESF Integrity; ESP_SHA_HMAC
Maode: TUMMNEL

Group Policy Lookup Method List :Local

Lser Authentication Method List cLaocal

ldle Timer J8:0:0 (HH:MM:55)
Mumber of Group Policies 1

Eranm Balicew Rlama seiceanFEnln _ILI
4| k

[~ TestWPH connectivity after configuring.

«Back | tex - | Finish | cancel|  Hep |

Figure 5-18: Summary of Easy VPN Configuration

Click Finish and SDM will deliver the configuration to the router. Click OK when
delivery is complete.
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Commands Delivery Status |

Caommand Delivery Status:

Freparing commands for delivery... ﬂ
Submitting 39 commands, please wait...
Configuration delivered to router.

i o

]
Ok |

Figure 5-19: Command Delivery Progress Indicator

You have now successfully configured Easy VPN server.
Step 6: Install the Cisco VPN Client

Now that HQ has been set up as an Easy VPN Server, the host will change its
role from management host to a VPN client connecting across the Internet to
HQ. Before you can connect, you must install the Cisco VPN Client if you
haven't already. If you have already installed the VPN Client, skip this step and
move on to Step 7.

To begin the installation, download the VPN Client from Cisco, and extract it to
a temporary directory. Run the setup.exe file in the temporary directory to start
installation. Click Next when the installer welcomes you.
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Cisco Systems ¥PM Client Setup |

Welcome to the Installshield Wizard for YPH
Client.

The Install5hield \Wizard will ingtal %FPH Clignt an your
Computer. To continue click West.

< Back

Cancel |

Figure 6-1: VPN Client Installation Wizard

Click Yes after reading the software license agreement.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installzhield Wizard for YPN Client. m

Prezs the PAGE DOWMN ey to zee the rest of the agreement.

":Iient Software Licenze Agreement of Cieco Systems -

THE 50FTWARE TO WHICH %0 ARE REQIUESTIMG ACCESS 15 THE PROPERTY

OF CISCO 5YSTEMS. THE USE OF THIS SOFTWARE 15 GOVERMED B THE TERMS
AMWD COMDITIONS OF THE AGREEMENT SET FORTH BELOW. BY CLICKING "YES"

OM THIS SCREEM. ¥OU INDICATE THAT 00U AGREE TO BE BEALMD BY THE

TERMS AND COMDITIONS OF THAT AGREEMENT. THEREFORE, FLEASE READ

THE TERMS &ND COMDITIONS CAREFULLY BEFORE CLICKING OM *ES". IF %'0U

DO MOT AGREE TO THE TERMS AND COMDITIONS OF THE AGREEMEMNT, CLICK

"MNO" 0N THIS SCREEN, IN %WHICH CASE vOU %ILL BE DEMNIED ACCESS TO THE ;I

Do wou accept all the termsz of the preceding Licenze Agreement? |f pou choose Mo, the
getup will close. Toinstall W¥PH Clent, pou must accept this agreement.

[rztallS hield

< Back ez Mo

Figure 6-2: Cisco VPN Client License Agreement

Click Next to use the default installation.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installshield Wizard for VPN Client. A

i_a..'.

The InstallShield Wizard will ingtall %P Client an your Computer. To continue click Mest.

C:\Frogram Filez\Cizco SystemsiWPH Client Browse. .. |

[rztallS hield

|' Destination Folder

< Back Cancel

Figure 6-3: VPN Client Installation Location

Choose the default program group and click Next.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installshield Wizard for VPN Client. .

‘“M

The InstallShield Wizard will ingtall %P Client an your Computer. To continue click Mest.

Program Folders:

E mizting Folders:

Aac arnes
Administrative Toolz
Cizco Systems
CizcoSecure ACS v3.3

Martan Ghost 2003

Prirthd & [ntermet Printing

RealMHC

Saolafwinds 2003 Standard E ditian

Startup ;I

[rztallS hield

< Back | Meut = I Cancel |

Figure 6-4: Start Menu Program Folder Selection

Allow the wizard to install all necessary files. At the end of the process, the
wizard will add the virtual network interfaces required for VPN use. This may
take some time.
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Cisco Systems ¥PM Client Setup |

Setup Status ‘
ar

YWPM Client Setup is perfarming the requested operations.

| nztallirg:

C:%Program FilezhCizca Spstems®WPH Clienthcvpnd. exe

6526

[rztallS hield

Figure 6-5: VPN Client Installation Progress Indicator

At the end of the installer, you will be required to restart. Click Finish to let your
computer restart.
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Cisco Systems ¥PM Client Setup |

Install5hield Wizard Complete

The InstallShield \Wizard has successfully installed YPH Client.
Before pou can use the program, you must restart your
computer.

% ez, | want to restart my compuber now

£ Mo, | wil restart my computer later,

Remaove any dizks fram their drives, and then click Finish ta
complete setup.

< Back | Finizh I Cancel

Figure 6-6: Final Installation Wizard Window
Step 7: Test Access from Client without VPN Connection

After restarting the host with the VPN client installed, open up a command
prompt. Click the Start button, choose Run... and type cmd, and then click OK.
Try pinging HQ2's loopback address. The pings should fail.
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YW WINDOWS' system32h cnd.exe
Microzoft Windows [Verzion 5.2.37781
CC>» Copyright 1785-2083 Microsoft Corp.
C:~Documents and Settings“~Administratorping 172.16.3.1
Pinging 172.16.3.1 with 32 butes of data:

Deztination net wunreachable.
Deztination net wunreachable.
Deztination net wunreachable.
Deztination net wunreachable.

Reply from

Ping statistics for 172_16.3.1:

Packets: Sent = 4, HRHeceived = 4. Lost = @8 <Bx loss2.

Approximate round trip times in milli-—seconds:
Minimum = Bmz, Maximum = Bms,. Average = Bms

C:~Documents and Settings“~Administratorr_

Figure 7-1: Unsuccessful Pings Without VPN

Step 8: Connect to the VPN

Start the Cisco VPN Client by clicking the Start button, and choosing Programs

> Cisco Systems VPN Client > VPN Client.
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Administraic
.h_?j Manage Your

S Windows Expl
D] p

Command Prom

il Cisco SOM
. ‘Wireshark

@ WPM Client
[
ettercap

@ Cerberus FTP 5

Al Brograms

Solariinds 2003 Standard Edition
“Windows Catalog
Windows Update

BeEEREEEEEREEEEEEREE € ¢ O

T

Accessaries
Administrative Tools
Cerberus FTP Server

Cisco Syskemns

CiscoSecure &C5 w33
DIAMOND

Ettercap MG

Kiwi Enterprises

Morton Ghost 2003
PrintMe Inkternet Printing
RealtMC

Solathinds 2003 Standard Edition
Startup

Trap Receiver

WinPcap

Wirashark

Adobe Reader 6.0
Inkernet Explorer
Outlook Express

Remake Assistance

* ¥ ¥ ¥ v v wv wv v v v v v v ¥ w

Location: C:1Program Files\Cisco Syskemsi WP Client

Log QfF E Shut Down

|#start | [ & B |

Figure 8-1: Launching the VPN Client
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# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010
Connection Entries  Status  Certificates Log Options  Help
5 2P ali]n
Connect = Irnipart k adify Delete CISCO
Connection Entries I Certificates I Log |
| Connection Entry | Huost Tranzport
4| | 2]
| Mot connected. | Yy

Figure 8-2: VPN Client Application

Once the VPN Client is open, you will need to create a new connection profile
to connect to HQ with. Click the New button. Create the new connection with
any name and description you want. For host, enter the IP of HQ’s Serial0/0/0
interface, 192.168.12.2. The host IP address represents the IP address of the
VPN server or concentrator to which you wish to connect. In this case, HQ is
running the Easy VPN Server and will function as such. Use the group name
and password previously configured in the Easy VPN wizard. Click Save when
you are done configuring.
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# ¥YPM Client | Create Mew ¥PM Connection Enkry

Connection Enkm: IE azp WPM

Deszcription: IE amp VPN

Host:[192.168.12.2

Authentication ITranspI:urt | Backup Serverz | Cial-Lp |

% Group Authentication " Mutual Group Authentication

CISCO

I ame; Icisu:u:ugru:uup

Pazzword:

Ixxxxxxxxxx

EEREE T

Confirm F'asswcurd:l

" Cerlificate Authentication

M ame: I ;l

[T Send Ca Certificate Chain

Eraze Uzer Pasaward | Save

Cancel

Figure 8-3: Create New VPN Connection Dialog

You should see your new profile appear in the profiles list. Before connecting,
click the Log tab so you can enable logging before attempting to connect.
Logging is not normally required but it is helpful in this lab to watch the VPN

client connect.
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# status: Disconnected | ¥PN Client - ¥ersion 4.5.02.0010

Connection Entries  Status  Certificates Log Options  Help

Y &

Enahble

]
Clear Log Setting:  Log Windaw CisCo
Connection Entries | Certificates | Log |
Mot connecked, | 4

Figure 8-4: VPN Client Log Tab

Click Log Window to open up logging in a separate window.
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# ¥PN Client | Log Window M=l E3

Save Log Settings Clgar Cloze

Figure 8-5: Log Window

While you have the log window open, go back to the main VPN client window
and click Log Settings. Change the logging settings for IKE and IPsec to 3 —
High. Click OK to apply these settings.
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# ¥PN Client | Log Settings

Changing logaging levels will take effect immediately and will cause the curent log
window to be cleared.

IKE: | 3-High * | [LOG.IKE ]

Connection Manager: | 1 - Low | [LOG.CM ]

Daemon [evprd): [ T-Low  +| [LOG.CWPND |
User futhentication: | 1-Low  v| [LOGXAUTH]
Cettficates: [ 1-Low  +| [LOG.CERT]
IPSec: [LOG.IPSEC]
CommandLine: [ 1-Low | [LOG.CLI]

GUE | 1 -Low | [LOG.GUI ']

FFP: [ 1-Low  ~| [LOG.FFP]
Firewall [ 1-Low  w| [LOGFIREWALL ]

k. Cancel

Figure 8-6: Logging Settings

Click Enable to enable logging. The Enable button should change to a Disable
button.

# status: Disconnected | ¥YPN Client - Yersion 4.8.02.0010
Connection Entries  Skatus  Certificates Log Oprions  Help

= Z | o]
ﬁ — CISCO

Dizable Clear Log Settingz  Log Window
Connection Entries | Certificates | Log |

Cizco Systems YPH Client Yersion 4.8.02.0010

Copyright [C] 1998-2006 Cizco Systemnz, Inc. All Rights Beserved.
Client Type(z] Windows, WinkH T

Funning on: 5.2.3730

Conhg file directony: C:AProgram FileshCizco Spetemsz'WFPH Client

Mot connecked, | 4

Figure 8-7: Log Tab with Logging Enabled
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Click the Connection Entries tab, and double-click the entry or click Connect
to connect to this profile.

# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Connection Entries  Status  Certificates Log Options  Help

75 B Al
Connect = Irnipart k adify Delete CisCo

Connection Entries IEertificates I Log |

| Connection Entry | Huost | Tranzport
Eazy VPN 192.168.12.2 IP5ec/UDFP

4| | ]

| Mot connected. |

N

Figure 8-8: VPN Client Connections Tab

While the VPN client tries to connect to the VPN, it will prompt you for a
username and password. Enter the user credentials you specified earlier during
the VPN client wizard.

# ¥PN Client | User Authentication for "Easy ¥YPN"

The zerver has requested the following information to complete the user
authentication,

oot Heemame: Iciscuuser
cisco

EERET R

Pazzword: I

k. Cancel

Figure 8-9: User Authentication Prompt

When the VPN has successfully connected, you should see a locked padlock
icon in the system tray.

34 -44 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-9 Copyright © 2007, Cisco Systems, Inc



(&) 127 aM

Figure 8-10: VPN Client System Tray Icon, Status: Connected

You can also see that your connection has populated the log window with
information. After reviewing the information here, click Close to close this
window. This logging functionality can be very useful when troubleshooting VPN
client problems.

& ¥PN Client | Log Window =] E3
o2 UTiadiab dbe U240 Dev=lntosd IFaE LAlba AU il
Added key with SPI=0xa5a4d523 into key list
53 01:34:36.468 01/24/07 Sev=Info/d IPSEC/0xG3700010
Created a new key stucture
84 01:34:36.468 /2407 Sev=lnfo/d IPSEC/0xE370000F
Added key with SPI=0=f158bal6 into key list
55 01:34:36.468 01/24/07 Sev=Info/d IPSEC/OxE370002F
Agzigned Yo private interface addr 172.16.1.101
B 01:34:36.468 01/24/07 Sev=Info/d IPSEC/0xB3700037
Configure public interface; 1921681050, 5G: 192.16812.2
57 01:34:42.828 0/24/07 Sev=Infoid |K.E /OxB300001 3
SEMDIMNG >3 ISAKMP 04K IMFO HASH, MOTIFY:DPD_REQUEST] to
192168122
B3 01:34:42.828 01/24/07 Sev=Info/B |E.E AOxB3000030
Sending DPD request to 192.168.12.2, our zeql = 35933852993
53 01:34:42.8589 01/24/07 Sev=lnfo/h |k.E/OxE300002F
Recerved ISAKMP packet: peer = 192168122
B0 01:34:42859 01/24/07 Sev=Info/d |k.E /OE300007 4
RECEIMIMNG <<< 1SaKMP QAE INFO *HASH, HOTIFY:DPD_ACK) from 192168122
Bl 01:34:42.859 01/24/07 Sev=Info/h |F.E /OxB3000040
Received DPD ACE. from 19216812 2, seqh received = 3383852933, zeqit expected
= 2923852992

Save Log Settings Clgar Cloze

Figure 8-11: Log Window, Populated with Connection Messages

To view VPN connection statistics, right-click the padlock icon in the system
tray and click Statistics....
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# ¥PN Client | Statistics

IHDute Dietailz | Firewall |

Addrezz Information Connection Information
Clignt: 17216.1.101 Entry: E azy WFPr
Server: 192168122 Time: 0 day(z], 00:05.29
Bytes Crypto
Received: 240 Encrption: 168-hit 3-DES
Sent; E233 Authentication: HMAC-SHAT
Packets Tranzport
Encrypted: 50 Tranzparent Tunneling:|nactive
Decypted: 4 Local LAM: Dizabled
Digcarded: 0 Compressian: Haone

Bypazsed: 2133
Fezet |

Cloze

Figure 8-12: VPN Client Statistics

Click the Route Details tab to view routes sent out through split tunneling.

# ¥PM Client | Statistics

Local LAH Routes Secured Routes
Hetworl, I Subnet Maszk, | Metworl, Subnet Maszk
17216.0.0 255.255.0.0

Cloze

Figure 8-13: Route Details Tab

Close the Statistics window when done.
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Step 9: Test Network Access with VPN Connectivity

Now that the host has connected to the VPN, open up the command prompt
again (see earlier steps if you don’t remember) and ping HQ2’s loopback. This
time, it should be successful.

WINDOWSS system 32t cmd.exe

Microsoft Windows [Wersion 5.2.37981
¢G> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“~AdministratorXping 172.16.3.1
Pinging 172.16.3.1 with 32 bytes of data:

172.16.3.1: bytes=32 time=58ms TTL=254
172.16.3.1: bytes=32 time=58ms TTL=254
172.16.3.1: bytes=32 time=58ms TTL=254
Reply from 172_16.3.1: bytes=32 time=58ms TTL=254

Ping statistics for 172_16.3.1:
Packets: Sent = 4, Received = 4, Lost = B (Bx los=z>.
Approximate round trip times in milli—seconds
= 5@m=s

Minimum = 58ms, Maximum = 5@ms,. Average

C:~Documents and Settings“~Administrator?>

Figure 9-1: Successful Pings With VPN
Step 10: Verify Easy VPN Functionality with SDM

While connected through the VPN, open up SDM again on the host and
connect to HQ. This time you can connect to any interface on HQ, not just the
external one, because you are inside the VPN. Note on the home screen the
number of active VPN clients under the VPN section.
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B Cisco Router and Security Device Manager {SDM): 192.168.12.2

File Edit “iew Tools Help
Cisco SYSTEMS
@ e Q ?

@ Hame Configure Manitor M

Refresh Save Search Help

» Hardware hore ... Software More ..
h{ e —— —
l Model Type: Cisco 2811 105 Version: 124000
Available | Total Memory(MB): 1677256 MB SDM Version: 232
Cisco 2811 Total Flash Capacity: 61 MB
V] LY © LY ©

Configuration Overview Wigwny Running Config

*. Interfaces and Connections & Up 3) = Down (4}

Total Supported LAN: 2 Total Supported WAN: 4(Serial)
Configured LAN Interface: ] Total WAN Connections: 2{HDLC)
DHCP Server: Mot Configured

“g Firewall Policies X) Trusted (0) Untrusted (00 DWZ (0

> VPN 1)
IPSec (Site-to-Site): 0 GRE over IPSec: 0
¥auth Login Required: ] Easy VPN Remote: ]
No. of DMVYPN Clients: 0 No. of Active VPN Clients: 1
t=. Intrusion Prevention
Ho. of Static Route: 1 Active Signatures: 0
[vnamic Routing Protocols: EIGRP Ho. of IPS-enabled Interfaces: 1]

SDF Version:
Security Dashhoard

06:50:58 UTC Wed Jan 24 2007 %

Figure 10-1: SDM Home Screen

Click the Configure icon, and then click VPN on the left side bar. Choose Easy
VPN Server from the VPN types. Click the Edit Easy VPN Server tab, and
then click the Test VPN Server button.
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B Cisco Router and Security Device Manager {SDM): 192.168.12.2
File Edit “iew Tools Help

@ Hame Configure Manitor
Create Easy YFPh Server | Edit Easy VPH Server

Cisco SYSTEMS
e e Ll i

Refresh Save Search Help

add | Edit | Delete |

User Authentication

Interface Group Authorization

B8 YPN Components

| | ¥
Additional TestWPM Server |

VPN 06:51:58 UTC Wed Jan 24 2007 %

Figure 10-2: Edit Easy VPN Server Tab

Click Start.

39-44 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-9 Copyright © 2007, Cisco Systems, Inc



¥PN Troubleshooting |

Tunnel Details
Interface: Setiallfoim
] Surrirriary V2, Details
Activity Status
Failure Reason(s) Fecommended Action(s)
Start Save Beport. Test specific client... Close Help

Figure 10-3: VPN Testing Window

The tests should be successful.
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¥PN Troubleshooting |

Tunnel Details
Interface: Serial0/oim
Sumrmary Dietails
Activity | Status
Checking interface status.. w Successil
Checking the configuration... w Successil
Checking MAT... w Successil
Checking Firewsall... w Successil
Failure Reason(s) Fecommended Action(s)
Start Save Report... Test specific client... Close Help

Figure 10-4: VPN Test In Progress

Click OK once the success message appears.
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Information | x| |

@ This phase ofthe YFPH troubleshooting completed successully,

To debug a specific WP client click on the Test Specific client..." button.

Figure 10-5: Successful VPN Test Status Window
Click Close when you are finished, and then close SDM.
Step 11: Disconnecting the VPN Client
Right-click the padlock icon in the system tray, and click Disconnect. The VPN

client will disconnnect.

WP Client. .

Skatiskics. ..

Log ‘Window. ..

Motifications. ..

Stateful Firewall (ahwatys O

Abouk YRR Client, .,

) 156 AM
Figure 11-1: Disconnecting from the VPN via the System Tray lcon

The padlock should first change to a padlock with an ‘X’ through it, indicating
that it is disconnecting. It will change to an unlocked icon, indicating no VPN
connection. Finally, right-click on the padlock and click Exit to quit the VPN
client.

YR Client. .,

Stateful Firewall {(Always O

abouk YPH Client, ..
") 1:58 AM

Figure 11-2: Exiting the VPN Client via the System Tray Icon
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Final Configurations

ISP# show run
hostname ISP

1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
no shutdown

1

interface Serial0/0/0

ip address 192.168.12.1 255.255.255.0
clock rate 64000

no shutdown
end

HQ# show run
hostname HQ
!
aaa new-model
!
aaa authentication login default local
aaa authentication login sdm_vpn_xauth_ml_1 local
aaa authorization exec default local
aaa authorization network sdm_vpn_group_ml_1 local
!
aaa session-id common
!
crypto pki trustpoint TP-self-signed-3043721146
enrollment selfsigned
subject-name cn=10S-Self-Signed-Certificate-3043721146
revocation-check none
rsakeypair TP-self-signed-3043721146
1

crypto pki certificate chain TP-self-signed-3043721146

certificate self-signed 01
3082023A 308201A3 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303433 37323131 3436301E 170D3037 30313234 30343437
32365A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 30343337
32313134 3630819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100ADBE 1CO8ACA4 OAF3D3FF 11F49933 1AC172FE 3D3D40A6 3AB342FF B952D3E2
OF203935 83E9C1CO EOB14B0OB C44EF57E A9D7252E F8052060 8D194C9F 84BA3BE4
FO04217A 09B4A9E7 EFBDOD8C BA420B55 6055B135 ED9A33E5 D4294415 BC453756
AB458059 4E6E23A4 159A87C1 E92F8AB3 E4C7BASF 434C1BEO 9BF59A78 08961B55
FODD0203 010001A3 62306030 OF060355 1D130101 FF040530 030101FF 300D0603
551D1104 06300482 02485130 1F060355 1D230418 30168014 5BCBOC4C C995CEA2
F7E9667E DC80525B BB481946 301D0603 551DOE04 1604145B CBOCACCY9 95CEA2F7
E9667EDC 80525BBB 48194630 0D06092A 864886F7 0D010104 05000381 81008FFA
728302E8 CA86686E 5394BA3A C8260F99 75CA12D4 3BB6EAF2 EE3F9AB5 ESD18FEA
FC495B41 C716BEF5 82A0F21C 7D085C01 EEFE4302 BA666344 DOD51346 9BDB4ADO
94B91A93 FEB44001 E50D3BFF 9479456F D2658D25 8BE61405 2AA5229A 3AFF2096
ECDD7C61 3EB564C8 9608CA67 2A3CC3D6 B7A5B918 863E901E E2ABBDOD 279A
quit

username ciscosdm privilege 15 password O ciscosdm

username ciscouser password O ciscouser

1

crypto isakmp policy 1

encr 3des

authentication pre-share

group 2

1

crypto isakmp client configuration group ciscogroup
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key ciscogroup

pool SDM_POOL_1

acl 100

netmask 255.255.255.0
1

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
1

crypto dynamic-map SDM_DYNMAP_1 1

set security-association idle-time 28800

set transform-set ESP-3DES-SHA

reverse-route

1
crypto map SDM_CMAP_1 client authentication list sdm_vpn_xauth_ml_1
crypto map SDM_CMAP_1 isakmp authorization list sdm_vpn_group_ml_1
crypto map SDM_CMAP_1 client configuration address respond
crypto map SDM_CMAP_1 65535 ipsec-isakmp dynamic SDM_DYNMAP_1

1

interface LoopbackO
ip address 172.16.2.1 255.255.255.0

interface Serial0/0/0

ip address 192.168.12.2 255.255.255.0
crypto map SDM_CMAP_1

no shutdown

interface Serial0/0/1

ip address 172.16.23.2 255.255.255.0
clock rate 64000

no shutdown

1
router eigrp 1

redistribute static

network 172.16.0.0

no auto-summary

!
ip local pool SDM_POOL_1 172.16.1.100 172.16.1.200
p route 0.0.0.0 0.0.0.0 192.168.12.1

p http server

p http authentication local
ip http secure-server

1

access-list 100 remark SDM_ACL Category=4
access-list 100 permit ip 172.16.0.0 0.0.255.255 any
!

line vty 0 4

transport input telnet ssh

end

HQ2# show run
hostname HQ2
!
interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface Serial0/0/1
ip address 172.16.23.3 255.255.255.0

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary

end
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Lab 3.10 Configuring Easy VPN with the 10S CLI

Learning Objectives

Configure EIGRP on a router

Configure Easy VPN Server

Install the Cisco VPN Client to a host
Connect to the VPN using Cisco VPN client
Verify VPN operation

Topology Diagram

Host

Loopback0: 172.16.2.1 /24

192.168.10.0 /24

Loopback0: 172.16.3.1 /24

Scenario

In this lab, you will set up Easy VPN for the International Travel Agency and
connect to Headquarters (HQ) using the IOS Command Line Interface (CLI).
The host will simulate an employee connecting from home over the Internet.
ISP will simulate an internet router representing the Internet connection for both
the home user and the company headquarters.
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Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the diagram.
Also configure the serial interfaces shown in the diagram. Set the clockrate on
the appropriate interfaces and issue the no shutdown command on all serial
connections. Verify that you have connectivity across the local subnet using the
ping command. Do not set up the tunnel interface.

ISP# configure terminal

ISP(config)# interface fastethernet 0/0
ISP(config-if)# ip address 192.168.10.1 255.255.255.0
ISP(config-if)# no shutdown

ISP(config-if)# interface serial 0/0/0
ISP(config-if)# ip address 192.168.12.1 255.255.255.0
ISP(config-if)# clockrate 64000

ISP(config-if)# no shutdown

HQ# configure terminal

HQ(config)# interface loopback 0

HQ(config-if)# ip address 172.16.2.1 255.255.255.0
HQ(conFfig-if)# interface serial0/0/0

HQ(config-if)# ip address 192.168.12.2 255.255.255.0
HQ(conFig-if)# no shutdown

HQ(config-if)# interface serial 0/0/1

HQ(conFig-if)# ip address 172.16.23.2 255.255.255.0
HQ(config-if)# clockrate 64000

HQ(config-if)# no shutdown

HQ2# configure terminal

HQ2(config)# interface loopback 0O

HQ2(config-if)# iIp address 172.16.3.1 255.255.255.0
HQ2(confTig-if)# interface serial 0/0/1
HQ2(config-if)# ip address 172.16.23.3 255.255.255.0
HQ2(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP for AS1 on HQ and HQ2. Add the entire 172.16.0.0/16 major
network and disable automatic summarization. ISP will not participate in this
routing process.

HQ(config)# router eigrp 1

HQ(config-router)# no auto-summary
HQ(config-router)# network 172.16.0.0

HQ2(config)# router eigrp 1
HQ2(config-router)# no auto-summary
HQ2(config-router)# network 172.16.0.0

An EIGRP neighbor adjacency should form between HQ and HQ2. If not,
troubleshoot by checking your interface configuration, EIGRP configuration, and
physical connectivity.
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Step 3: Configure a Static Default Route

Since ISP represents a connection to the Internet, send all traffic whose
destination network does not exist in the routing tables at company
headquarters out this connection via a default route. This route can be statically
created on HQ, but will need to be redistributed into EIGRP so HQ2 will learn
the route too.

HQ(config)# ip route 0.0.0.0 0.0.0.0 192.168.12.1

HQ(config)# router eigrp 1
HQ(config-router)# redistribute static

For which types of routes is it unnecessary to assign a default/seed metric
when redistributing into EIGRP?

How else could you configure HQ to advertise the default route?

Step 4: Enable AAA on HQ

To run Easy VPN server, AAA must be enabled on the router. To prevent
getting locked out of the router, create a local username and make sure that
authentication is performed through the local database. HQ will be the Easy
VPN Server, so this is where it must be configured.

HQ(config)# username cisco password cisco

HQ(config)# aaa new-model
HQ(config)# aaa authentication login default local none

Step 5: Create the IP Pool

Create a pool that VPN clients will draw their IP addresses from using the
command ip local pool name low-address high-address. Use addresses from
172.16.2.100 to 172.16.2.200.

HQ(conFig)# ip local pool VPNCLIENTS 172.16.2.100 172.16.2.200

3-26 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 3-10 Copyright © 2007, Cisco Systems, Inc



Step 6: Configure the Group Authorization

Use the AAA authorization command aaa authorization network name types
to configure the VPN group authentication list. This list will authenticate remote
users connecting to the VPN using the group set up in their client. Use the local
group list, which will be configured in the next step.

HQ(config)# aaa authorization network VPNAUTH local
Step 7: Create an IKE Policy and Group

Just like previous crypto configurations, you must set up ISAKMP policies to be
used during IKE Phase | negotiation. Use the following settings. If your version
of the IOS does not support the same settings that appear here, try to make
them as similar as possible.

HQ(config)# crypto isakmp policy 10
HQ(config-isakmp)# authentication pre-share
HQ(config-isakmp)# encryption aes 256
HQ(config-isakmp)# group 2

Since you don’t know specific peers, you cannot statically associate ISAKMP
keys with IP addresses or hosts. Rather, VPN clients could connect from
anywhere on the internet. So, we configure an ISAKMP client group, instead.
The group will exist locally on the router, as specified by the AAA network
authorization command in the last step.

To enter the ISAKMP group configuration mode, use the global configuration
command crypto isakmp client configuration group name. Use the name
“ciscogroup”. Use ? once in this mode to find out what options you have
available.

HQ(conFfig)# crypto isakmp client configuration group ciscogroup
HQ(config-isakmp-group)# ?
ISAKMP group policy config commands:

access-restrict Restrict clients in this group to an interface

acl Specify split tunneling inclusion access-list number
backup-gateway Specify backup gateway

dns Specify DNS Addresses

domain Set default domain name to send to client

exit Exit from ISAKMP client group policy configuration mode
firewall Enforce group firewall feature

group-lock Enforce group lock feature

include-local-lan Enable Local LAN Access with no split tunnel

key pre-shared key/IKE password

max-logins Set maximum simultaneous logins for users in this group
max-users Set maximum number of users for this group

netmask netmask used by the client for local connectivity

no Negate a command or set its defaults

pfs The client should propose PFS

pool Set name of address pool

save-password Allows remote client to save XAUTH password

split-dns DNS name to append for resolution

wins Specify WINS Addresses
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Configure a pre-shared key to be the same as the group name. Also, associate
the address pool created earlier with this group. In addition, specify an access
list to be used as the split tunneling list, to enable split tunneling in this
configuration. This access list doesn’t exist yet, but you will create it shortly.
Finally, set the network mask, since the IP pool does not specify one.
HQ(config-isakmp-group)# key ciscogroup

HQ(config-isakmp-group)# pool VPNCLIENTS

HQ(config-isakmp-group)# acl 100
HQ(config-isakmp-group)# netmask 255.255.255.0

Now that you have referenced the split tunneling access-list, create it. Source
networks permitted by the access-list will be sent to the VPN clients and
injected into their IP table. Create an access list allowing traffic sourced from
the entire 172.16.0.0/16 network.

HQ(conFfig)# access-list 100 permit ip 172.16.0.0 0.0.255.255 any
Step 8: Configure the IPsec Transform Set

Configure an IPsec transform set for use with the VPN. Use the 3DES algorithm
for encryption and the SHA-HMAC hash function for data integrity.

HQ(config)# crypto ipsec transform-set mytrans esp-3des esp-sha-hmac
HQ(cfg-crypto-trans)# exit

Step 9: Create a Dynamic Crypto Map

As in previous IPsec configurations, you must set up a crypto map. However,
this type of crypto map will be different than earlier configurations. Previously
you configured static crypto maps, which configure certain traffic to establish
VPNs with certain peers. However, since you don’t know what the peers will be,
as well as what the triggering traffic will be, create and apply a dynamic crypto
map.

Use the global configuration command crypto dynamic-map name sequence,
similar to a regular crypto map. Use the name “mymap” and the sequence
number 10. Once you have entered crypto map configuration mode, set the
transform set you configured in the previous step. Use the command reverse-
route, which ensures that a route is installed on the local router for the remote
VPN peer.

HQ(config)# crypto dynamic-map mymap 10
HQ(config-crypto-map)# set transform-set mytrans
HQ(config-crypto-map)# reverse-route

After creating the map, there are more commands that modify it. The first of
these will make the map respond to VPN requests, which is the crypto map
name client configuration address respond command. The next command is
crypto map name isakmp authorization list name, which associates an AAA
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group authorization list with the map. The final command creates a regular
crypto map using the dynamic one created earlier.

HQ(config)# crypto map mymap client configuration address respond
HQ(config)# crypto map mymap isakmp authorization list VPNAUTH
HQ(config)# crypto map mymap 10 ipsec-isakmp dynamic mymap

Finally, apply the crypto map to the interface that is facing ISP.

HQ(config)#int serial0/0/0
HQ(conFig-if)#crypto map mymap

Step 10: Enable IKE DPD and User Authentication

IKE Dead Peer Detection (DPD) is a keepalive mechanism for checking VPN
connections. This is beneficial when a VPN server has to manage many
connections that are potentially on unstable connections. To configure IKE
DPD, use the global configuration command crypto isakmp keepalive
seconds retry-time, where seconds is how often to send a keepalive packet and
retry-time is how soon to retry if one is missed. Use a keepalive timer of 30
seconds and a retry-time of 5 seconds.

HQ(conFfig)# crypto isakmp keepalive 30 5

Xauth, or extended authentication, is the method used to authenticate VPN
clients on a per-user basis, in addition to the group authentication. To configure
this, use the AAA login authentication command aaa authentication login
group types. We will reuse the name VPNAUTH (the last time we used it, it was
for network authentication, not login authentication), and keep the
authentication type as local. Also, add a user for VPN access with the
username/password of ciscouser/ciscouser.

HQ(config)# aaa authentication login VPNAUTH local
HQ(config)# username ciscouser password ciscouser

Globally configure the Xauth timeout to be 60 seconds using the crypto
isakmp xauth timeout seconds command. This controls the amount of time
that the VPN server will wait before terminating the IKE session with a client if
user authentication is not performed.

HQ(config)# crypto isakmp xauth timeout 60

Finally, associate the AAA login list with the crypto map configured earlier.

HQ(config)# crypto map mymap client authentication list VPNAUTH
Step 11: Install the Cisco VPN Client

Now that HQ has been set up as an Easy VPN Server, the host will change its
role from management host to a VPN client connecting across the Internet to
HQ. Before you can connect, you must install the Cisco VPN Client if you
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haven't already. If you have already installed the VPN client, skip this step and
move on to Step 12.

To begin the installation, download the VPN Client from Cisco, and extract it to
a temporary directory. Run the setup.exe file in the temporary directory to start
installation. Click Next when the installer welcomes you.

Cisco Systems ¥PN Client Setup E |

Welcome to the Installshield Wizard for YPH
Client.

The InstallShield ‘Wizard will install WP Client on your
Computer. Ta continue click Wext.

Figure 11-1: VPN Client Installation Wizard

Click Yes after reading the software license agreement.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installzhield Wizard for YPN Client. m

Prezs the PAGE DOWMN ey to zee the rest of the agreement.

":Iient Software Licenze Agreement of Cieco Systems -

THE 50FTWARE TO WHICH %0 ARE REQIUESTIMG ACCESS 15 THE PROPERTY

OF CISCO 5YSTEMS. THE USE OF THIS SOFTWARE 15 GOVERMED B THE TERMS
AMWD COMDITIONS OF THE AGREEMENT SET FORTH BELOW. BY CLICKING "YES"

OM THIS SCREEM. ¥OU INDICATE THAT 00U AGREE TO BE BEALMD BY THE

TERMS AND COMDITIONS OF THAT AGREEMENT. THEREFORE, FLEASE READ

THE TERMS &ND COMDITIONS CAREFULLY BEFORE CLICKING OM *ES". IF %'0U

DO MOT AGREE TO THE TERMS AND COMDITIONS OF THE AGREEMEMNT, CLICK

"MNO" 0N THIS SCREEN, IN %WHICH CASE vOU %ILL BE DEMNIED ACCESS TO THE ;I

Do wou accept all the termsz of the preceding Licenze Agreement? |f pou choose Mo, the
getup will close. Toinstall W¥PH Clent, pou must accept this agreement.

[rztallS hield

< Back ez Mo

Figure 11-2: Cisco VPN Client License Agreement

Click Next to use the default installation.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installshield Wizard for VPN Client. A

i_a..'.

The InstallShield Wizard will ingtall %P Client an your Computer. To continue click Mest.

C:\Frogram Filez\Cizco SystemsiWPH Client Browse. .. |

[rztallS hield

|' Destination Folder

< Back Cancel

Figure 11-3: VPN Client Installation Location

Choose the default program group and click Next.
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Cisco Systems ¥PM Client Setup |
Welcome to the Installshield Wizard for VPN Client. .

‘“M

The InstallShield Wizard will ingtall %P Client an your Computer. To continue click Mest.

Program Folders:

E mizting Folders:

Aac arnes
Administrative Toolz
Cizco Systems
CizcoSecure ACS v3.3

Martan Ghost 2003

Prirthd & [ntermet Printing

RealMHC

Saolafwinds 2003 Standard E ditian

Startup ;I

[rztallS hield

< Back | Meut = I Cancel |

Figure 11-4: Start Menu Program Folder Selection

Allow the wizard to install all the necessary files. Toward the end of the process,
the wizard will try to add the virtual network interfaces required for VPN use.
This may take some time.
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Cisco Systems ¥PM Client Setup |

Setup Status ‘
ar

YWPM Client Setup is perfarming the requested operations.

| nztallirg:

C:%Program FilezhCizca Spstems®WPH Clienthcvpnd. exe

6526

[rztallS hield

Figure 11-5: VPN Client Installation Progress Indicator

At the end of the installer, you will be required to restart. Click Finish to let your
computer restart.
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Cisco Systems ¥PM Client Setup |

Install5hield Wizard Complete

The InstallShield \Wizard has successfully installed YPH Client.
Before pou can use the program, you must restart your
computer.

% ez, | want to restart my compuber now

£ Mo, | wil restart my computer later,

Remaove any dizks fram their drives, and then click Finish ta
complete setup.

< Back | Finizh I Cancel

Figure 11-6: Final Installation Wizard Window
Step 12: Test Access from Client without VPN Connection

After restarting the host with the VPN client installed, open up a command
prompt. Click on the Start button, choose Run... and type cmd, and click OK.
Try pinging HQ2's loopback address. The pings should fail.
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YW WINDOWS' system32h cnd.exe
Microzoft Windows [Verzion 5.2.37781
CC>» Copyright 1785-2083 Microsoft Corp.
C:~Documents and Settings“~Administratorping 172.16.3.1
Pinging 172.16.3.1 with 32 butes of data:

Deztination net wunreachable.
Deztination net wunreachable.
Deztination net wunreachable.
Deztination net wunreachable.

Reply from

Ping statistics for 172_16.3.1:

Packets: Sent = 4, HRHeceived = 4. Lost = @8 <Bx loss2.

Approximate round trip times in milli-—seconds:
Minimum = Bmz, Maximum = Bms,. Average = Bms

C:~Documents and Settings“~Administratorr_

Figure 12-1: Unsuccessful Pings Without VPN

Step 13: Connect to the VPN

To start the Cisco VPN Client, click the Start button and choose Programs >

Cisco Systems VPN Client > VPN Client.
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Administraic
.h_?j Manage Your

S Windows Expl
D] p

Command Prom

il Cisco SOM
. ‘Wireshark

@ WPM Client
[
ettercap

@ Cerberus FTP 5

Al Brograms

Solariinds 2003 Standard Edition
“Windows Catalog
Windows Update

BeEEREEEEEREEEEEEREE € ¢ O

T

Accessaries
Administrative Tools
Cerberus FTP Server

Cisco Syskemns

CiscoSecure &C5 w33
DIAMOND

Ettercap MG

Kiwi Enterprises

Morton Ghost 2003
PrintMe Inkternet Printing
RealtMC

Solathinds 2003 Standard Edition
Startup

Trap Receiver

WinPcap

Wirashark

Adobe Reader 6.0
Inkernet Explorer
Outlook Express

Remake Assistance

* ¥ ¥ ¥ v v wv wv v v v v v v ¥ w

Location: C:1Program Files\Cisco Syskemsi WP Client

Log QfF E Shut Down

|#start | [ & B |

Figure 13-1: Launching the VPN Client
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# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010
Connection Entries  Status  Certificates Log Options  Help
5 2P ali]n
Connect = Irnipart k adify Delete CISCO
Connection Entries I Certificates I Log |
| Connection Entry | Huost Tranzport
4| | 2]
| Mot connected. | Yy

Figure 13-2: VPN Client Application

Once the VPN Client is open, you will need to create a new connection profile
to connect to HQ. Click the New button. Create the new connection with any
name and description you want. For host, enter the IP of HQ’s Serial0/0/0
interface, 192.168.12.2. The host IP address represents the IP address of the
VPN server or concentrator to which you wish to connect. In this case, HQ is
running the Easy VPN Server and will function as such. Use the group name
and password previously configured in the Easy VPN wizard. Click Save when
you are done configuring.
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# ¥YPM Client | Create Mew ¥PM Connection Enkry

Connection Enkm: IE azp WPM

Dezcrption: |E asy WFH
| CISCO

Host:[192.168.12.2

Authentication ITranspI:urt | Backup Serverz | Cial-Lp |

% Group Authentication " Mutual Group Authentication

I ame; Icisu:u:ugru:uup

Pazzword:

Ixxxxxxxxxx

EEREE T

Confirm F'asswcurd:l

" Cerlificate Authentication

M ame: I ;l

[T Send Ca Certificate Chain

Eraze Uzer Pasaward | Save Cancel

Figure 13-3: Create New VPN Connection Dialog

You should see your new profile appear in the profiles list. Before connecting,
click the Log tab so you can enable logging before attempting to connect.
Logging is not normally required but it is helpful in this lab to watch the VPN
client connect.
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# status: Disconnected | ¥PN Client - ¥ersion 4.5.02.0010

Connection Entries  Status  Certificates Log Options  Help

Y &

Enahble

]
Clear Log Setting:  Log Windaw CisCo
Connection Entries | Certificates | Log |
Mot connecked, | 4

Figure 13-4: VPN Client Log Tab

Click Log Window to open up logging in a separate window.
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# ¥PN Client | Log Window M=l E3

Save Log Settings Clgar Cloze

Figure 13-5: Log Window

While you have the log window open, go back to the main VPN client window
and click Log Settings. Change the logging settings for IKE and IPsec to 3 —
High. Click OK to apply these settings.
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# ¥PN Client | Log Settings

Changing logaging levels will take effect immediately and will cause the curent log
window to be cleared.

IKE: | 3-High * | [LOG.IKE ]

Connection Manager: | 1 - Low | [LOG.CM ]

Daemon [evprd): [ T-Low  +| [LOG.CWPND |
User futhentication: | 1-Low  v| [LOGXAUTH]
Cettficates: [ 1-Low  +| [LOG.CERT]
IPSec: [LOG.IPSEC]
CommandLine: [ 1-Low | [LOG.CLI]

GUE | 1 -Low | [LOG.GUI ']

FFP: [ 1-Low  ~| [LOG.FFP]
Firewall [ 1-Low  w| [LOGFIREWALL ]

k. Cancel

Figure 13-6: Logging Settings

Click Enable to enable logging. The Enable button should change to a Disable
button.

# status: Disconnected | ¥YPN Client - Yersion 4.8.02.0010

Connection Entries  Skatus  Certificates Log Oprions  Help

¥ &

Disal:ule Clear Log Settingz  Log Window

Connection Entries | Certificates | Log |

o]
CISCO

Cizco Systems YPH Client Yersion 4.8.02.0010

Copyright [C] 1998-2006 Cizco Systemnz, Inc. All Rights Beserved.
Client Type(z] Windows, WinkH T

Funning on: 5.2.3730

Conhg file directony: C:AProgram FileshCizco Spetemsz'WFPH Client

Mot connecked, |

Figure 13-7: Log Tab with Logging Enabled
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Click the Connection Entries tab, and double-click the entry or click Connect
to connect to this profile.

# status: Disconnected | ¥PN Client - Yersion 4.8.02.0010

Connection Entries  Status  Certificates Log Options  Help

75 B Al
Connect = Irnipart k adify Delete CisCo

Connection Entries IEertificates I Log |

| Connection Entry | Huost | Tranzport
Eazy VPN 192.168.12.2 IP5ec/UDFP

4| | ]

| Mot connected. |

N

Figure 13-8: VPN Client Connections Tab

While the VPN client tries to connect to the VPN, it will prompt you for a
username and password. Enter the user credentials you specified earlier during
the VPN client wizard.

# ¥PN Client | User Authentication for "Easy ¥YPN"

The zerver has requested the following information to complete the wser
authentication,

oot Heemame: Il:is-:cnuser
cisco

EERETERET

Pazzword: I

k. Cancel

Figure 13-9: User Authentication Prompt

When the VPN has successfully connected, you should see a locked padlock
icon in the system tray.
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Figure 13-10: VPN Client System Tray Icon, Status: Connected

You can also see that your connection has populated the log window with
information. After reviewing the information here, click Close to close this
window. This logging functionality can be very useful when troubleshooting VPN
client problems.

& ¥PN Client | Log Window =] E3
o2 UTiadiab dbe U240 Dev=lntosd IFaE LAlba AU il
Added key with SPI=0xa5a4d523 into key list
53 01:34:36.468 01/24/07 Sev=Info/d IPSEC/0xG3700010
Created a new key stucture
84 01:34:36.468 /2407 Sev=lnfo/d IPSEC/0xE370000F
Added key with SPI=0=f158bal6 into key list
55 01:34:36.468 01/24/07 Sev=Info/d IPSEC/OxE370002F
Agzigned Yo private interface addr 172.16.1.101
B 01:34:36.468 01/24/07 Sev=Info/d IPSEC/0xB3700037
Configure public interface; 1921681050, 5G: 192.16812.2
57 01:34:42.828 0/24/07 Sev=Infoid |K.E /OxB300001 3
SEMDIMNG >3 ISAKMP 04K IMFO HASH, MOTIFY:DPD_REQUEST] to
192168122
B3 01:34:42.828 01/24/07 Sev=Info/B |E.E AOxB3000030
Sending DPD request to 192.168.12.2, our zeql = 35933852993
53 01:34:42.8589 01/24/07 Sev=lnfo/h |k.E/OxE300002F
Recerved ISAKMP packet: peer = 192168122
B0 01:34:42859 01/24/07 Sev=Info/d |k.E /OE300007 4
RECEIMIMNG <<< 1SaKMP QAE INFO *HASH, HOTIFY:DPD_ACK) from 192168122
Bl 01:34:42.859 01/24/07 Sev=Info/h |F.E /OxB3000040
Received DPD ACE. from 19216812 2, seqh received = 3383852933, zeqit expected
= 2923852992

Save Log Settings Clgar Cloze

Figure 13-11: Log Window, Populated with Connection Messages

To view VPN connection statistics, right-click the padlock icon in the system
tray and click Statistics....
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# ¥PM Client | Sktatistics

Addresz Information

LClient: 172.16.1.101

Server: 192168122
Bytes

Received: 240

Sent; E299
Packets

Encrypted: 50

Decypted: 4

Digcarded: 0

Bypazsed: 2133

IHDute Dietailz | Firewall |

Connection Information

Entry:
Time:

Crypto
Encrption:
Authentication:

Tranzport

Tranzparent Tunneling:|nactive

Local LAM:
Compressian:

E azy WFPr
0 day(s). O0:05.23

168-bit 3-DES
HMAC-SHAT

Dizabled
Haone

Reszet |

Cloze

Figure 13-12: VPN Client Statistics

Click the Route Details tab to view routes sent out through split tunneling.

# ¥PM Client | Statistics
Local LAH Routes Secured Routes
Hetworl, I Subnet Maszk, | Metworl, Subnet Maszk
17216.0.0 255.255.0.0
Cloze

Figure 13-13: Route Details Tab

Close the Statistics window when done.
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Step 14: Test Inside VPN Connectivity

Now that the host has connected to the VPN, open up the command prompt
again (see earlier steps if you don’t remember how) and ping HQ2's loopback.
This time, it should be successful.

WINDOWSS system 32t cmd.exe

Microsoft Windows [Wersion 5.2.37981
¢G> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settings“~AdministratorXping 172.16.3.1
Pinging 172.16.3.1 with 32 bytes of data:

172.16.3.1: bytes=32 time=58ms TTL=254
172.16.3.1: bytes=32 time=58ms TTL=254
172.16.3.1: bytes=32 time=58ms TTL=254
Reply from 172_16.3.1: bytes=32 time=58ms TTL=254

Ping statistics for 172_16.3.1:
Packets: Sent = 4, Received = 4, Lost = B (Bx los=z>.
Approximate round trip times in milli—seconds
= 5@m=s

Minimum = 58ms, Maximum = 5@ms,. Average

C:~Documents and Settings“~Administrator?>

Figure 14-1: Successful Pings With VPN
Step 15: Verify VPN Operation using the CLI

There are many command line show commands that you can use to verify VPN
configuration. You can use the show crypto isakmp sa and show crypto
ipsec sa commands to verify crypto security associations.

HQ# show crypto isakmp sa
dst src state conn-id slot status
192.168.12.2 192.168.10.50 QM_IDLE 1 0 ACTIVE

HQ# show crypto ipsec sa

interface: Serial0/0/0
Crypto map tag: mymap, local addr 192.168.12.2

protected vrf: (nhone)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (172.16.2.100/255.255.255.255/0/0)
current_peer 192.168.10.50 port 1471

PERMIT, flags={}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 44, #pkts decrypt: 44, #pkts verify: 44
#pkts compressed: 0, #pkts decompressed: 0O
#pkts not compressed: 0, #pkts compr. failed: O
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors O
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local crypto endpt.: 192.168.12.2, remote crypto endpt.: 192.168.10.50
path mtu 1500, ip mtu 1500, ip mtu idb Serial0/0/0
current outbound spi: OXECC953E1(3972617185)

inbound esp sas:
spi: OxB18FB7F1(2978985969)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3001, flow_id: NETGX:1, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4600939/3552)
1V size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: OXECC953E1(3972617185)
transform: esp-3des esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3002, flow_id: NETGX:2, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4600946/3551)
1V size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:

outbound pcp sas:

Use the command show ip local pool to view IP pool information.
HQ# show ip local pool

Pool Begin End Free In use
VPNCLIENTS 172.16.2.100 172.16.2.200 100 1

Step 16: Disconnecting the VPN Client
Right-click the padlock icon in the system tray and click Disconnect. The VPN

client will disconnect.

YRR Client. ..

Skatiskics. ..

Log ‘Window, ..

Botifications. . .

Stateful Firewall {(ahways O

Abouk YPH Client. .,

e 1:56 AM

Figure 16-1: Disconnecting from the VPN via the System Tray lcon
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The padlock should first change to a padlock with an ‘X’ through it, indicating
that it is disconnecting. It will change to an unlocked icon, indicating no VPN
connection. Finally, right-click the padlock and click Exit to quit the VPN client.

YRR Client. ..

Stateful Firewall {ahways On)

About YRR Client. ..

"7 1i5E AM
Figure 16-2: Exiting the VPN Client via the System Tray Icon

Final Configurations

ISP# show run
hostname ISP

1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
no shutdown

1

interface Serial0/0/0

ip address 192.168.12.1 255.255.255.0
clock rate 64000

no shutdown
end

HQ# show run
hostname HQ
1

aaa new-model

!

aaa authentication login default local none
aaa authentication login VPNAUTH local
aaa authorization network VPNAUTH local
!

username cisco password O cisco
username ciscouser password O ciscouser
!

crypto isakmp policy 10

encr aes 256

authentication pre-share

group 2

crypto isakmp keepalive 30 5

crypto isakmp xauth timeout 60

1

crypto isakmp client configuration group ciscogroup

key ciscogroup

pool VPNCLIENTS

acl 100

netmask 255.255.255.0

1

crypto ipsec transform-set mytrans esp-3des esp-sha-hmac
1

crypto dynamic-map mymap 10
set transform-set mytrans

reverse-route
1
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crypto map mymap client authentication list VPNAUTH
crypto map mymap isakmp authorization list VPNAUTH
crypto map mymap client configuration address respond
crypto map mymap 10 ipsec-isakmp dynamic mymap

1

interface LoopbackO
ip address 172.16.2.1 255.255.255.0

interface Serial0/0/0

ip address 192.168.12.2 255.255.255.0
crypto map mymap

no shutdown

interface Serial0/0/1
ip address 172.16.23.2 255.255.255.0
clock rate 64000

no shutdown
1

router eigrp 1

redistribute static

network 172.16.0.0

no auto-summary

1

ip local pool VPNCLIENTS 172.16.2.100 172.16.2.200
ip route 0.0.0.0 0.0.0.0 192.168.12.1

1

éccess—list 100 permit ip 172.16.0.0 0.0.255.255 any
end

HQ2# show run
hostname HQ2
1

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface Serial0/0/1
ip address 172.16.23.3 255.255.255.0

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary

end
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Lab 4.1 Configuring Frame Mode MPLS

Learning Objectives

Configure EIGRP on a router

Configure Label Distribution Protocol on a router

Change the size of the Maximum Transmission Unit (MTU)
Verify MPLS behavior

Topology Diagram

I

(Loopback0: 172.16.2.1 /24)

Fa0/0 $0/0/1

DCE

Fa0/0 S0/0/1

(Loopback0: 172.16.1.1/24) (Loopback0: 172.16.3.1 /24)

l

Scenario

In this lab, you will configure a simple Enhanced Interior Gateway Routing
Protocol (EIGRP) network to route IP packets. You will run Multiprotocol Label
Switching (MPLS) over the IP internetwork to fast-switch Layer 2 frames.

Step 1: Configure Addressing

Configure the loopback interfaces with the addresses shown in the topology
diagram. Also configure the serial interfaces shown in the diagram. Set the
clock rate on the appropriate interface and issue the no shutdown command
on all serial connections. Verify that you have connectivity across the local
subnet using the ping command.
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R1(config)# interface loopback O

Ri(config-if)# ip address 172.16.1.1 255.255.255.0
Ri(config-if)# interface fastethernet 0/0
Ri(config-if)# ip address 172.16.12.1 255.255.255.0
R1(config-if)# no shutdown

R2(config)# interface loopback 0

R2(config-if)# ip address 172.16.2.1 255.255.255.0
R2(config-if)# interface fastethernet 0/0
R2(config-if)# ip address 172.16.12.2 255.255.255.0
R2(config-if)# no shutdown

R2(config-if)# interface serial 0/0/1
R2(config-if)# ip address 172.16.23.2 255.255.255.0
R2(config-if)# clockrate 64000

R2(config-if)# no shutdown

R3(config)# interface loopback 0

R3(config-if)# ip address 172.16.3.1 255.255.255.0
R3(config-if)# interface serial 0/0/1
R3(config-if)# ip address 172.16.23.3 255.255.255.0
R3(config-if)# no shutdown

Step 2: Configure EIGRP AS 1

Configure EIGRP for AS1 on all three routers. Add the whole major network
172.16.0.0 and disable automatic summarization.

Ri(config)# router eigrp 1
R1(config-router)# no auto-summary
R1(config-router)# network 172.16.0.0

R2(config)# router eigrp 1
R2(config-router)# no auto-summary
R2(config-router)# network 172.16.0.0
R3(config)# router eigrp 1

R3(config-router)# no auto-summary
R3(config-router)# network 172.16.0.0

EIGRP neighbor adjacencies should form between R1 and R2 and between R2
and R3. If the adjacencies do not form, troubleshoot by checking your interface
configuration, EIGRP configuration, and physical connectivity.

What impact does IP connectivity have on MPLS?

Step 3: Observe CEF Operation

Since all the routers have EIGRP adjacencies and are advertising the entire
major 172.16.0.0 network, all routers should have full routing tables.
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R1# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 5 subnets
172.16.23.0 [90/2172416] via 172.16.12.2, 00:01:56, FastEthernet0/0
172.16.12.0 is directly connected, FastEthernet0/0
172.16.1.0 is directly connected, LoopbackO
172.16.2.0 [90/156160] via 172.16.12.2, 00:01:56, FastEthernet0/0
172.16.3.0 [90/2300416] via 172.16.12.2, 00:01:51, FastEthernet0/0

SoOO0

On R1, if you perform a traceroute to the R3s loopback, you see the path the
packet follows. This output changes slightly once we configure MPLS.

R1# traceroute 172.16.3.1

Type escape sequence to abort.
Tracing the route to 172.16.3.1

1 172.16.12.2 0 msec 0 msec O msec
2 172.16.23.3 16 msec 12 msec *

Cisco Express Forwarding (CEF) is Cisco’s proprietary Layer 3 switching
algorithm for Cisco 10S routers. CEF allows forwarding to be distributed
throughout the line cards on Cisco models like the Catalyst 6500. CEF also
provides quicker switching than switching based on the routing table (process
switching) or switching based on a standards-compliant forwarding information
base (fast switching).

What is the function of CEF?

Which information does CEF view as significant in making a forwarding
determination for an IP packet?

You can also see that CEF is enabled by default by using the show ip cef
command.
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R1# show ip cef

Prefix Next Hop Interface
0.0.0.0/0 drop NullO (default route handler entry)
0.0.0.0/32 receive

172.16.1.0/24 attached LoopbackO
172.16.1.0/32 receive

172.16.1.1/32 receive

172.16.1.255/32 receive

172.16.2.0/24 172.16.12.2 FastEthernet0/0
172.16.3.0/24 172.16.12.2 FastEthernet0/0
172.16.12.0/24 attached FastEthernet0/0
172.16.12.0/32 receive

172.16.12.1/32 receive

172.16.12.2/32 172.16.12.2 FastEthernet0/0
172.16.12.255/32 receive

172.16.23.0/24 172.16.12.2 FastEthernet0/0
224.0.0.0/4 drop

224.0.0.0/24 receive

255.255.255.255/32 receive

Another important CEF command is the show ip cef non-recursive command
which allows the user to display CEF forwarding information for prefixes
installed in the routing table.

R1# show ip cef non-recursive

Prefix Next Hop Interface

172.16.1.0/24 attached Loopback0

172.16.2.0/24 172.16.12.2 FastEthernet0/0
172.16.3.0/24 172.16.12.2 FastEthernet0/0
172.16.12.0/24 attached FastEthernet0/0
172.16.12.2/32 172.16.12.2 FastEthernet0/0
172.16.23.0/24 172.16.12.2 FastEthernet0/0

CEF records both the Layer 3 next-hop information and the Layer 2 frame next-
hop information. CEF currently supports the following Layer 2 protocols: ATM,
Frame Relay, Ethernet, Fiber Distributed Data Interface (FDDI), PPP, High-
Level Datalink Control (HDLC), and tunnels.

CEF is critical to the operation of MPLS on Cisco routers because MPLS
packets must be forwarded based on label. Since the CEF architecture can
support multiple protocols such as IPv4, IPv6, CEF switching could naturally be
extended to support MPLS labels as well.

CEF should be enabled by default. If CEF is not enabled, issue the ip cef
command in global configuration mode on each router.

Step 4: Enable MPLS on All Physical Interfaces

MPLS is a standardized protocol that allows routers to switch packets based on
labels, rather than route switch packets based on standards in the protocol’s
routing formula. Under normal IP routing, every intermediate system looks up
the destination prefix of an IP packet in the Routing Information Base (RIB) of a
router or in the Forwarding Information Base (FIB) of a fast switch at every
Layer 3 node. Instead of switching that is based on prefix, the first router
running MPLS can encapsulate the IP packet in an MPLS frame and then
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further encapsulate the packet in the Layer 2 frame before sending it across
one of many supported Layer 2 media. At the next MPLS-enabled Label Switch
Router (LSR), the MPLS frame is read and the IP packet is switched as an
MPLS frame from router to router with little rewrite at each node.

This allows routers to switch multiple protocols (hence the name) using the
same switching mechanism, as well as perform some other functionality not
available in traditional destination-based forwarding, including Layer 2 VPNs
(AToM), Layer 3 VPNSs, and traffic engineering. MPLS runs between Layers 2
and 3 of the OSI model and, because of this, is sometimes said to run at Layer
2%. The MPLS header is 4 bytes long and includes a 20-bit label.

Configuring the interface-level command mpls ip on an interface tells the router
to switch MPLS packets inbound and outbound on that interface as well as
attempt to bring up MPLS adjacencies with the Label Distribution Protocol
(LDP) out that egress interface. LDP facilitates communication between MPLS
peers by allowing them to inform each other of labels to assign packets to
particular destinations based on Layer 2, Layer 3, or other significant
information.

Configure MPLS on all physical interfaces in the topology.

NOTE: If you are running the 12.4 version of the IOS on your routers, then the
mpls ip command is what you will use in this lab. However, when Cisco first
developed packet-labeling technology, it was called tag switching. Therefore, if
you are running an older version of the 10S, then you may see one of two
different variations. The first variation is that your router will accept the mpls ip
command. However, the commands will be stored in 10S as tag-switching
commands. The second variation is that your router will not accept the mpls ip
command. In this event, the mpls ip command may be entered as the tag-
switching ip command. Try the newer commands first, beginning with the
mpls keyword.

R1(config)# interface fastethernet0/0
Ri(config-if)# mpls ip

R2(config)# interface fastethernet0/0

R2(config-if)# mpls ip

*Jan 31 08:28:54.315: %LDP-5-NBRCHG: LDP Neighbor 172.16.1.1:0 (1) is UP
R2(config-if)# interface serial0/0/1

R2(config-if)# mpls ip

R3(config)# interface serial0/0/1
R3(config-if)# mpls ip
*Jan 31 08:32:11.571: %LDP-5-NBRCHG: LDP Neighbor 172.16.2.1:0 (1) is UP

Notice that as you configure MPLS on both ends of a connection, 10S logs a
messages to the console on both routers indicating that an LDP neighbor
adjacency has formed.
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Although you are going to use LDP in this lab, there is another Cisco-
proprietary label exchanging protocol called Tag Distribution Protocol (TDP)
which was part of the Cisco Tag Switching architecture. To change the protocol
being used, use the mpls label protocol protocol command either on a global
level at the global configuration prompt or on a per-interface basis, using the
interface-level version of this command. Cisco TDP and MPLS LDP are nearly
identical in function, but use incompatible message formats and some different
procedures. Cisco is changing from TDP to a fully compliant LDP.

Step 5: Verify MPLS Configuration

MPLS has many show commands that you can use to verify proper MPLS
operation. Issue the show mpls interfaces command to see a quick summary
of interfaces configured with MPLS. Keep in mind that you will see this output
because you applied the mpls ip command to these interfaces.

R1# show mpls interfaces

Interface 1P Tunnel Operational
FastEthernet0/0 Yes (1dp) No Yes

R2# show mpls interfaces

Interface 1P Tunnel Operational
FastEthernet0/0 Yes (1ldp) No Yes
Serial0/0/1 Yes (1dp) No Yes

R3# show mpls interfaces

Interface 1P Tunnel Operational
Serial0/0/1 Yes (1dp) No Yes

Issue the show mpls Idp discovery command to find out local sources for LDP
exchanges and the show mpls Idp neighbor command to show LDP
adjacencies. Notice that MPLS chooses its IDs based on loopback interfaces,
similar to other protocols such asOpen Shortest Path First (OSPF), Border
Gateway Protocol (BGP).

R1# show mpls ldp discovery
Local LDP ldentifier:
172.16.1.1:0
Discovery Sources:
Interfaces:
FastEthernet0/0 (Idp): xmit/recv
LDP Id: 172.16.2.1:0; no host route

R1# show mpls ldp neighbor
Peer LDP ldent: 172.16.2.1:0; Local LDP ldent 172.16.1.1:0
TCP connection: 172.16.2.1.49525 - 172.16.1.1.646
State: Oper; Msgs sent/rcvd: 29/26; Downstream
Up time: 00:16:40
LDP discovery sources:
FastEthernet0/0, Src IP addr: 172.16.12.2
Addresses bound to peer LDP ldent:
172.16.12.2 172.16.23.2 172.16.2.1

R2# show mpls ldp discovery
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Local LDP Identifier:
172.16.2.1:0
Discovery Sources:
Interfaces:
FastEthernet0/0 (ldp): xmit/recv
LDP Id: 172.16.1.1:0; no host route
Serial0/0/1 (ldp): xmit/recv
LDP Id: 172.16.3.1:0; no host route

R2# show mpls ldp neighbor
Peer LDP ldent: 172.16.1.1:0; Local LDP ldent 172.16.2.1:0
TCP connection: 172.16.1.1.646 - 172.16.2.1.49525
State: Oper; Msgs sent/rcvd: 27/30; Downstream
Up time: 00:17:06
LDP discovery sources:
FastEthernet0/0, Src IP addr: 172.16.12.1
Addresses bound to peer LDP ldent:
172.16.12.1 172.16.1.1
Peer LDP ldent: 172.16.3.1:0; Local LDP ldent 172.16.2.1:0
TCP connection: 172.16.3.1.34352 - 172.16.2.1.646
State: Oper; Msgs sent/rcvd: 27/26; Downstream
Up time: 00:16:23
LDP discovery sources:
Serial0/0/1, Src IP addr: 172.16.23.3
Addresses bound to peer LDP Ident:
172.16.23.3 172.16.3.1

R3# show mpls ldp discovery
Local LDP Identifier:
172.16.3.1:0
Discovery Sources:
Interfaces:
Serial0/0/1 (ldp): xmit/recv
LDP 1d: 172.16.2.1:0; no host route
R3# show mpls ldp neighbor
Peer LDP Ident: 172.16.2.1:0; Local LDP ldent 172.16.3.1:0
TCP connection: 172.16.2.1.646 - 172.16.3.1.34352
State: Oper; Msgs sent/rcvd: 27/28; Downstream
Up time: 00:17:19
LDP discovery sources:
Serial0/0/1, Src IP addr: 172.16.23.2
Addresses bound to peer LDP ldent:
172.16.12.2 172.16.23.2 172.16.2.1

What interface does LDP use on R1 to identify itself to other LDP peers?

What transport protocol does LDP use to communicate with other LDP peers?
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In the configuration you set up in Step 4, all routers are acting as Label Switch
Routers (LSRs) and running LDP. On LSRs, each forwarding equivalence class
(in this case, each routable IP prefix) is assigned an MPLS label. LDP
automatically distributes labels to peers to be used when sending traffic to
specific destinations through the LSR. Once labels have been distributed,
switching for MPLS packets is done through the Label Information Base (LIB).

Display the contents of the LIB using the show mpls Idp bindings command.
There is a binding for every routed prefix; however, the bindings may vary from
router to router since they can get swapped at each hop. In a larger network,
the way labels are swapped is easier to see. The LIB is also referred to on
Cisco routers as the TIB, a legacy name from Tag Switching. Do not be
alarmed to see the LIB entries listed instead as TIB entries: this does not signal
that TDP is the protocol being used for distribution.

R1# show mpls ldp bindings
tib entry: 172.16.1.0/24, rev 6
local binding: tag: imp-null
remote binding: tsr: 172.16.2.1:0, tag: 16
tib entry: 172.16.2.0/24, rev 8
local binding: tag: 17
remote binding: tsr: 172.16.2.1:0, tag: imp-null
tib entry: 172.16.3.0/24, rev 10
local binding: tag: 18
remote binding: tsr: 172.16.2.1:0, tag: 17
tib entry: 172.16.12.0/24, rev 4
local binding: tag: imp-null
remote binding: tsr: 172.16.2.1:0, tag: imp-null
tib entry: 172.16.23.0/24, rev 2
local binding: tag: 16
remote binding: tsr: 172.16.2.1:0, tag: imp-null

R2# show mpls ldp bindings
tib entry: 172.16.1.0/24, rev 6
local binding: tag: 16

remote binding: tsr: 172.16.1.1:0, tag: imp-null
remote binding: tsr: 172.16.3.1:0, tag: 17

tib entry: 172.16.2.0/24, rev 8
local binding: tag: imp-null
remote binding: tsr: 172.16.1.1:0, tag: 17
remote binding: tsr: 172.16.3.1:0, tag: 18

tib entry: 172.16.3.0/24, rev 10
local binding: tag: 17
remote binding: tsr: 172.16.1.1:0, tag: 18
remote binding: tsr: 172.16.3.1:0, tag: imp-null

tib entry: 172.16.12.0/24, rev 4
local binding: tag: imp-null

remote binding: tsr: 172.16.1.1:0, tag: imp-null
remote binding: tsr: 172.16.3.1:0, tag: 16

tib entry: 172.16.23.0/24, rev 2
local binding: tag: imp-null
remote binding: tsr: 172.16.1.1:0, tag: 16
remote binding: tsr: 172.16.3.1:0, tag: imp-null

R3# show mpls Idp bindings
tib entry: 172.16.1.0/24, rev 6
local binding: tag: 17
remote binding: tsr: 172.16.2.1:0, tag: 16
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tib entry: 172.16.2.0/24, rev 8

local binding: tag: 18

remote binding: tsr: 172.16.2.1:0, tag: imp-null
tib entry: 172.16.3.0/24, rev 10

local binding: tag: imp-null

remote binding: tsr: 172.16.2.1:0, tag: 17
tib entry: 172.16.12.0/24, rev 4

local binding: tag: 16

remote binding: tsr: 172.16.2.1:0, tag: imp-null
tib entry: 172.16.23.0/24, rev 2

local binding: tag: imp-null

remote binding: tsr: 172.16.2.1:0, tag: imp-null

The local bindings are generated by LDP on a Label Switch Router when LDP
is enabled. A label is generated for every prefix in the routing table. These
labels are then sent to all of the router’'s LDP peers. A tag of implicit-NULL
(“imp-null” in the output of the command show mpls Idp bindings ) is
advertised when the packet with not be forwarded locally based on label, but
based on prefix. This situation regularly occurs with connected networks.

For instance, assume R2 and R3 have already peered with each other using
LDP. Now R1 begins running MPLS and attempts to peer to R2:

1. R1 generates the locally bound label, namely 18, for the prefix
172.16.3.0/24 in its routing table.

2. R1 advertises the local binding to its LDP peer, R2.

3. R2 enters R1’s binding for the 172.16.3.0/24 prefix, now classified as a
remote binding, into its LIB, regardless of whether it uses it to reach the
destination network. The remote binding for this IP prefix through R1 is
label 18.

4. Based on the routing table, R2 will use R3 as the next hop for the
172.16.3.0/24. R2 will not forward IP packets inside an MPLS
encapsulation, but rather simply as IP packets because R3 has
advertised the label of implicit-NULL to R2.

What is the significance of the “local binding” entry?

What is the significance of a “remote binding” entry?
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On R2, why is there more than one remote binding for each of the networks in
the diagram?

Note that LDP assigns local labels to all Interior Gateway Protocol (IGP)
prefixes and advertises the bindings to all LDP peers. The concept of split
horizon does not exist; an LDP peer assigns its own local label to a prefix and
advertises that back to the other LDP peer, even though that other LDP peer
owns the prefix (it is a connected prefix) or that other LDP peer is the
downstream LSR.

What is the meaning of the implicit NULL label?

As mentioned earlier, traceroute would differ slightly once MPLS was set up.
The output now includes labels for each hop. Unfortunately, because of the size
of this network, you only see one label. In a larger network, you would see more
hops, and therefore more labels.

R1# traceroute 172.16.3.1

Type escape sequence to abort.
Tracing the route to 172.16.3.1

1 172.16.12.2 [MPLS: Label 17 Exp 0] 44 msec 44 msec 48 msec
2 172.16.23.3 12 msec 12 msec *

Step 6: Change MPLS MTU

Because you are adding in extra header information to packets, the MTU of
packets can change. Remember that each MPLS header is 4 bytes. The default
MTU size of MPLS packets is taken from the interface it is running on, which in
the case of Ethernet is 1500 bytes. To verify this, use the show mpls
interfaces interface-type interface-number detail command to the Ethernet
connections of R1 and R2.

R1# show mpls interfaces fastethernet 0/0 detail
Interface FastEthernet0/0:
IP labeling enabled (ldp):
Interface config
LSP Tunnel labeling not enabled
BGP tagging not enabled
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Tagging operational

Fast Switching Vectors:
IP to MPLS Fast Switching Vector
MPLS Turbo Vector

MTU = 1500

R2# show mpls interfaces fastethernet 0/0 detail
Interface FastEthernet0/0:
IP labeling enabled (ldp):
Interface config
LSP Tunnel labeling not enabled
BGP tagging not enabled
Tagging operational
Fast Switching Vectors:
IP to MPLS Fast Switching Vector
MPLS Turbo Vector
MTU = 1500

For this lab, we will change the Ethernet connection between R1 and R2 to

support 2 MPLS headers, so we will change the MPLS MTU to 1508 on their
Fast Ethernet interfaces. To change the MPLS MTU, use the mpls mtu size
command in interface configuration mode. Verify the change using the show

mpls interfaces interface detail command used earlier.

Ri(config)# interface fastethernet 0/0
R1i(config-if)# mpls mtu 1508

R2(config)# interface fastethernet0/0
R2(config-if)# mpls mtu 1508

R1# show mpls interface fastethernet 0/0 detail
Interface FastEthernet0/0:
IP labeling enabled (ldp):
Interface config
LSP Tunnel labeling not enabled
BGP tagging not enabled
Tagging operational
Fast Switching Vectors:
IP to MPLS Fast Switching Vector
MPLS Turbo Vector
MTU = 1508

R2# show mpls interface fastethernet 0/0 detail
Interface FastEthernet0/0:
IP labeling enabled (ldp):
Interface config
LSP Tunnel labeling not enabled
BGP tagging not enabled
Tagging operational
Fast Switching Vectors:
IP to MPLS Fast Switching Vector
MPLS Turbo Vector
MTU = 1508

Final Configurations

R1# show run
1

Hostname R1
1
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interface LoopbackO
ip address 172.16.1.1 255.255.255.0

interface FastEthernet0/0

ip address 172.16.12.1 255.255.255.0
mpls ip

mpls mtu 1508

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary
1

end

R2# show run
1

hostname R2
1

interface LoopbackO
ip address 172.16.2.1 255.255.255.0

interface FastEthernet0/0

ip address 172.16.12.2 255.255.255.0
mpls ip

mpls mtu 1508

no shutdown

interface Serial0/0/1

ip address 172.16.23.2 255.255.255.0
mpls ip

clock rate 64000

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary
1

end

R3# show run
1

hostname R3
1

interface LoopbackO
ip address 172.16.3.1 255.255.255.0

interface Serial0/0/1

ip address 172.16.23.3 255.255.255.0
mpls ip

no shutdown

1

router eigrp 1
network 172.16.0.0
no auto-summary
!

end
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Lab 4.2 Challenge Lab: Implementing MPLS VPNs

Learning Objectives

Configure Open Shortest Path First (OSPF) and Enhanced Interior Gateway
Routing Protocol (EIGRP) on a router

Enable MPLS on a router

Verify MPLS implementation

Configure a Virtual Routing/Forwarding (VRF) instance

Use MBGP to exchange VPN routing updates

Verify VPN activity

Topology Diagram
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Scenario

As a network engineer at a service provider corporation, you suggest rolling out
MPLS as a new transport technology to facilitate VPNs between customer sites
that connect through your network. Your CIO has asked you to implement
proof-of-concept in a lab environment, starting with a small implementation of
MPLS VPNs before moving up to more moderately sized test cases.
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MPLS VPN technology is a powerful technology that leverages the multiprotocol
aspect of MPLS to switch MPLS frames between VPN endpoints while hiding
the customer networks from the MPLS transport network that connects them. In
other words, the intermediate transport network has no knowledge of the
customer’s IP networks, but is still able to label-switch frames based on
information it receives from MPLS Label Distribution Protocol (LDP)

relationships.

You decide to model one of your current customer’s connections and then show
how MPLS VPNs can be used to carry customer traffic through the provider
network. The International Travel Agency currently uses your network to
connect from its corporate headquarters to a remote branch office, so you
choose this customer network to model in your demonstration.

First, set up the model of both the service provider’'s network and the agency’s
network. Then use appropriate routing and forwarding techniques to set up an
MPLS VPN between the provider edge routers to which the customer connects.

SP1, SP2, and SP3 will represent a service provider network, and HQ and
BRANCH will represent the International Travel Agency routers at their
headquarters and at a branch site.

Step 1: Configure Addressing

2 -

27

Configure the loopback interfaces with the addresses shown in the diagram.
Also configure the serial interfaces shown in the diagram. Set the clock rate on
the appropriate interfaces and issue the no shutdown command on all physical
interfaces. Verify that you have connectivity across the local subnet using the
ping command inside the service provider domain. Wait to configure the
interface on SP1 facing HQ and the interface on SP3 facing BRANCH. These
will be configured later.

SP1(config)# interface loopback 0O

SP1(config-if)#
SP1(config-if)#
SP1(config-if)#
SP1(config-if)#
SP1(config-if)#
SP1(config-if)#
SP1(config-if)#

ip address 10.0.1.1 255.255.255.255
interface serial 0/0/0

ip address 10.0.12.1 255.255.255.0

no shutdown

interface fastethernet 0/0

ip address 172.16.100.254 255.255.255.0
no shutdown

SP2(config)# interface loopback 0O

SP2(config-if)#
SP2(config-if)#
SP2(config-if)#
SP2(config-if)#
SP2(config-if)#
SP2(config-if)#
SP2(config-if)#
SP2(config-if)#

ip address 10.0.2.1 255.255.255.255
interface serial 0/0/0

ip address 10.0.12.2 255.255.255.0

no shutdown

interface serial 0/0/1

ip address 10.0.23.2 255.255.255.0

clockrate 64000

no shutdown

SP3(config)# interface loopback 0

SP3(config-if)#
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SP3(config-if)# interface serial 0/0/1

SP3(config-if)# ip address 10.0.23.3 255.255.255.0
SP3(config-if)# no shutdown

SP3(config-if)# interface serial 0/1/0

SP3(config-if)# ip address 172.16.200.254 255.255.255.0
SP3(config-if)# no shutdown

Configure customer sites HQ and BRANCH.

HQ(config)# interface loopback O

HQ(conFig-if)# ip address 172.16.10.1 255.255.255.0
HQ(config-if)# interface fastethernet 0/0
HQ(conFig-if)# ip address 172.16.100.1 255.255.255.0
HQ(config-if)# no shutdown

BRANCH(config)# interface loopback O

BRANCH(config-if)# ip address 172.16.20.1 255.255.255.0
BRANCH(config-if)# interface serial 0/0/0
BRANCH(config-if)# ip address 172.16.200.1 255.255.255.0
BRANCH(config-if)# clockrate 64000

BRANCH(config-if)# no shutdown

Step 2: Configure Routing in the Service Provider Domain

Your service provider network uses OSPF as its routing protocol, advertising
internal loopback interfaces and transit networks. Configure OSPF to model the
service provider domain. Add all of the interfaces addressed within the 10.0.0.0
major network into Area 0 of the OSPF process. You will only need to configure
OSPF in this manner on the service provider routers, namely SP1, SP2, and
SP3.

SP1(config)# router ospf 1
SP1(config-router)# network 10.0.0.0 0.255.255.255 area O

SP2(config)# router ospf 1
SP2(config-router)# network 10.0.0.0 0.255.255.255 area 0O

SP3(config)# router ospf 1
SP3(config-router)# network 10.0.0.0 0.255.255.255 area O

Verify that all of your OSPF adjacencies come up. OSPF adjacencies should
form between SP1 and SP2 and between SP2 and SP3. If the adjacencies do
not form, troubleshoot by checking your interface configuration, OSPF
configuration, and physical connectivity.

What purpose does OSPF serve in the configuration above?
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Consider that you will deploy Border Gateway Protocol (BGP) in the SP domain
later in the lab using loopback addresses as the sources for BGP updates. Why
do you need to deploy an Interior Gateway Protocol (IGP) in the SP domain?

Step 3: Configure MPLS in the SP Domain

On all the service provider routers, force MPLS to use the Loopback 0 interface
as the router ID for Label Distribution Protocol (LDP) adjacencies. The loopback
interface would be chosen by each router automatically, but it is advisable to
force the ID so that the value is persistent through topology changes and
reloads. To force LDP’s selection of the loopback interface as the router ID, use
the mpls Idp router-id interface force command in global configuration mode.
Also, enable MPLS on all of the physical interfaces in the MPLS domain with
the mpls ip command.

SP1(config)# mpls Idp router-id loopbackO force
SP1(config)# interface serial0/0/0
SP1(config-if)# mpls ip

SP2(config)# mpls Idp router-id loopbackO force
SP2(config)# interface serial0/0/0
SP2(config-if)# mpls ip

SP2(config-if)# interface serial0/0/1
SP2(config-if)# mpls ip

SP3(config)# mpls Idp router-id loopbackO force
SP3(config)# interface serial0/0/1
SP3(config-if)# mpls ip

You should see console messages notifying you that the MPLS-enabled routers
have become adjacent with each other via LDP. Verify that these adjacencies
have formed using the show mpls Idp neighbor command.

SP1# show mpls Idp neighbor
Peer LDP ldent: 10.0.2.1:0; Local LDP Ildent 10.0.1.1:0
TCP connection: 10.0.2.1.62676 - 10.0.1.1.646
State: Oper; Msgs sent/rcvd: 9/9; Downstream
Up time: 00:01:43
LDP discovery sources:
Serial0/0/0, Src IP addr: 10.0.12.2
Addresses bound to peer LDP ldent:
10.0.12.2 10.0.23.2 10.0.2.1

SP2# show mpls Idp neighbor
Peer LDP ldent: 10.0.1.1:0; Local LDP Ildent 10.0.2.1:0
TCP connection: 10.0.1.1.646 - 10.0.2.1.62676
State: Oper; Msgs sent/rcvd: 10/10; Downstream
Up time: 00:02:03
LDP discovery sources:
Serial0/0/0, Src IP addr: 10.0.12.1
Addresses bound to peer LDP ldent:
10.0.12.1 10.0.1.1
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Peer LDP ldent: 10.0.3.1:0; Local LDP Ildent 10.0.2.1:0

TCP connection: 10.0.3.1.42919 - 10.0.2.1.646
State: Oper; Msgs sent/rcvd: 10/10; Downstream

Up time: 00:01:58
LDP discovery sources:
Serial0/0/1, Src IP addr: 10.0.23.3
Addresses bound to peer LDP ldent:
10.0.23.3 10.0.3.1

SP3# show mpls Idp neighbor

Peer LDP ldent: 10.0.2.1:0; Local LDP Ildent 10.0.3.1:0

TCP connection: 10.0.2.1.646 - 10.0.3.1.42919
State: Oper; Msgs sent/rcvd: 10/10; Downstream

Up time: 00:02:08
LDP discovery sources:
Serial0/0/1, Src IP addr: 10.0.23.2
Addresses bound to peer LDP ldent:
10.0.12.2 10.0.23.2 10.0.2.1

Step 4: Configure a VRF

5-
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An MPLS VPN is a Layer 3 VPN that allows the routing of packets through a
MPLS core. This type of VPN provides a customer with connections to multiple
sites through a service provider’s network. The service provider not only
provides the physical connection, but the ability to dynamically route between
the VPN endpoints. This is especially impressive when one considers that the
customers may not be using globally unique Layer 3 addresses. For instance,
different customers can use private addresses, as defined by RFC 1918, but
still use the same transit provider to route their specific endpoints without
translation. The routers at the provider’'s edge run the same routing protocol as
the customer’s network and allow the customer offices to interface with the

provider.
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Provider Network
Running MPLS

———

iBGP session

to exchange
customer routes

Customer Network Customer Network

The standard model for MPLS VPNSs uses the following designations:

e Provider (P) — Routers owned by the SP that act as label switch routers
(LSRs) to provide transit across the provider backbone. P routers do not
carry customer routes in their routing tables.

e Customer (C) — Routers owned by the customer that provide transit
through the normal customer network.

e Customer Edge (CE) — The CE router is installed at the customer site.
Depending upon the business model of the ISP, this router may be
managed by the customer, the ISP, or both. The CE router connects to,
and communicates with, the service provider routers, and allows the
service provider to participate in customer routing.

e Provider Edge (PE) — Routers owned by the provider that actively
participate in customer routing, guaranteeing optimum routing between
customer sites. PE routers use a separate virtual routing table for each
customer, resulting in perfect isolation between customers.

It is important to note that neither the C nor the CE routers need any special
configuration. The P routers only require a simple MPLS LDP configuration.
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In this lab, SP2 models the P router, SP1 and SP3 model the PE routers. HQ
and BRANCH are both CE routers with loopback networks to simulate
connections to other C routers.

The PE routers control the entire MPLS VPN from end to end. There are a
number of relevant questions you may be asking: How can a single router
determine which routes in its table belong to the service provider’s internal
network and which routes belong to each customer? How can the PE device
allow customers to utilize existing networks including private addressing without
creating routing problems?

The answer to all of these questions lies in the ability of routers to maintain
virtual routing and forwarding (VRF) instances. Each VRF uses and maintains
its own routing information base (RIB) and Cisco Express Forwarding (CEF)
table. Interfaces are either assigned to specific VRF instances or they use the
default RIB and CEF tables. The VRF instance’s RIB fulfills the role of control
plane while the VRF's CEF table fulfills the role of the data forwarding plane.
Routing protocols between the PE and CE routers populate the VRF RIB and
CEF makes forwarding decisions based on the routes in the VRF RIB. When an
IP packet arrives on an interface that has been associated with a VRF, the
packet is routed according to the CEF table for that VRF instance. CEF is the
only IP switching protocol supported for VRF, so CEF should be enabled
globally with the ip cef command and on the interfaces associated with the VRF
instance.

However, PE routers must now be connected through the provider network to
perform routing and forwarding between customer sites. The most efficient and
only scalable method to achieve this is to use the multiprotocol extensions to
BGP (MP-BGP) that enable it to carry routes for different routed protocols. PE
routers will establish iBGP sessions with other PEs in your carrier network to
exchange for each VPN routes. This will help populate the VRF routing tables
on each of the PE routers with the VRF tables from other customer sites. CEF
tables will be updated with the RIB information so that forwarding may occur
between customer sites once the label-switched paths have been created
through the provider network.

PE routers advertise routes that are part of their VPN using a new traffic class
to distinguish these routes from internal routes in the provider’'s network. BGP
uses a new address family called VPNv4 to carry MPLS-VPN routes to IPv4
networks. The VPNv4 address family is a 12-byte address consisting of an 8-
byte route distinguisher (RD) and a 4-byte IPv4 address. The RD acts as a
unique prefix when appended with the IPv4 address. Each VRF must have an
RD for unique advertisement.

VRFs use the route target attribute to control the import and export of VPNv4
routes through iBGP. The route target is an extended BGP community that
indicates which routes should be imported from MP-BGP into the VRF.
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Exporting a route target (RT) means that the exported VPNv4 route receives an
additional BGP extended community—this is the route target—when the route
is redistributed from the VRF RIB into MP-BGP. Importing an RT means that
the received VPNv4 route from MP-BGP is checked for a matching extended
community—this is the route target—with the ones in the configuration.

To configure a VRF instance on the PE routers, use the ip vrf name command
in global configuration mode on SP1 and SP3. At the VRF configuration prompt,
create a VRF named “customer.” Each VRF instance will need a route
distinguisher and a route target. The route distinguisher and route target are
each eight bytes in length, with a colon separating four bytes on either side.
There are various conventions for allocating route distinguishers for MPLS
VPNs, the most useful of which is ASN:nn. Another popular notation is IP
address:nn. In each of these cases, ‘nn’ represents an arbitrary value assigned
by the network administrator. In this lab, use 100:1 as the route distinguisher.
The route target is also an arbitrary eight-byte value used later in BGP.

Configure a route distinguisher (RD) of 100:1 and route target (RT) of 1:100
using the commands rd ASN:nn and route-target {import | export | both}
nn:nn. In this case, you need to use the both keyword because you want PEs
to import and export from that VRF.

SP1(config)# ip vrf customer
SP1(config-vrf)# rd 100:1
SP1(config-vrf)# route-target both 1:100

SP3(config)# ip vrf customer
SP3(config-vrf)# rd 100:1
SP3(config-vrf)# route-target both 1:100

Imagine that SP1 is running MP-BGP and it receives a VPNv4 route with a
route target of 100:100. Given the above configuration, should BGP import the
route into the customer VRF routing table?

After creating the VRFs, add interfaces to the VRF using the interface-level ip
vrf forwarding name command, where name is the VRF instance name. Use
this command on the interfaces of SP1 and SP3 (the PE routers) facing the CE
routers. Add the IP address shown in the diagram to those interfaces, as well.

SP1(config)# interface fastethernet 0/0

SP1(config-if)# ip vrf forwarding customer
SP1(config-if)# ip address 172.16.100.254 255.255.255.0
SP1(config-if)# no shut

SP3(config)# interface serial 0/1/0
SP3(config-if)# ip vrf forwarding customer

8-27 CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 4-2 Copyright © 2007, Cisco Systems, Inc



SP3(config-if)# ip address 172.16.200.254 255.255.255.0
SP3(config-if)# no shutdown

You should now be able to ping across those the PE-CE links because you
configured the other end of these links in Step 1. However, since these are not
in the default routing table, you must use the ping vrf name address command.
Since the VRF is transparent to the customer routers, you can use a traditional
ping command when you are pinging from the C and CE routers.

SP1# ping vrf customer 172.16.100.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
HQ# ping 172.16.100.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/8 ms
SP3# ping vrf customer 172.16.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/32 ms
BRANCH# ping 172.16.200.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.200.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/28/28 ms
Step 5: Configure EIGRP AS 1

The service provider by whom you are employed uses the BGP AS 100. Your
customer, the International Travel Agency, uses the BGP AS 1. To keep the
configuration logically consistent, use the AS number 100 for EIGRP and BGP
in the provider’s network and use the AS number 1 for EIGRP and BGP in the
customer’s network. You will configure EIGRP AS 1 on the PE routers from
within the configuration of the global EIGRP AS 100.

On the customer routers, configure EIGRP AS 1 for the major network
172.16.0.0. Disable automatic summarization.

HQ(config)# router eigrp 1
HQ(config-router)# no auto-summary
HQ(config-router)# network 172.16.0.0

BRANCH(config)# router eigrp 1

BRANCH(config-router)# no auto-summary
BRANCH(config-router)# network 172.16.0.0
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Given only the information above, will EIGRP form any adjacencies
immediately?

On the PE routers, the configuration is more complex. Every IGP has a different
method of configuring a VRF for it. To implement EIGRP for VRFs, start the
EIGRP process by configuring EIGRP AS 100. Remember, this AS belongs to
the provider and is not significant to the customer. If you were using EIGRP as
the service provider’s IGP instead of OSPF, you would configure your network
statements at this point .

SP1(config)# router eigrp 100

SP3(config)# router eigrp 100

Now, to configure EIGRP for an individual VRF instance, use the command
address-family ipv4 vrf name, where name is the name of the VRF instance.
Although each VPN must be logically separate from other IPv4 address spaces
using VRF, this separation must extend not only to the routing table but to the
routing protocols as well. The address-family command creates a logical
segment of a routing protocol and its routes and adjacencies in order to
separate it from other sets of routes and adjacencies. In this case, you will
separate an EIGRP autonomous system from the EIGRP instance initiated with
the router eigrp 100 command. Networks learned via this new autonomous
system will be injected into the VRF routing table associated with the isolated
EIGRP AS. ltis also important to note that these networks will not be
advertised to any neighbors in EIGRP AS 100; it is completely separate from
the rest of the EIGRP domain.

SP1(config-router)# address-family ipv4 vrf customer
SP1(config-router-af)# autonomous-system 1
SP1(config-router-af)# no auto-summary
SP1(config-router-af)# network 172.16.0.0

SP3(config-router)# address-family ipv4 vrf customer
SP3(config-router-af)# autonomous-system 1
SP3(config-router-af)# no auto-summary
SP3(config-router-af)# network 172.16.0.0

On the PE routers, display the default routing table with the show ip route
command. Notice that the PE routers do not possess any routes from the
172.16.0.0/16 major network in the default routing table. Display the VRF
routing table with the show ip route vrf name command, where name is the
VRF instance name.

SP1# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
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D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - I1S-1S, su - IS-1IS summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.0.12.0/24 is directly connected, Serial0/0/0
10.0.3.1/32 [110/129] via 10.0.12.2, 05:29:59, Serial0/0/0
10.0.2.1/32 [110/65] via 10.0.12.2, 05:29:59, Serial0/0/0
10.0.1.1/32 is directly connected, LoopbackO
10.0.23.0/24 [110/128] via 10.0.12.2, 05:29:59, Serial0/0/0

[eNoNoNoNe!

SP1# show ip route vrf customer

Routing Table: customer
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-1IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets
D 172.16.10.0 [90/156160] via 172.16.100.1, 00:03:29, FastEthernet0/0
C 172.16.100.0 is directly connected, FastEthernet0/0

SP3# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.0.12.0/24 [110/128] via 10.0.23.2, 05:30:42, Serial0/0/1
10.0.3.1/32 is directly connected, LoopbackO
10.0.2.1/32 [110/65] via 10.0.23.2, 05:30:42, Serial0/0/1
10.0.1.1/32 [110/129] via 10.0.23.2, 05:30:42, Serial0/0/1
10.0.23.0/24 is directly connected, Serial0/0/1

OO0O0O0OO0

SP3# show ip route vrf customer

Routing Table: customer
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, su - I1S-IS summary, L1 - 1S-1S level-1, L2 - IS-1S level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set
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172.16.0.0/24 is subnetted, 2 subnets
C 172.16.200.0 is directly connected, Serial0/1/0
D 172.16.20.0 [90/2297856] via 172.16.200.1, 00:02:06, Serial0/1/0

The SP1 and HQ routers do not possess routes to the customer networks on
SP3 and BRANCH and vice versa. Explain why this occurs though EIGRP
adjacencies have formed:

Step 6: Configure BGP

Now that the PE routers are routing to the CE routers over VRF tables, you can
set up the PE routers to exchange routes through BGP. First, configure BGP
between SP1 and SP3 and have them peer between their loopback addresses.
Synchronization should be disabled by default on newer 10S releases. If
synchronization is not already disabled, then explicitly disable it using the no
synchronization command. For more information on configuring BGP, refer to
CCNP1.

SP1(config)# router bgp 100
SP1(config-router)# neighbor 10.

0.3.1 remote-as 100
SP1(config-router)# neighbor 10.0.3.

1
1 update-source loopbackO

SP3(config)# router bgp 100
SP3(config-router)# neighbor 10.

0. remote-as 100
SP3(config-router)# neighbor 10.0.

i:i update-source loopbackO

To configure the exchange of VPNv4 routes over BGP, use the address-family
vpnv4 command. At the address family prompt, activate the BGP neighbor for
this address family with neighbor address activate command. Activating a
neighbor for an address family allows BGP to send routes to and receive routes
from the designated neighbor using the specified address family. By default,
neighbors are only activated for IPv4.

The RTs are translated as extended BGP communities, so you must allow SP1
and SP3 to send both standard and extended communities over MP-BGP using
the neighbor address send-community both command. The adjacencies may
flap (temporarily go down and then come back up) when you activate the
address family.

SP1(config-router)# address-family vpnv4
SP1(config-router-af)# neighbor 10.0.3.1 activate
SP1(config-router-af)# neighbor 10.0.3.1 send-community both
SP1(config-router-af)# exit

SP3(config-router)# address-family vpnv4
SP3(config-router-af)# neighbor 10.0.1.1 activate
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SP3(config-router-af)# neighbor 10.0.1.1 send-community both
SP3(config-router-af)# exit

Finally, you need to configure BGP to redistribute the EIGRP routes in the VRF
RIB into the BGP protocol so that these are advertised to the remote PE. Under
the main BGP configuration prompt, enter another address family associated
only with the routing table for the VRF customer. Redistribute the EIGRP routes
that are associated with this VRF into BGP.

SP1(config-router)# address-family ipv4 vrf customer
SP1(config-router-af)# redistribute eigrp 1
SP1(config-router-af)# exit

SP1(config-router)# exit

SP3(config-router)# address-family ipv4 vrf customer
SP3(config-router-af)# redistribute eigrp 1
SP3(config-router-af)# exit

SP3(config-router)# exit

Based on the above configuration, will SP1’s VRF RIB contain the
172.16.20.0/24 route that was originated by EIGRP on BRANCH? Explain.

Will HQ learn the same routes via EIGRP? Explain.

Do you expect to see the redistributed routes as internal or external EIGRP
routes on the CE routers? Explain.

Enter the EIGRP instance that contains the VRF configuration on SP1 and SP3
and configure it to redistribute BGP routes. Since you are redistributing into
EIGRP from BGP, the metrics are not comparable. Add a seed metric with a
bandwidth of 64 kbps, 100 microseconds, reliability of 255/255, load of 1/255,
and MTU of 1500 bytes.

SP1(config)# router eigrp 100
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SP1(config-router)# address-family ipv4 vrf customer
SP1(config-router-af)# redistribute bgp 100 metric 64 1000 255 1 1500

SP3(config)# router eigrp 100
SP3(config-router)# address-family ipv4 vrf customer
SP3(config-router-af)# redistribute bgp 100 metric 64 1000 255 1 1500

Step 7: Investigate Control Plane Operation

Remember that MPLS differentiates the control plane from the forwarding
plane. The control plane, represented by the routing table (the RIB) and the
routing protocols, must operate so that the VRF routes reach remote PEs and
are installed as necessary in the VRF routing tables. Not only the prefixes, but
also the accompanying metrics and tags are important to the reconstruction of
the route at the remote PE. Fortunately, MP-BGP allows you to send these
metrics in the Network Layer Reachability Information (NLRI).

Through this step and also Step 8, you will investigate the routing and
forwarding information associated with the route to 172.16.20.0/24.

Verify that the routes have propagated to the remote PE routers. Issue the
show ip route vrf name command to see the VRF RIB. Notice the source of
the routes on the PE routers.

SP1# show ip route vrf customer

Routing Table: customer

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 4 subnets
172.16.200.0 [200/0] via 10.0.3.1, 00:06:44
172.16.20.0 [200/2297856] via 10.0.3.1, 00:06:44
172.16.10.0 [90/156160] via 172.16.100.1, 00:17:34, FastEthernet0/0
172.16.100.0 is directly connected, FastEthernet0/0

(@ W)

SP3# show ip route vrf customer

Routing Table: customer

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 4 subnets
C 172.16.200.0 is directly connected, Serial0/1/0
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D 172.16.20.0 [90/2297856] via 172.16.200.1, 16:47:37, Serial0/1/0
B 172.16.10.0 [200/156160] via 10.0.1.1, 00:17:28
B 172.16.100.0 [200/0] via 10.0.1.1, 00:17:28

You may be asking “Why does the source of the route to 172.16.20.0/24 on
SP1 point to 10.0.3.1 since that address would be routed based on the default
routing table?” Consider that when an internally generated route is sent to an
iIBGP peer, BGP sets the NEXT-HOP attribute to be the advertising router. In
this case, SP3 generates the route in BGP by redistribution. The BGP peers are
communicating between loopback interfaces, so the NEXT-HOP is set to the IP
address of the BGP peer’s source interface. The VRF RIB thus points to an
interface that must be reached through the default, global RIB. We will
investigate the forwarding for packets destined for these networks in the next
step.

On the CE routers, issue the show ip route command to see a full routing
table.

HQ# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 4 subnets
D 172.16.200.0
[90/2172416] via 172.16.100.254, 00:05:17, FastEthernet0/0
D 172.16.20.0 [90/2300416] via 172.16.100.254, 00:05:17, FastEthernet0/0
C 172.16.10.0 is directly connected, LoopbackO
C 172.16.100.0 is directly connected, FastEthernet0/0

BRANCH# show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-IS level-1, L2 - IS-IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 4 subnets
172.16.200.0 is directly connected, Serial0/0/0
172.16.20.0 is directly connected, LoopbackO
172.16.10.0 [90/2300416] via 172.16.200.254, 00:02:02, Serial0/0/0
172.16.100.0 [90/2172416] via 172.16.200.254, 00:02:02, Serial0/0/0

Qo OO

On both the CE and PE routers, notice that the routes you redistributed from
BGP into EIGRP are internal EIGRP routes because BGP preserves features of
the EIGRP route while advertising the route to the other PEs. The PE encodes
as much EIGRP information as possible into new extended communities TLV
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tuples (type, length, value) to preserve route characteristics through the VPN.
This enables the remote PE router to reconstruct the EIGRP route with all of its
characteristics, including the metric components, AS, TAG and, for external
routes, the remote AS number, the remote ID, the remote protocol, and the
remote metric. These are the EIGRP characteristics of a prefix that you can find
in the topology table. If the EIGRP-advertised route is internal, the route is
advertised as an internal route into the remote site if the destination AS
matches the source AS carried by the BGP extended community attributes.

Display information on the VPNv4 BGP routes on SP1 with the show bgp
vpnv4 unicast all command.

SP1# show bgp vpnv4 unicast all
BGP table version is 9, local router ID is 10.0.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,
r RIB-failure, S Stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 100:1 (default for vrf customer)
*> 172.16.10.0/24 172.16.100.1 156160 32768 ?
*>§172.16.20.0/24 10.0.3.1 2297856 100 072
*> 172.16.100.0/24 0.0.0.0 0 32768 ?
*>§172.16.200.0/24 10.0.3.1 0 100 072

SP3# show bgp vpnv4 unicast all

BGP table version is 9, local router ID is 10.0.3.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 -
internal,

-

RIB-failure, S Stale
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 100:1 (default for vrf customer)
*>§172.16.10.0/24 10.0.1.1 156160 100 07
*> 172.16.20.0/24 172.16.200.1 2297856 32768 ?
*>§172.16.100.0/24 10.0.1.1 0] 100 07
*> 172.16.200.0/24 0.0.0.0 0 32768 ?

Notice that the metric (MED value) in BGP is the metric advertised through
EIGRP for that route as well.

What does the value of the NEXT-HOP attribute for the 172.16.200.0/24
network on SP3 indicate?

What is the value of the BGP NEXT-HOP attribute for the 172.16.20.0/24 route
on SP1?
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By which routing protocol and from which router was the route to 10.0.3.1/32
installed in the default routing table on SP1?

View more specific detail on a particular prefix using show bgp vpnv4 unicast
all ip-address command. Notice that the MPLS label information is included.
Execute this on both of the PEs. Remember that SP3 is advertising the
172.16.20.0/24 prefix through BGP, while SP1 is receiving the route through
BGP NLRI.

SP1# show bgp vpnv4 unicast all 172.16.20.0/24
BGP routing table entry for 100:1:172.16.20.0/24, version 15
Paths: (1 available, best #1, table customer)
Flag: 0x820
Not advertised to any peer
Local
10.0.3.1 (metric 129) from 10.0.3.1 (10.0.3.1)
Origin incomplete, metric 2297856, localpref 100, valid, internal, best
Extended Community: RT:1:100
Cost:pre-bestpath:128:2297856 (default-2145185791) 0x8800:32768:0
0x8801:1:640000 0x8802:65281:1657856 0x8803:65281:1500
mpls labels in/out nolabel/20

SP3# show bgp vpnv4 unicast all 172.16.20.1
BGP routing table entry for 100:1:172.16.20.0/24, version 15
Paths: (1 available, best #1, table customer)
Advertised to update-groups:
1
Local
172.16.200.1 from 0.0.0.0 (10.0.3.1)
Origin incomplete, metric 2297856, localpref 100, weight 32768, valid,
sourced, best
Extended Community: RT:1:100
Cost:pre-bestpath:128:2297856 (default-2145185791) 0x8800:32768:0
0x8801:1:640000 0x8802:65281:1657856 0x8803:65281:1500
mpls labels in/out 20/nolabel

Notice that there are multiple values in the BGP extended communities. Recall
that BGP sends the route information in NLRI as extended communities. These
values are TLVs indicating such EIGRP attributes as the TAG, AS number,
bandwidth, delay, reliability, load, MTU, and hop count.

Why is the origin code “incomplete™?
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What type of attribute carries the route target information in MP-BGP NLRI?

Notice the MPLS labels indicated for the BGP route above. The in-label of
‘nolabel’ on SP1 indicates that SP1 is not advertising a label for the prefix
172.16.20.0/24. The out-label of 21 is advertised by SP3 and received by SP1.
This label is significant only on the path between SP1 and SP3. This label has
been allocated by BGP on SP3.

View the list of MPLS labels that are being used with BGP using show bgp
vpnv4 unicast all labels.

SP1# show bgp vpnv4 unicast all labels

Network Next Hop In label/0Out label

Route Distinguisher: 100:1 (customer)

172.16.10.0/24 172.16.100.1 19/nolabel

172.16.20.0/24 10.0.3.1 nolabel/20
172.16.100.0/24 0.0.0.0 20/aggregate(customer)
172.16.200.0/24 10.0.3.1 nolabel/19

SP3# show bgp vpnv4 unicast all labels
Network Next Hop In label/0Out label

Route Distinguisher: 100:1 (customer)
172.16.10.0/24 10.0.1.1 nolabel/19
172.16.20.0/24  172.16.200.1 20/nolabel
172.16.100.0/24 10.0.1.1 nolabel/20
172.16.200.0/24 0.0.0.0 19/aggregate(customer)

How has SP1 learned the VPN label, label 20?

Will SP1 or SP2 learn the label via LDP?

Has the P router SP3 learned about label 20 from SP3? Explain.

18 - 27

CCNP: Implementing Secure Converged Wide-area Networks v5.0 - Lab 4-2

Copyright © 2007, Cisco Systems, Inc



Finally, display the route attributes for the same prefix, 172.16.20.0/24, in the
EIGRP topology table on SP1 with the show ip eigrp vrf customer topology
ip-prefix/mask command. Verify this against the originator of the EIGRP route in
BGP, SP3.

SP1# show ip eigrp vrf customer topology 172.16.20.0/24
IP-EIGRP (AS 1): Topology entry for 172.16.20.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2297856
Routing Descriptor Blocks:
10.0.3.1, from VPNv4 Sourced, Send flag is O0xO
Composite metric is (2297856/0), Route is Internal (VPNv4 Sourced)
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 25000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1

SP3# show ip eigrp vrf customer topology 172.16.20.0/24
IP-EIGRP (AS 1): Topology entry for 172.16.20.0/24
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 2297856
Routing Descriptor Blocks:
172.16.200.1 (Serial0/1/0), from 172.16.200.1, Send flag is Ox0
Composite metric is (2297856/128256), Route is Internal
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 25000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1

Notice that there is absolutely no difference in the EIGRP route parameters
between SP1 and SP3. BGP encodes and decodes the information on the PE
routers with no changes.

Remember that SP2, a P router, has no knowledge of individual routes in the
VRF tables on the PE routers. You can verify this with the show commands
performed previously.

SP2# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF iInter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - I1S-1S, su - IS-1S summary, L1 - 1S-1IS level-1, L2 - IS-1IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set
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10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.0.12.0/24 1is directly connected, Serial0/0/0
10.0.3.1/32 [110/65] via 10.0.23.3, 1d0Oh, Serial0/0/1
10.0.2.1/32 is directly connected, LoopbackO
10.0.1.1/32 [110/65] via 10.0.12.1, 1dOOh, Serial0/0/0
10.0.23.0/24 is directly connected, Serial0/0/1

OO0OOO00O

SP2# show ip route vrf customer
% IP routing table customer does not exist

Ping between the CE routers to verify connectivity through the MPLS VPN.
HQ# ping 172.16.20.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.20.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 84/89/93 ms
BRANCH# ping 172.16.10.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 84/86/88 ms
Step 8: Investigate Forwarding Plane Operation

Recall that MPLS has two tables, the Label Information Base (LIB) and the
Label Forwarding Information Base (LFIB). Normally, LDP-allocated labels are
advertised to LDP peers. BGP-allocated labels are advertised to BGP peers.
BGP-allocated labels will be used by BGP peers as an MPLS label on packets
destined for that network through the VPN. The BGP-allocated labels are only
significant to the ingress and egress routers. P routers that are not BGP peers
with the PE routers will not see the VPN label for the networks known by BGP.

In order to traverse the MPLS cloud, the packets need to be label-switched at
every hop based on advertised labels. In order to ensure that VPN packets that
reach the egress PE have the MPLS label needed to switch the packets once
they arrive, the labels are stacked at the ingress PE. However, the packet still
needs to be sent along the label-switched path.

Recall that the VRF RIB’s next hop for the networks known via the VPN point to
the loopback on the egress PE. CEF uses the ‘inuse’ label for the BGP next hop
as the outermost label for packets traveling through the MPLS VPN. First,
however, CEF must push on the VPN label that will be used at the egress PE.
Thus, CEF stacks the label in a sequential manner so that the VPN label is
available at the egress PE, but the label to traverse the label-switched path
through the P routers is pushed as the outermost label.

Take some time to study and understand the details of how this is possible.

BGP, LDP, CEF, the LFIB, and the provider’'s IGP are all involved in the use of
MPLS labels as a VPN technology.
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Once BGP learns the MPLS label to use as the VPN label, this information is
entered into the CEF forwarding table on the ingress PE. Display the CEF
forwarding entry for 172.16.20.0/24 on SP1 with the show ip cef vrf name ip-
address command.

SP1# show ip cef vrf customer 172.16.20.0
172.16.20.0/24, version 12, epoch 0, cached adjacency to Serial0/0/0
0 packets, O bytes
tag information set
local tag: VPN-route-head
fast tag rewrite with Se0/0/0, point2point, tags imposed: {16 20}
via 10.0.3.1, O dependencies, recursive
next hop 10.0.12.2, Serial0/0/0 via 10.0.3.1/32
valid cached adjacency
tag rewrite with Se0/0/0, point2point, tags imposed: {16 20}

CEF resolves the recursive lookup to the BGP next hop. Based on the labels
learned by LDP, CEF may or may not apply the forwarding label to reach
10.0.3.1/32. In this case, LDP on SP2 has advertised a forwarding label to SP1.
View the labels advertised to SP1 via LDP using the show mpls ip binding

command.
SP1# show mpls ip binding
10.0.1.1/32
in label: imp-null
out label: 17 Isr: 10.0.2.1:0
10.0.2.1/32
in label: 16
out label: imp-null 1Isr: 10.0.2.1:0 inuse
10.0.3.1/32
in label: 17
out label: 16 Isr: 10.0.2.1:0 inuse
10.0.12.0/24
in label: imp-null
out label: imp-null 1Isr: 10.0.2.1:0
10.0.23.0/24
in label: 18
out label: imp-null Isr: 10.0.2.1:0 inuse

CEF pushes the label of 20 onto the packet first, then pushes the outer label of
16. The CEF forwarding table decides which path to use based of course on the
default RIB. The route has been installed in the RIB by OSPF. Thus, the ingress
PE imposes two labels in the sequence {16, 20} as shown in the CEF
forwarding table above.

Since the incoming VPN packets from SP1 are encapsulated in MPLS frames,
SP2 acts according to the directives in its LFIB. SP2 is also the penultimate hop
in the label-switched path from SP1 to SP3'’s loopback interface, and therefore
pops the outermost label from the MPLS frame. Display the LFIB with the show
mpls forwarding-table command.

SP2# show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel 1d switched interface

16 Pop tag 10.0.3.1/32 5175 Se0/0/1 point2point
17 Pop tag 10.0.1.1/32 8079 Se0/0/0 point2point
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Notice that the LFIB does not care whether there is an inner label or not, it
simply performs the operation specified in the column labeled “Outgoing tag or
VC.”

If you enable MPLS packet debugging on SP2 using debug mpls packets then
issue a ping from one CE to the other, you can see the MPLS packets being
label-switched. The ICMP packets are forwarded inside MPLS frames through
SP2. Notice in the debug output that each ICMP echo request receives a reply
which is label-switched on its return path through the MPLS network. When you
are done, disable debugging.

SP2# debug mpls packets
MPLS packet debugging is on

HQ# ping 172.16.20.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.20.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 84/87/92 ms

SP2#

*Feb 3 20:55:57.422: MPLS: Se0/0/0: recvd: CoS=0, TTL=254, Label(s)=16/20
*Feb 3 20:55:57.422: MPLS: Se0/0/1: xmit: CoS=0, TTL=253, Label(s)=20

1

i These 2 messages indicate the label-switching of the ICMP echo request

1

*Feb 3 20:55:57.478: MPLS: Se0/0/1: recvd: CoS=0, TTL=254, Label(s)=17/20
*Feb 3 20:55:57.478: MPLS: Se0/0/0: xmit: CoS=0, TTL=253, Label(s)=20

1

i These 2 messages indicate the label-switching of the ICMP echo reply
1

;Feb

3 20:55:57.510: MPLS: Se0/0/0: recvd: CoS=0, TTL=254, Label(s)=16/20
*Feb 3 20:55:57.510: MPLS: Se0/0/1: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.566: MPLS: Se0/0/1: recvd: CoS=0, TTL=254, Label(s)=17/20
*Feb 3 20:55:57.566: MPLS: Se0/0/0: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.598: MPLS: Se0/0/0: recvd: CoS=0, TTL=254, Label(s)=16/20
*Feb 3 20:55:57.598: MPLS: Se0/0/1: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.654: MPLS: Se0/0/1: recvd: CoS=0, TTL=254, Label(s)=17/20
*Feb 3 20:55:57.654: MPLS: Se0/0/0: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.686: MPLS: Se0/0/0: recvd: CoS=0, TTL=254, Label(s)=16/20
*Feb 3 20:55:57.686: MPLS: Se0/0/1: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.742: MPLS: Se0/0/1: recvd: CoS=0, TTL=254, Label(s)=17/20
*Feb 3 20:55:57.742: MPLS: Se0/0/0: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.774: MPLS: Se0/0/0: recvd: CoS=0, TTL=254, Label(s)=16/20
*Feb 3 20:55:57.774: MPLS: Se0/0/1: xmit: CoS=0, TTL=253, Label(s)=20
*Feb 3 20:55:57.830: MPLS: Se0/0/1: recvd: CoS=0, TTL=254, Label(s)=17/20
*Feb 3 20:55:57.830: MPLS: Se0/0/0: xmit: CoS=0, TTL=253, Label(s)=20

SP2# undebug all
All possible debugging has been turned off

Continue tracing the label-switched path through the provider network to the
egress PE, SP3.

Based on which forwarding table will the VPN packet be switched at SP3?
Explain.
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Display the MPLS LFIB on SP3 using the show mpls forwarding-table
command that you used on SP2 previously.

SP3# show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface
16 Pop tag 10.0.12.0/24 0 Se0/0/1 point2point
17 Pop tag 10.0.2.1/32 0 Se0/0/1 point2point
18 17 10.0.1.1/32 0 Se0/0/1 point2point
19 Aggregate 172.16.200.0/24[V] \

2704
20 Untagged 172.16.20.0/24[V] 2704 Se0/1/0 point2point

Notice that SP3 forwards the decapsulated IP packet untagged to the Serial
0/1/0 egress interface because it was received with a label of 20. This is the
label that BGP advertised to SP1. SP1’'s CEF forwarding table encapsulated the
IP packets within two MPLS labels {16 20} and then forwarded the packet to
SP2.

Conclusion

Issue the traceroute command from one CE to another to find that it is going
through multiple Layer 3 hops. This is an important debugging tool because it
can also be issued from a PE router with reference to a VRF.

HQ# traceroute 172.16.20.1

Type escape sequence to abort.
Tracing the route to 172.16.20.1

1 172.16.100.254 0 msec O msec O msec

2 10.0.12.2 126 msec 117 msec 126 msec

3 172.16.200.254 59 msec 50 msec 50 msec
4 172.16.200.1 50 msec 42 msec *

Fill in the following table tracing the path of packets from 172.16.100.1 to
172.16.20.1 in order to trace the packet’s path:

Incoming  Outgoing  Switched By Incoming  Outgoing

Router

(MPLS/IP) (MPLS/IP) (CEF/LFIB) Label(s) Label(s)
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HQ
SP1
SP2
SP3

BRANCH

Given the output shown below on each of the routers, trace the return path from
172.16.20.1 t0 172.16.100.1 by filling in the chart.

BRANCH# show ip cef 172.16.100.1
172.16.100.0/24, version 22, epoch 0, cached adjacency to Serial0/0/0
0 packets, O bytes
via 172.16.200.254, Serial0/0/0, O dependencies
next hop 172.16.200.254, Serial0/0/0
valid cached adjacency

SP3# show ip cef vrf customer 172.16.100.1
172.16.100.0/24, version 6, epoch 0, cached adjacency to Serial0/0/1
0 packets, 0O bytes
tag information set
local tag: VPN-route-head
fast tag rewrite with Se0/0/1, point2point, tags imposed: {17 20}
via 10.0.1.1, O dependencies, recursive
next hop 10.0.23.2, Serial0/0/1 via 10.0.1.1/32
valid cached adjacency
tag rewrite with Se0/0/1, point2point, tags imposed: {17 20}

SP2# show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface

16 Pop tag 10.0.3.1/32 15601 Se0/0/1 point2point
17 Pop tag 10.0.1.1/32 25413 Se0/0/0 point2point
SP1# show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC  or Tunnel Id switched interface

16 Pop tag 10.0.2.1/32 0 Se0/0/0 point2point
17 16 10.0.3.1/32 0 Se0/0/0 point2point
18 Pop tag 10.0.23.0/24 0 Se0/0/0 point2point
19 Untagged 172.16.10.0/24[V] O Fa0/0 172.16.100.1
20 Aggregate 172.16.100.0/24[V] \O

Incoming  Outgoing  Switched By Incoming  Outgoing

ROUter  (\ipLS/IP) (MPLS/IP) (CEFI/LFIB) Label(s) Label(s)
BRANCH
SP3
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SP2
SP1

HQ

Final Configurations

HQ# show run
hostname HQ
1

interface Loopback0
ip address 172.16.10.1 255.255.255.0
no shutdown

interface FastEthernet0/0
ip address 172.16.100.1 255.255.255.0

no shutdown
1

router eigrp 1
network 172.16.0.0
no auto-summary

end

SP1# show run

hostname SP1
1

ip vrf customer

rd 100:1

route-target export 1:100
route-target import 1:100

interface LoopbackO
ip address 10.0.1.1 255.255.255.255

interface FastEthernet0/0

ip vrf forwarding customer

ip address 172.16.100.254 255.255.255.0
no shutdown

interface Serial0/0/0

ip address 10.0.12.1 255.255.255.0
mpls ip

clock rate 64000

no shutdown

1
router eigrp 100

no auto-summary

1

address-family ipv4 vrf customer
redistribute bgp 100 metric 64 1000 255 1 1500
network 172.16.0.0

no auto-summary

autonomous-system 1
exit-address-family

1
router ospf 1

network 10.0.0.0 0.255.255.255 area 0
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router bgp 100

no synchronization

neighbor 10.0.3.1 remote-as 100
neighbor 10.0.3.1 update-source LoopbackO
no auto-summary

1

address-family vpnv4

neighbor 10.0.3.1 activate

neighbor 10.0.3.1 send-community both
exit-address-family

1

address-family ipv4 vrf customer
redistribute eigrp 1

no synchronization
exit-address-family

1
mpls Ildp router-id LoopbackO force
end

SP2# show run
hostname SP2
!
interface LoopbackO
ip address 10.0.2.1 255.255.255.255

interface Serial0/0/0

ip address 10.0.12.2 255.255.255.0
mpls ip

no shutdown

interface Serial0/0/1

ip address 10.0.23.2 255.255.255.0
mpls ip

clock rate 64000

no shutdown

!
router ospf 1

network 10.0.0.0 0.255.255.255 area 0
!
mpls Idp router-id LoopbackO force
end

SP3# show run

hostname SP3
1

ip vrf customer

rd 100:1

route-target export 1:100
route-target import 1:100

interface LoopbackO
ip address 10.0.3.1 255.255.255.255

interface Serial0/0/1

ip address 10.0.23.3 255.255.255.0
mpls ip

no shutdown

1
interface Serial0/1/0

ip vrf forwarding customer

ip address 172.16.200.254 255.255.255.0
no shutdown
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router eigrp 100

no auto-summary

!

address-family ipv4 vrf customer
redistribute bgp 100 metric 64 1000 255 1 1500
network 172.16.0.0

no auto-summary

autonomous-system 1
exit-address-family

1
router ospf 1

network 10.0.0.0 0.255.255.255 area 0
!
router bgp 100

no synchronization

neighbor 10.0.1.1 remote-as 100
neighbor 10.0.1.1 update-source LoopbackO
no auto-summary

!

address-family vpnv4

neighbor 10.0.1.1 activate

neighbor 10.0.1.1 send-community both
exit-address-family

!

address-family ipv4 vrf customer
redistribute eigrp 1

no synchronization
exit-address-family

!
mpls Idp router-id LoopbackO force
end

BRANCH# show run
hostname BRANCH
L
interface LoopbackO
ip address 172.16.20.1 255.255.255.0

interface Serial0/0/0

ip address 172.16.200.1 255.255.255.0
clock rate 64000

no shutdown

1

router eigrp 1

network 172.16.0.0

no auto-summary
end
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Lab 5.1 Using SDM One-Step Lockdown

Learning Objectives

¢ Install the Nmap application on a host
e Use Cisco Security Device Manager (SDM) One-Step Lockdown
e Use Nmap before and after to verify results

Topology Diagram

Fa0/0

.50 ]
Host

192.168.10.0 /24

Scenario

Your CIO is rolling out a new security policy in the corporate network. Your
manager notes that several of the requirements in the security policy can be
accomplished automatically using one-step lockdown. One-step lockdown is a
feature of SDM that allows automatic configuration of best practice security
commands.

In order to rapidly implement the security policy, implement one-step lockdown
using SDM, and verify the results using Nmap, a tool that allows you to identify
remote system types with a port scan.

Step 1: Configure Addressing

Configure the router interface shown in the topology diagram.

R1(config)# interface fastethernet0/0
R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no shutdown

On the host, download Nmap for Windows from the following URL.:
http://insecure.org/Nmap/download.html.

After you have downloaded the file, configure the host with the IP address
192.168.10.50 as shown in the diagram. If you do not know how to change an
IP address in Windows, refer to Lab 3.1: Configuring a Router with SDM.

If you use a switch to connect routers to hosts, erase the switch’s configuration
and leave the switch in its default configuration for the entirety of this lab
exercise. By default, the switch assigns all switchports to VLAN 1. Thus, R1 and
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the PC host shown in the diagram will communicate across VLAN 1. If you are
accessing your equipment remotely, follow the instructions given by your
instructor concerning the configuration of the switch.

Step 2: Install Nmap on the Host

Run the installer program. Click | Agree to accept the licensing agreement for
Nmap.

Note: At the time this lab was written, Nmap only partially works on computers
running Microsoft Windows XP Service Pack 2. This may change in the future,
so check the Nmap download page for updates.

sleap Setup !E |

License Agreement e
Please review the license kerms befare installing Mmap, ‘,‘ 9 ’

Press Page Down ko see the resk of the agreement,

' e

J*****
* COPYIMG -- Describes the terms under which Nmap is dlstrlbuted & copy *
l:uF the @MU GPL is appended ko this file.

*

IMPORTAMT MMAF LICENSE

TERMS
*

*
*

* The Nmap Security Scanner is () 1996-2006 Insecure, Com LLC, MNmap is
* alzo a regiskered trademark of Insecure.Com LLC. This program is free * ;I

If vou accept the kerms of the agreement, click I Agree to conkinue, You rmusk accepk the
agreement ko install Mmap.

Mullsaft Install System wg, 13

I Agree I Zancel

Figure 2-1: Nmap License Agreement

On the Choose Components page, do not change the default components that
are checked. Click Next to install the defaults.
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ﬁleap Setup

Choose Components
hoose which Features of Mmap wou want to install,

heck the components wou wank to install and uncheck the components wou don't wank to

install, Click Mext ko conkinue,

Wrmap
Reqister Mmap Path
winPcap 3.1

Improve Performance

Seleck components to install;

Space required: 2,9ME6

Mullsoft Install Svskem w2, 13

— Descripkion
Pasition your mouse
aver & component ba
seg jts description,

< Back I Mext = I Zancel

Figure 2-2: Nmap Setup, Components Selection

Use the default installation directory. Click Next.
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ﬁleap Setup !EI |

Choosze Inztall Location e
hoose the Folder in which to install Mmap. E @ 1

Setup will install Mmap in the Following Folder. To install in a different Folder, dlick Browse and
select another Folder, Click Install ko start the installation.

Destination Folder

Browse, .. |

Space required: 2,9ME6
Space available: 4, 1GE

Mullsoft Install Svskem w2, 13

< Back I Install I Zancel

Figure 2-3: Nmap Installation Location

If you have previously installed other security tools that use WinPcap, a popup
window may appear notifying you that WinPcap is already installed and will be
skipped as part of the Nmap installation. If this notification appears, as shown in
Figure 2-4, click OK, and skip to Figure 2-7 toward the end of this step. If this
notification does not appear, proceed normally through this step.

winpcap-nmap-3.1 Setup

Skipping WinPcap installation since version 3.1.0.27 already exisks on this swstem. Uninstall that wersion First if vou wish to Force install,

Figure 2-4: WinPcap Installed Notification

Click I Agree to accept the license agreement for WinPcap.
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" opyright (c) 1999 - 2005 MebGroup, Politecnico di Torino (Ikaly),
opywright {c) 2005 CACE Technologies, Davis {California).
all rights reserved,

Redistribution and use in source and binary Farms, with or withauk

|lisk af conditions and the Following disclaimer.,

other materials provided with the distribution,

modification, are permitted provided that the Following conditions are mek:
1. Redistributions of source code musk retain the abowve copyright notice, this

2. Redistributions in binary Form must reproduce the abowe copyright notice,
this lisk of conditions and the following disclaimer in the documentation andfor

3. Meither Fhe name af Fhe Prlitecnica di Tarinn. CACF Terbnnlnnies noe e j

Cancel | Mullsoft Install System w2, 13

Figure 2-5: WinPcap License Agreement

Accept the default installation directory, or choose your own installation

directory, and then click Install.

Ih:'! winpcap-nmap-3.1 Setup: Installation Folder

the installation,

| Setup will install winpcap-nmap-3.1 in the Following Falder. To installin a
different Folder, click Browse and select another folder, Click Install ko skark

I 3

"Destinatinn Folder

Erowse, .. |

Space reguired: 642, 0KE
Space available: 4. 1GE

Cancel | ullsaft Install System v, 13 < Back | Install I

Figure 2-6: WinPcap Installation Location Dialog

Click Close to complete the WinPcap installation. You are
installation.
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m:-'- winpcap-nmap-3.1 Setup: Completed

B | Completed

Shiowe details |

Cancel | Mullsoft Install System v, 13 = Back |

Figure 2-7: WinPcap Installation Progress Indicator

When the Nmap installation is complete, click Close to end the installation

wizard.
ﬁleap Setup !EI |
Inztallation Complete P
Setup was completed successFully, { ¢ }
Completed

|
Show details |

Mullsoft Install Svskem w2, 13

= Back

Zancel |

Figure 2-8: Nmap Installation Progress Indicator
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Step 3: Run a Port Scan with Nmap

Nmap for Windows runs as a text-based command line program. To run Nmap,
open the Microsoft Windows command-line terminal. Click the Start button, and
then choose Run. Type cmd in the Open field, and then click OK. Once in the
command prompt, navigate to the Nmap installation directory and run Nmap for
R1 using nmap address.

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator> cd ..
C:\Documents and Settings> cd ..

C:\> cd Program Files

C:\Program Files> cd Nmap

C:\Program Files\Nmap> nmap 192.168.10.1

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-05 03:48 Eastern
Standard

Time

Interesting ports on 192.168.10.1:

Not shown: 1695 closed ports

PORT  STATE SERVICE

23/tcp open telnet

80/tcp open http

MAC Address: 00:19:06:23:43:80 (Cisco Systems)

Nmap finished: 1 IP address (1 host up) scanned in 3.843 seconds

Step 4: Prepare Router for SDM

Recall that a router must be prepared for SDM connectivity before the SDM
management interface can configure a router.

Which protocols does SDM use to connect to a router? Provide the name and
number layer of the OSI model at which each protocol operates.

Prepare the router for SDM connectivity with the following configuration.

username ciscosdm privilege 15 password 7 030752180500324843
ip http authentication local

ip http secure-server

line vty 0 4

transport input ssh
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For more information on the commands used here, refer to Lab 3.1: :
Configuring SDM on a Router. See Section 2 in this lab: Prepare the Router
for SDM

Step 5: Use SDM One-Step Lockdown

One-step lockdown is an automatic procedure used to secure a router. It is only
available through the SDM interface and not on the router itself in CLI. Thus,
SDM must deliver the one-step lockdown functionality over SSH as an
expanded set of configuration commands.

On the host, start up SDM to configure R1. At the menu bar at the top of the
window, click Edit, and then choose Preferences.

F Cisco Router and Security Device Manager {SDM): 192.168.10.1

File Edit “iew Tools Help

@ Hame Caonfigure Manitor

CIScoSYSTEMS
2 e 4 il

Refresh Save Search Help

s Hardware Software
."-’ —
‘ Model Type: Cisco 2811 10S Version: 12.4(3T1
Available / Total Memory(MB): 1300256 MB SDM Version: 232
Cisco 2811 Total Flash Capacity: 61 MB
V] (9] (9] & &

Configuration Overview i Running Config

"* Interfaces and Connections & Up 1) = Down (8

Total Supported LAN: 2 Total Supported WAN: 4(Serial)
Configured LAN Interface: 1 Total WAN Connections: 0
DHCP Server: Mot Configured

g Firewall Policies X Inactive Trusted (0) Untrusted (00 DWZ (0

IPSec (Site-to-Site): 0 GRE over IPSec: 0
Xauth Login Required: 0 Easy VPN Remote: 0
No. of DMVPN Clients: 0 No. of Active VPN Clients: 0

No. of Static Route: 1]
[ynamic Routing Protocols: Maone

Active Signatures: 0
Ho. of IPS-enabled Interfaces: 1]
SDF Version:

Security Dashbhoard

19:01:48 UTC Mon Feb 05 2007 é

Figure 5-1: SDM Home Screen

Make sure Preview commands before delivering to router is checked, and
then click OK. From now on, you are able to preview exactly what configuration
lines the SDM delivers to the router.
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=]|

User Preferences

Selectyour preferences and click the Ok button to activate them. These preferences are saved as a
cookie inyour hrowser, Ifcookies are disabled inyour browser, it anly applies to the current session.
To restore the default settings, click the Default button and then click Q.

v :Preview commands before delivering to router.:

¥ Save signature file to Flash.
v Confirm before exiting from SO,

¥ Continue rmanitaring interface status when switching modetask

Maximum numbet af interfaces to manitar: |4

oK cancel |  Defautt | Help

Figure 5-2: SDM User Preferences

On the SDM home screen, click the Configure icon. Then on the Tasks toolbar,
click the Security Audit icon.

Click the One-step lockdown button to begin the process.
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F Cisco Router and Security Device Manager {SDM): 192.168.10.1
File Edit “iew Tools Help

, @ _ [ % o Q ? Cisco SVSTEMS
@ Harne: Caonfigure Manitor Rrefrosh Save St Helo M

—— Security Audit

Use Case Scenario

SO will run a series of predefined checklistto assess your router's security
configuration. Once finished, SOM will present you with a list of recommended
actions, which vou may choose to apply. Or, you may directly perform one step
router lock-down by using the below option.

FPerfarm security audit |

—— Dine-step lockdown

One-step lockdown configures the router with set of defined security features
with recommended settings. Clicking the below button will deliver the
configurations to the router.

Additional One-step lockdown |

Configure the router settings 19:04:48 UTC Man Feh 05 2007 %

Figure 5-3: SDM Security Audit Screen

Click Yes to begin.
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SoMWarning [
& This il lock down your router. [fyou later weant to undo some of the
settings, vou can use the following options:

(11 Fun Security Audit wizard again and select "Undo Security
configurations".

(21 Additional Tasks.

Are you sure to lockdowwn sour router?

Yes Mo

Figure 5-4: SDM One-step Lockdown Warning

After analysis, SDM generates a list of changes to be made to your router’s
configuration. Click the Deliver button to have SDM add them to the router.
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One-step lockdown |

FPlease wait while One-step lockdown is configuring the router with recommended
SECUrity settings.

Nl:u| [tern Mame | Status -

Finger Serdce will he disabled

Fad Service will be disabled

TCP small servers Service will be disabled

LUDP small servers Service will be disabled

IP hootp server Serice will be enahled

IP ident Service will he dizahled

CDP will be disablad

IP zaurce route will be dizahbled

9  Passwoard encryption Service will be enabled

10 TCP Keepalives far inbound telnet sessions will he enabled
11 TCP Keepalives for authound telnet sessions will he enahled
12 Seguence Mumbers and Time Stamps on Debugs will be enabled
13 IP CEF will he enablad

14 IP Gratuitous Arps will he disabled

15 Minimum Passward length will he set for 6 characters or mare
16  Authentication Failure Rate will he setfar 3 retries

[ B R T TR

LALLRRLRLRRRRRN

Deliver |

Figure 5-5: One-step Lockdown Configuration Tasks

Because you enabled the display of commands to be delivered to the router at
the outset of this step, a preview window appears showing you the configuration
changes SDM one-step lockdown intends to make. Examine the commands
here or in the final configuration to see what security changes SDM will make.
Click Deliver again when you are done reviewing.
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Deliver Configuration to Router

Deliver delta commands to the router's running config.

Freview commands that will he delivered to the router's running configuration.

aaa new-model i’
aaa authentication login local_authen local

aaa autharization exec local_author local
line wiy 0 4

login authentication local_authen
authaorization exec local_authar
transport input ssh

exit

line con 0
Elgin authentication local_authen _ILI
1 *

The differences between the running canfiguration and the startup configuration are lost whenewver the

rauter is turned off,

[™ Save running config. to router's startup config.
This operation can take several minutes.

Deliver Cancel Save o file Help

Figure 5-6: One-Step Lockdown Command Preview

Click OK once the commands are delivered.

Commands Delivery Status |
Command Delivery Status:
Freparing commands for delivery... ﬂ

Submitting 84 commands, please wait...
Configuration delivered to router,

i o

Figure 5-7: SDM Command Delivery Status

Close SDM when the operation has completed.
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Step 6: Use Nmap to See Changes

Run Nmap again to see that the router closed the telnet port (because of one-
step lockdown) but can still be accessed through SSH.

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator> cd ..
C:\Documents and Settings> cd ..

C:\> cd Program Files

C:\Program Files> cd Nmap

C:\Program Files\Nmap> nmap 192.168.10.1

Starting Nmap 4.20 ( http://insecure.org ) at 2007-02-05 13:58 Eastern
Standard

Time

Interesting ports on 192.168.10.1:

Not shown: 1694 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

443/tcp open https

MAC Address: 00:19:06:23:43:80 (Cisco Systems)

Nmap finished: 1 IP address (1 host up) scanned in 6.047 seconds

For what reason does one-step lockdown disable access via the Telnet
protocol?

Conclusion
Identify and explain the logic of one configuration change in each of the
following categories:

1. System services
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2. Authentication options

3. Secure protocols (HTTPS, SSH, and so forth.)

4. Terminal access

5. Interface protocols

6. Logging

If you are unfamiliar with particular protocols or services, use the product
documentation available online at http://www.cisco.com/univercd/.

Final Configurations

R1# show run

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

1

hostname R1
1
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security authentication failure rate 3 log
security passwords min-length 6

logging buffered 51200 debugging

logging console critical

1

aaa new-model

1

aaa authentication login local_authen local
aaa authorization exec local_author local

1

aaa session-id common

1

no ip source-route

ip tcp synwait-time 10

1

no ip bootp server
ip ssh time-out 60
ip ssh authentication-retries 2
1
crypto pki trustpoint TP-self-signed-1455051929
enrollment selfsigned
subject-name cn=10S-Self-Signed-Certificate-1455051929
revocation-check none
rsakeypair TP-self-signed-1455051929
1

crypto pki certificate chain TP-self-signed-1455051929

certificate self-signed 01
3082023A 308201A3 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 31343535 30353139 3239301E 170D3037 30323035 31393030
30395A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 34353530
35313932 3930819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281
8100C891 CD55482C 635B8206 52D2DD2E A7259989 EA7BAF48 E39F84DF A057CD84
5294DE11 C5255AEA 9BD19262 OF9FD62F 692ACD8B 605D0B37 3ACA9BD7 581BDODD
OO6E5F36 5E55C5A3 FC5BFFI9F AF7CD7E9 577F83A3 A496E4B3 6EA72B40 F29A6597
50F46713 E43BF3D5 436F7E2D 9CBBC7ED 813AD448 73C358C0 E4B8059D 346418A0
83AF0203 010001A3 62306030 OF060355 1D130101 FF040530 030101FF 300D0603
551D1104 06300482 02523130 1F060355 1D230418 30168014 26532DF5 F2533C37
09E52626 45CF92F0 3DB592A2 301D0603 551DOE04 16041426 532DF5F2 533C3709
E5262645 CF92F03D B592A230 OD06092A 864886F7 0D010104 05000381 810033C2
C04198B4 7DD7905C F750F7C2 58278CDB E601DE3E DFBA2A1E B8EB9A9E5 AG68BAD9A
AC7C718A 9FF34CE9 FA536240 CC502BA6 4D5C9D62 951451DD 008910D0 1DEA4047
236EC3A9 CC10DA91 22F46C47 2518C510 D7F4B983 AA8B1162 ED841F91 DB238E68
93792098 045326BE 68AB3C82 EC8AE642 A7456B3A AE7F8182 34E13367 3965
quit

username ciscosdm privilege 15 password 7 030752180500324843

1

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0

no ip redirects

no ip unreachables

no ip proxy-arp

ip route-cache flow

no mop enabled

no shutdown
1

p http server

ip http authentication local
ip http secure-server

1

iogging trap debugging
no cdp run
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1
banner login ~CAuthorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!
~C
!
line con O
login authentication local_authen
line aux O
login authentication local_authen
line vty 0 4
authorization exec local_author
login authentication local_authen
transport input ssh
end
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Lab 5.2 Securing a Router with Cisco AutoSecure

Learning Objectives
e Implement Cisco AutoSecure on a router

Topology Diagram

('FastEthernet0/0: 192.168.10.1 /24 )

Scenario

In this scenario, you will configure Cisco AutoSecure on a router. AutoSecure is
a built-in tool in the Cisco 10S that uses a predefined set of commands for
securing the router based on questions answered by the network administrator.
The AutoSecure command set resembles some of the commands implemented
by Cisco Service Device Manager (SDM) one-step lockdown in Lab 5.1.

Step 1: Configure the Physical Interface

Configure the R1 physical interface using the IP address shown in the topology
diagram. You can force the interface into an “always up” state using the
interface-level no keepalive command. Then use the no shutdown command
to bring the interface up. Because you disabled keepalives, the interface status
will display as link state (Layer 1) and line protocols state (Layer 2) “up,” even if
it is not connected to an external device.

R1(config)# interface fastethernet0/0

R1(config-if)# ip address 192.168.10.1 255.255.255.0

R1(config-if)# no keepalive
R1(config-if)# no shutdown

Normally, you would not use the no keepalive command on a routed interface.
Step 2: Configure AutoSecure
At the privileged EXEC prompt, issue the auto secure command to start

AutoSecure. You may notice that this command is hidden from the Cisco 10S
in-line help system. It is hidden because AutoSecure can lock out network
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administrators if executed by a user who has gained unauthorized access to a
router. AutoSecure is a command-line wizard that enables a set of features in
the router’s configuration. Its function is similar to SDM one-step lockdown;
however, its functionality is text-based and more interactive.

R1# auto secure
--— AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of
the router, but it will not make it absolutely resistant
to all security attacks ***

AutoSecure will modify the configuration of your device.

All configuration changes will be shown. For a detailed
explanation of how the configuration changes enhance security
and any possible side effects, please refer to Cisco.com for
Autosecure documentation.

At any prompt you may enter "?° for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Use the default of no to answer the question “Is this router connected to
internet?” To enter in a default (the value in the square brackets), press Enter
on your keyboard. After Enter is pressed, AutoSecure executes some
prepackaged security precaution commands. These are commands that disable
services that are typically not needed. AutoSecure also enables several
security features.

Is this router connected to internet? [no]: no
Securing Management plane services...

Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

What is the function of each of the following system services and IP servers?

1. Finger

2. TCP small servers
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3. UDP small servers

4. Password encryption

5. TCP keepalives

6. CDP

7. BOOTP Server

8. HTTP Server

9. Gratuitous ARP

The following prompt appears, requesting that you create a security banner:

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
This system is the property of So-&-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS DEVICE 1S PROHIBITED.
You must have explicit permission to access this
device. All activities performed on this device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character}:

~CCNP Router

UNAUTHORIZED ACCESS PROHIBITED~

What should your security banner emphasize and why?

To create a security banner, you need to enter a delimiting character, followed
by your message, followed by the delimiting character. The character must be a
character that your message will not contain. Once this character is found again
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in the field, the message context will terminate. In the example below, the tilde
character (~) is used as the delimiter.

If you have not previously configured enable passwords and enable secrets, or
if both the enable pass and the enable secret password are the same,
AutoSecure will force you to create them. AutoSecure also enforces a 6-
character minimum length on passwords, so create them based on that
requirement. This lab will use “password” for the enable password and “secret”
for the enable secret to meet the minimum length practices.

Enable secret is either not configured or
is the same as enable password

Enter the new enable secret: secret

Confirm the enable secret : secret

Enter the new enable password: password

Confirm the enable password: password

Create a new user in the local user database, because AutoSecure enables
AAA and uses local authentication. Use a username and password of
“ciscouser”.

Configuration of local user database

Enter the username: ciscouser

Enter the password: ciscouser

Confirm the password: ciscouser

Configuring AAA local authentication

Configuring Console, Aux and VTY lines for

local authentication, exec-timeout, and transport

The router will also enable some login enhancements, which it will need some
parameters for. Use a blocking period of 10 seconds, a maximum failure
number of 5, and a maximum time period for crossing failed login attempts of
10.

Securing device against Login Attacks
Configure the following parameters

Blocking Period when Login Attack detected: 10
Maximum Login failures with the device: 5

Maximum time period for crossing the failed login attempts: 10

The router will configure a Secure Shell (SSH) server, which will require a
domain name. Use “cisco.com” as the domain name.

Configure SSH server? [yes]: yes
Enter the domain-name: cisco.com

Why does AutoSecure enable Secure Shell?
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AutoSecure disables some unneeded or potentially vulnerable services on each
physical interface. You are prompted to enable Context-Based Access Control
and TCP intercept. For this lab, type no to not configure these services.

Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

Disabling mop on Ethernet interfaces

Securing Forwarding plane services. ..

Enabling CEF (This might impact the memory requirements for your platform)
Enabling unicast rpf on all interfaces connected
to internet

Configure CBAC Firewall feature? [yes/no]: no

Tcp intercept feature is used prevent tcp syn attack

on the servers in the network. Create autosec_tcp_intercept_list
to form the list of servers to which the tcp traffic is to

be observed

Enable tcp intercept feature? [yes/no]: no

From your reading, what function does “enabling unicast rpf on all interfaces
connected to the internet” serve?

The last step AutoSecure does is verify the configuration that it is going to add.
After AutoSecure shows you the running configuration it has generated,
AutoSecure asks you to verify that you want to apply the running configuration.
Use the default of yes.

This is the configuration generated:

no service finger

no service pad

no service udp-small-servers
no service tcp-small-servers
service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run

no ip bootp server

no ip http server
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no ip finger

no ip source-route

no ip gratuitous-arps

no ip identd

banner motd ~CCCNP Router
UNAUTHORIZED ACCESS PROHIBITED"C
security passwords min-length 6
security authentication failure rate 10 log
enable secret 5 $1$d7wX$kb5JYyFOQMSRWVpWi i tA.
enable password 7 095C4F1A0A1218000F
username ciscouser password 7 02050D4808091A32495C
aaa new-model
aaa authentication login local_auth local
line con O

login authentication local_auth
exec-timeout 5 0

transport output telnet

line aux O

login authentication local_auth
exec-timeout 10 O

transport output telnet

line vty 0 4

login authentication local_auth
transport input telnet

line tty 1

login authentication local_auth
exec-timeout 15 0O

login block-for 10 attempts 5 within 10
ip domain-name cisco.com
crypto key generate rsa general-keys modulus 1024
ip ssh time-out 60

ip ssh authentication-retries 2

line vty 0 4

transport input ssh telnet
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
logging facility local2

logging trap debugging
service sequence-numbers

logging console critical

logging buffered

interface FastEthernet0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface FastEthernet0/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface Serial0/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Serial0/0/1

no ip redirects
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no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/1/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply
interface Serial0/1/1

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast
no ip mask-reply

ip cef

access-list 100 permit udp any any eq bootpc
1

end

When the router asks you to accept this configuration so it can be applied to the
router, answer yes.

Apply this configuration to running-config? [yes]: yes

Applying the config generated to running-config
The name for the keys will be: Rl.cisco.com

% The key modullus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]

*Feb 6 01:03:52.694: %SSH-5-ENABLED: SSH 1.99 has been enabled
*Feb 6 01:03:57.250 UTC: %AUTOSEC-1-MODIFIED: AutoSecure configuration has
been Modified on this device

How does the router generate the name for the public crypto keys shown in the
preceding configuration text?

Final Configuration

R1# show run

no service pad

service tcp-keepalives-in

service tcp-keepalives-out

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

service sequence-numbers

1

Hostname R1

!

security authentication failure rate 10 log
security passwords min-length 6

logging buffered 4096 debugging

logging console critical
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enable secret 5 $1$d7wX$kb5JYyFOQMSRWVpWSI i tA.
enable password 7 095C4F1A0A1218000F
1

aaa new-model
1

aaa authentication login local_auth local
1

no source-route

ip
ip gratuitous-arps

o

cef

©

ip bootp server

domain name cisco.com

ssh time-out 60

ssh authentication-retries 2

login block-for 10 attempts 5 within 10
1

- D e - T
[e]

T T DT

username ciscouser password 7 02050D4808091A32495C
archive

log config

logging enable

interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0
no ip redirects

no ip unreachables

no ip proxy-arp

no keepalive

no mop enabled

no shutdown

1

no ip http server

no ip http secure-server
1

logging trap debugging
logging facility local2
access-list 100 permit udp any any eq bootpc
no cdp run
1
banner motd ~CCCNP Router
UNAUTHORIZED ACCESS PROHIBITED"NC
1
line con O
exec-timeout 5 0O
login authentication local_auth
transport output telnet
line aux O
exec-timeout 15 0
login authentication local_auth
transport output telnet
line vty 0 4
login authentication local_auth
transport input telnet ssh
end
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Lab 5.3 Disabling Unneeded Services

Learning Objectives

e Identify and disable unneeded and insecure services on a router
e Enable TCP keepalives

Topology Diagram

('FastEthernet0/0: 192.168.10.1 /24 )

Scenario

In this lab, you will disable unneeded services on a router. SDM one-step
lockdown or AutoSecure will disable many of the same services. This lab only
requires one router.

Step 1: Configure the Physical Interface

Because this lab uses only one router, you will simulate an active FastEthernet
connection by activating the interface and applying the no keepalive command
to initiate an “always up” state, regardless of the existence of a device at the
remote end. Normally, you would not use the no keepalive command on a
routed interface, except in special circumstances. In this lab, you will use it only
for simulation purposes.

Configure the R1 physical interface using the IP address shown in the topology
diagram. Use the no keepalive command in interface configuration mode, and
then use the no shutdown command to activate the interface. Because you
have disabled keepalives, the interface status displays as link state (Layer 1)
and line protocols state (Layer 2) “up,” even if it is not connected to an external
device.

R1(config)# interface fastethernet0/0
R1(config-if)# ip address 192.168.10.1 255.255.255.0
R1(config-if)# no keepalive

R1(config-if)# no shutdown
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Step 2: Ensure Services Are Disabled

Some services are disabled by default on more recent Cisco 10S releases, so
you do not necessarily have to disable them. However, it is helpful to know the
commands in case they are enabled and affect security. These commands are
especially useful if you have older versions of the 10S that you are using.

The no ip finger command replaces the no service finger command. Both
disable the finger service, which allows remote users or systems to identify
users connected to the local router’s terminal lines or who have active running
processes.

Ri(config)# no ip finger

How could the enabling of the finger service pose a security risk?

The no service udp-small-servers and no service tcp-small-servers
commands disable UDP and TCP small servers, such as echo and discard. The
small servers are not needed in most environments.

R1(config)# no service udp-small-servers
Ri(config)# no service tcp-small-servers

The TCP and UDP small servers are enabled by default on Cisco 10S Release
11.2 and earlier. They are disabled by default on Cisco I0S Release 11.3 and
later.

It is recommended that you do not enable these services, unless it is absolutely
necessary. These services could be exploited indirectly to gain information
about the target system, or exploited directly with a fraggle attack, which uses
UDP echo.! Also, if a sender transmits a volume of fake requests for UDP
diagnostic services on the router, the requests could consume all CPU
resources.

Step 3: Manage Router Access

Name two popular TCP protocols that network administrators use to manage to
network devices.

! http:/www.cisco.com/en/US/tech/tk59/technologies_tech_note09186a0080149ad6.shtml#topic5
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Recall that such management applications as telnet and SSH connect to the vty
port on a router. A Cisco router has five vtys configured by default, numbered 0
through 4, to which users connect to access the command-line interface. When
one vty is in use, the next vty port is used. If all vty ports are being used, other
users cannot connect to the device in this way.

Describe how individuals with malicious intent could exploit vty port
functionality.

Describe at least two ways to prevent these type of attacks from occurring.

Enabling TCP keep alives causes the router to generate periodic keep alive
messages, letting it detect and drop broken Telnet connections. This frees up
hung telnet sessions. This functionality also has the additional benefit of
making the router more secure by preventing a hacker from exploiting a hung
telnet session. To enable TCP keepalive packets on idle connections, use the
service tcp-keepalives-in and service tcp-keepalives-out commands in
global configuration mode.

R1(config)# service tcp-keepalives-in
Ri(config)# service tcp-keepalives-out

Step 4: Disable CDP

Cisco Discovery Protocol (CDP) is a great troubleshooting tool, especially on
poorly documented networks. However, it can also leave your network
susceptible to reconnaissance attacks.

CDP is used for some network management functions, but is dangerous
because it allows any system on a directly connected segment to learn that the
router is a Cisco device, and 