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Software License Agreement: Terms and Conditions

The media and/or any online materials accompanying this
book that are available now or in the future contain pro-
grams and/or text files (the "Software") to be used in con-
nection with the book. SYBEX hereby grants to you a
license to use the Software, subject to the terms that follow.
Your purchase, acceptance, or use of the Software will con-
stitute your acceptance of such terms.

The Software compilation is the property of SYBEX unless
otherwise indicated and is protected by copyright to SYBEX
or other copyright owner(s) as indicated in the media files
(the "Owner(s)"). You are hereby granted a single-user
license to use the Software for your personal, noncommer-
cial use only. You may not reproduce, sell, distribute, pub-
lish, circulate, or commercially exploit the Software, or any
portion thereof, without the written consent of SYBEX and
the specific copyright owner(s) of any component software
included on this media.

In the event that the Software or components include specific
license requirements or end-user agreements, statements of
condition, disclaimers, limitations or warranties ("End-User
License"), those End-User Licenses supersede the terms and
conditions herein as to that particular Software component.
Your purchase, acceptance, or use of the Software will con-
stitute your acceptance of such End-User Licenses.

By purchase, use or acceptance of the Software you further
agree to comply with all export laws and regulations of the
United States as such laws and regulations may exist from
time to time.

Reusable Code in This Book

The authors created reusable code in this publication
expressly for reuse for readers. Sybex grants readers per-
mission to reuse for any purpose the code found in this pub-
lication or its accompanying CD-ROM so long as all three
authors are attributed in any application containing the
reusable code, and the code itself is never sold or commer-
cially exploited as a stand-alone product.

Software Support

Components of the supplemental Software and any offers
associated with them may be supported by the specific
Owner(s) of that material but they are not supported by
SYBEX. Information regarding any available support may
be obtained from the Owner(s) using the information pro-
vided in the appropriate read.me files or listed elsewhere on
the media.

Should the manufacturer(s) or other Owner(s) cease to
offer support or decline to honor any offer, SYBEX bears
no responsibility. This notice concerning support for the
Software is provided for your information only. SYBEX is
not the agent or principal of the Owner(s), and SYBEX is in
no way responsible for providing any support for the Soft-
ware, nor is it liable or responsible for any support pro-
vided, or not provided, by the Owner(s).

Warranty

SYBEX warrants the enclosed media to be free of physical
defects for a period of ninety (90) days after purchase. The

Copyright ©2001 SYBEX, Inc., Alameda, CA

Software is not available from SYBEX in any other form or
media than that enclosed herein or posted to
www.sybex.com. If you discover a defect in the media dur-
ing this warranty period, you may obtain a replacement of
identical format at no charge by sending the defective
media, postage prepaid, with proof of purchase to:

SYBEX Inc.

Customer Service Department

1151 Marina Village Parkway

Alameda, CA 94501

(510) 523-8233

Fax: (510) 523-2373

e-mail: info@sybex.com

WEB: HTTP://WWW.SYBEX.COM

After the 90-day period, you can obtain replacement media
of identical format by sending us the defective disk, proof
of purchase, and a check or money order for $10, payable
to SYBEX.

Disclaimer

SYBEX makes no warranty or representation, either
expressed or implied, with respect to the Software or its
contents, quality, performance, merchantability, or fitness
for a particular purpose. In no event will SYBEX, its dis-
tributors, or dealers be liable to you or any other party for
direct, indirect, special, incidental, consequential, or other
damages arising out of the use of or inability to use the Soft-
ware or its contents even if advised of the possibility of such
damage. In the event that the Software includes an online
update feature, SYBEX further disclaims any obligation to
provide this feature for any specific duration other than the
initial posting.

The exclusion of implied warranties is not permitted by
some states. Therefore, the above exclusion may not apply
to you. This warranty provides you with specific legal
rights; there may be other rights that you may have that
vary from state to state. The pricing of the book with the
Software by SYBEX reflects the allocation of risk and lim-
itations on liability contained in this agreement of Terms
and Conditions.

Shareware Distribution

This Software may contain various programs that are dis-
tributed as shareware. Copyright laws apply to both share-
ware and ordinary commercial software, and the copyright
Owner(s) retains all rights. If you try a shareware program
and continue using it, you are expected to register it. Indi-
vidual programs differ on details of trial periods, registra-
tion, and payment. Please observe the requirements stated
in appropriate files.

Copy Protection

The Software in whole or in part may or may not be copy-
protected or encrypted. However, in all cases, reselling or
redistributing these files without authorization is expressly
forbidden except as specifically provided for by the
Owner(s) therein.
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Introduction

This book is intended to help you continue on your exciting new path
toward obtaining your CCNP and CCIE certification. Before reading this
book, it is important to have at least read the Sybex CCNA: Cisco Certified
Network Associate Study Guide, Second Edition. You can take the CCNP
tests in any order, but you should have passed the CCNA exam before pur-
suing your CCNP. Many questions in the Routing exam are built upon the
CCNA material. However, we have done everything possible to make sure
that you can pass the Routing exam by reading this book and practicing with
Cisco routers.

The new Cisco certifications reach beyond the popular certifications,
such as the MCSE and CNE, to provide you with an indispensable factor
in understanding today’s network—insight into the Cisco world of
internetworking.

Cisco—A Brief History

A lot of readers may already be familiar with Cisco and what it does. How-
ever, those of you who are new to the field just coming in fresh from your
MCSE, or maybe even with 10 or more years in the field but wishing to brush
up on the new technology, may appreciate a little background on Cisco.

In the early 1980s, a married couple who worked in different computer
departments at Stanford University started up cisco Systems (notice the small ¢).
Their names are Len and Sandy Bosack. They were having trouble getting
their individual systems to communicate (like many married people), so in
their living room they created a gateway server to make it easier for their dis-
parate computers in two different departments to communicate using the IP
protocol.

In 1984, Cisco Systems was founded with a small commercial gateway
server product that changed networking forever. Some people think the
name was intended to be San Francisco Systems, but the paper got ripped on
the way to the incorporation lawyers—who knows? But in 1992, the com-
pany name was changed to Cisco Systems, Inc.

The first product it marketed was called the Advanced Gateway Server
(AGS). Then came the Mid-Range Gateway Server (MGS), the Compact
Gateway Server (CGS), the Integrated Gateway Server (IGS), and the AGS+.
Cisco calls these “the old alphabet soup products.”
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In 1993, Cisco came out with the amazing 4000 router and then created
the even more amazing 7000, 2000, and 3000 series routers. These are still
around and evolving (almost daily, it seems).

Cisco Systems has since become an unrivaled worldwide leader in net-
working for the Internet. Its networking solutions can easily connect users
who work from diverse devices on disparate networks. Cisco products make
it simple for people to access and transfer information without regard to dif-
ferences in time, place, or platform.

Cisco Systems’ big picture is that it provides end-to-end networking solu-
tions that customers can use to build an efficient, unified information infra-
structure of their own or to connect to someone else’s. This is an important
piece in the Internet/networking-industry puzzle because a common archi-
tecture that delivers consistent network services to all users is now a func-
tional imperative. Because Cisco Systems offers such a broad range of
networking and Internet services and capabilities, users needing regular
access to their local network or the Internet can do so unhindered, making
Cisco’s wares indispensable.

Cisco answers this need with a wide range of hardware products that are
used to form information networks using the Cisco Internetworking Oper-
ating System (IOS) software. This software provides network services, pav-
ing the way for networked technical support and professional services to
maintain and optimize all network operations.

Along with the Cisco IOS, one of the services Cisco created to help sup-
port the vast amount of hardware it has engineered is the Cisco Certified
Internetworking Expert (CCIE) program, which was designed specifically to
equip people to effectively manage the vast quantity of installed Cisco net-
works. The business plan is simple: If you want to sell more Cisco equipment
and have more Cisco networks installed, ensure that the networks you
installed run properly.

However, having a fabulous product line isn’t all it takes to guarantee the
huge success that Cisco enjoys—lots of companies with great products are
now defunct. If you have complicated products designed to solve compli-
cated problems, you need knowledgeable people who are fully capable of
installing, managing, and troubleshooting them. That part isn’t easy, so
Cisco began the CCIE program to equip people to support these complicated
networks. This program, known colloquially as the Doctorate of Network-
ing, has also been very successful, primarily due to its extreme difficulty.
Cisco continuously monitors the program, changing it as it sees fit, to make
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sure that it remains pertinent and accurately reflects the demands of today’s
internetworking business environments.

Building upon the highly successful CCIE program, Cisco Career Certifi-
cations permit you to become certified at various levels of technical profi-
ciency, spanning the disciplines of network design and support. So, whether
you’re beginning a career, changing careers, securing your present position,
or seeking to refine and promote your position, this is the book for you!

Cisco’s Installation and Support Certifications

Cisco has created new certifications that will help you get the coveted CCIE,
as well as aid prospective employers in measuring skill levels. Before these
new certifications, you took only one test and were then faced with the lab,
which made it difficult to succeed. With these new certifications that add a
better approach to preparing for that almighty lab, Cisco has opened doors
that few were allowed through before. So, what are these new certifications,
and how do they help you get your CCIE?

Cisco Certified Network Associate (CCNA) 2.0

The CCNA certification is the first certification in the new line of Cisco cer-
tifications and it is a precursor to all current Cisco certifications. With the
new certification programs, Cisco has created a type of stepping-stone
approach to CCIE certification. Now, you can become a Cisco Certified Net-
work Associate for the meager cost of the Sybex CCNA: Cisco Certified
Network Associate Study Guide, Second Edition, plus $100 for the test. And
you don’t have to stop there—you can choose to continue with your studies
and achieve a higher certification called the Cisco Certified Network Profes-
sional (CCNP). Someone with a CCNP has all the skills and knowledge they
need to attempt the CCIE lab. However, because no textbook can take the
place of practical experience, we’ll discuss what else you need to be ready for
the CCIE lab shortly.

Cisco Certified Network Professional (CCNP) 2.0

This new Cisco certification has opened up many opportunities for the indi-
vidual wishing to become Cisco-certified but who is lacking the training, the
expertise, or the bucks to pass the notorious and often failed two-day Cisco
torture lab. The new Cisco certifications will truly provide exciting new
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opportunities for the CNE and MCSE who just don’t know how to advance
to a higher level.

So, you’re thinking, “Great, what do I do after I pass the CCNA exam?”
Well, if you want to become a CCIE in Routing and Switching (the most pop-
ular certification), understand that there’s more than one path to that much-
coveted CCIE certification. The first way is to continue studying and become
a Cisco Certified Network Professional (CCNP). That means four more
tests, and the CCNA certification, to you.

The CCNP program will prepare you to understand and comprehensively
tackle the internetworking issues of today and beyond—not limited to the
Cisco world. You will undergo an immense metamorphosis, vastly increas-
ing your knowledge and skills through the process of obtaining these certi-
fications.

Remember that you don’t need to be a CCNP or even a CCNA to take the
CCIE lab, but to accomplish that, it’s extremely helpful if you already have
these certifications.

What Are the CCNP Certification Skills?

Cisco demands a certain level of proficiency for its CCNP certification. In
addition to those required for the CCNA, these skills include the following:

= Installing, configuring, operating, and troubleshooting complex
routed LAN, routed WAN, and switched LAN networks, and Dial
Access Services.

= Understanding complex networks, such as IP, IGRP, IPX, Async
Routing, AppleTalk, extended access lists, IP RIP, route redistribu-
tion, IPX RIP, route summarization, OSPF, VLSM, BGP, Serial, IGRP,
Frame Relay, ISDN, ISL, X.25, DDR, PSTN, PPP, VLANS, Ethernet,
ATM LAN-emulation, access lists, 802.10, FDDI, and transparent
and translational bridging.

To meet the Cisco Certified Network Professional requirements, you
must be able to perform the following:

= Install and/or configure a network to increase bandwidth, quicken
network response times, and improve reliability and quality of service.

= Maximize performance through campus LANs, routed WANs, and
remote access.

= Improve network security.
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= Create a global intranet.
= Provide access security to campus switches and routers.

= Provide increased switching and routing bandwidth—end-to-end
resiliency services.

= Provide custom queuing and routed priority services.

How Do You Become a CCNP?

After becoming a CCNA, the four exams you must take to get your CCNP
are as follows:

Exam 640-503: Routing This exam continues to build on the funda-
mentals learned in the CCNA course. It focuses on large multiprotocol
internetworks and how to manage them with access lists, queuing, tun-
neling, route distribution, router maps, BGP, OSPF, and route summari-
zation. This book covers everything you need to pass the new CCNP
Routing exam.

Exam 640-504: Switching This exam tests your knowledge of the 1900
and 5000 series of Catalyst switches. The Sybex CCNP: Switching Study
Guide covers all the objectives you need to understand for passing the
Switching exam.

Exam 640-506: Support This exam tests you on troubleshooting infor-
mation. You must be able to troubleshoot Ethernet and Token Ring
LANS, IP, IPX, and AppleTalk networks, as well as ISDN, PPP, and
Frame Relay networks. The Sybex CCNP: Support Study Guide covers all
the exam objectives.

Exam 640-505: Remote Access This exam tests your knowledge of
installing, configuring, monitoring, and troubleshooting Cisco ISDN and
dial-up access products. You must understand PPP, ISDN, Frame Relay,
and authentication. The Sybex CCNP: Remote Access Study Guide cov-
ers all the exam objectives.
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) If you hate tests, you can take fewer of them by signing up for the CCNA exam
TE and the Support exam, and then take just one more long exam called the

Foundation R/S exam (640-509). Doing this also gives you your CCNP—but
beware, it's a really long test that fuses all the material listed previously into
one exam. Good luck! However, by taking this exam, you get three tests for
the price of two, which saves you $100 (if you pass). Some people think it's
easier to take the Foundation R/S exam because you can leverage the areas
that you would score higher in against the areas in which you wouldn't.

é/ Remember that test objectives and tests can change at any time without
P notice. Always check the Cisco Web site for the most up-to-date information
(www . cisco.com).

Cisco Certified Internetworking Expert (CCIE)

You’ve become a CCNP, and now you fix your sights on getting your CCIE
in Routing and Switching—what do you do next? Cisco recommends that
before you take the lab, you take test 640-025: Cisco Internetwork Design
(CID) and the Cisco authorized course called Installing and Maintaining
Cisco Routers (IMCR). By the way, no Prometric test for IMCR exists at the
time of this writing, and Cisco recommends a minimum of two years of on-
the-job experience before taking the CCIE lab. After jumping those hurdles,
you then have to pass the CCIE-R/S Qualification exam (exam 350-001)
before taking the actual lab.

To become a CCIE, Cisco recommends the following:

1. Attend all the recommended courses at an authorized Cisco training
center and pony up around $15,000-$20,000, depending on your cor-
porate discount.

2. Pass the Qualification exam ($200 per exam—so hopefully you’ll pass
it the first time).

3. Pass the two-day, hands-on lab at Cisco. This costs $1,000 per lab,
which many people fail two or more times. (Some never make it
through!) Also, because you can take the exam only in San Jose,
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California; Research Triangle Park, North Carolina; Sydney, Austra-
lia; Brussels, Belgium; Sao Paulo, Brazil; Beijing, China; Bangalore,
India; Tokyo, Japan; Seoul, Korea; Halifax, Nova Scotia; Singapore;
or Johannesburg, South Africa, you might just need to add travel costs
to that $1,000. Cisco has added new sites lately for the CCIE lab; it’s
best to check the Cisco Web site at http://www.cisco.com/warp/
public/625/ccie/exam_preparation/Tlab.html for the most cur-
rent information.

The CCIE Skills

The CCIE Routing and Switching exam includes the advanced technical
skills that are required to maintain optimum network performance and reli-
ability, as well as advanced skills in supporting diverse networks that use dis-
parate technologies. CCIEs just don’t have problems getting a job. These
experts are basically inundated with offers to work for six-figure salaries!
But that’s because it isn’t easy to attain the level of capability that is manda-
tory for Cisco’s CCIE. For example, a CCIE will have the following skills
down pat:

= Installing, configuring, operating, and troubleshooting complex
routed LAN, routed WAN, switched LAN, and ATM LANE net-
works, and Dial Access Services.

= Diagnosing and resolving network faults.
= Using packet/frame analysis and Cisco debugging tools.
= Documenting and reporting the problem-solving processes used.

= Having general LAN/WAN knowledge, including data encapsulation
and layering; windowing and flow control, and their relation to delay;
error detection and recovery; link-state, distance-vector, and switch-
ing algorithms; management, monitoring, and fault isolation.

= Having knowledge of a variety of corporate technologies—including
major services provided by Desktop, WAN, and Internet groups—as
well as the functions, addressing structures, and routing, switching,
and bridging implications of each of their protocols.

= Having knowledge of Cisco-specific technologies, including router/
switch platforms, architectures, and applications; communication
servers; protocol translation and applications; configuration com-
mands and system/network impact; and LAN/WAN interfaces, capa-
bilities, and applications.
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= Designing, configuring, installing, and verifying voice over IP and
voice over ATM networks.

Cisco’s Network Design and Installation Certifications

In addition to the Network Installation and Support certifications, Cisco has
created another certification track for network designers. The two certifica-
tions within this track are the Cisco Certified Design Associate and Cisco
Certified Design Professional certifications. If you’re reaching for the CCIE
stars, we highly recommend the CCNP and CCDP certifications before
attempting the lab (or attempting to advance your career).

These certifications will give you the knowledge to design routed LAN,
routed WAN, and switched LAN and ATM LANE networks.

Cisco Certified Design Associate (CCDA)

To become a CCDA, you must pass the DCN (Designing Cisco Networks)
test (640-441). To pass this test, you must understand how to do the following:

= Design simple routed LAN, routed WAN, and switched LAN and
ATM LANE networks.

= Use Network-layer addressing.
= Filter with access lists.
= Use and propagate VLAN.

= Size networks.

)’ The Sybex CCDA: Cisco Certified Design Associate Study Guide is the most
“ TE cost-effective way to study for and pass your CCDA exam.

Cisco Certified Design Professional (CCDP) 2.0

If you’re already a CCNP and want to get your CCDP, you can simply take
the CID 640-025 test. If you’re not yet a CCNP, however, you must take the
CCDA, CCNA, Routing, Switching, Remote Access, and CID exams.
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CCDP certification skills include the following:

= Designing complex routed LAN, routed WAN, and switched LAN
and ATM LANE networks

= Building upon the base level of the CCDA technical knowledge
CCDPs must also demonstrate proficiency in the following:

= Network-layer addressing in a hierarchical environment

= Traffic management with access lists

= Hierarchical network design

= VLAN use and propagation

= Performance considerations: required hardware and software; switch-
ing engines; memory, cost, and minimization

What Does This Book Cover?

This book covers everything you need to pass the CCNP Routing exam. It
teaches you how to configure and maintain Cisco routers in large internet-
work. Each chapter begins with a list of the topics covered, related to the
CCNP Routing test, so make sure to read them over before working through
the chapter.

Chapter 1 covers the introduction to large internetworks and how to clear
up network congestion. This chapter also covers the Cisco three-layer model
and how to use that when designing and maintaining your large routed inter-
network. The requirements needed to scale large internetworks are discussed
at the end of the chapter.

Chapter 2 covers the campus network and the basic fundamentals of rout-
ing. Both classful and classless routing are discussed, as well as the routing
protocols available with Cisco routers and the differences between them.

Chapter 3 covers advanced IP routing, including VLSM and route sum-
marization. This is important information to understand before reading the
OSPF, EIGRP, and BGP chapters.

Chapter 4 covers Open Shortest Path First (OSPF) and how to configure
OSPF with Cisco routers.

Chapter 5 continues with OSPF, but with more advanced configurations,
such as multiple-area configurations.
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Chapter 6 introduces you to the Cisco Enhanced IGRP routing protocol.
This is a proprietary protocol designed by Cisco for large internetworks.

Chapter 7 introduces the Border Gateway Protocol and the terminology
used with it, as well as when to use and not use BGP in an internetwork.

Chapter 8 continues with our BGP discussion and shows how to configure
BGP with Cisco routers.

Chapter 9 is also a continuation of BGP and demonstrates how to scale
BGP to a large Cisco internetwork, including how to connect to two ISPs.

Chapter 10 ends the book with a detailed discussion on route optimiza-
tion, including redistribution, controlling routing update traffic, and policy-
based routing.

Each chapter ends with review questions that are specifically designed to
help you retain the knowledge presented. To really nail down your skills,
read each question carefully, and, if possible, work through the hands-on
labs in some of the chapters.

Where Do You Take the Exam?

You may take the exams at any of the Sylvan Prometric or Virtual University
Enterprises (VUE) testing centers around the world. For the location of
a testing center near you, call Sylvan at (800) 755-3926 or VUE at (877)
404-3926. Outside of the United States and Canada, contact your local Syl-
van Prometric Registration Center.

To register for a Cisco Certified Network Professional exam:

1. Determine the number of the exam you want to take. (The Routing
exam number is 640-503.)

2. Register with the nearest Sylvan Prometric or VUE testing center. At
this point, you will be asked to pay in advance for the exam. At the
time of this writing, the exams are $100 each and must be taken within
one year of payment. You can schedule exams up to six weeks in
advance or as soon as one working day prior to the day you wish to
take it. If something comes up and you need to cancel or reschedule
your exam appointment, contact the testing center at least 24 hours in
advance. Same-day registration isn’t available for the Cisco tests.

3. When you schedule the exam, you’ll get instructions regarding all
appointment and cancellation procedures, the ID requirements, and
information about the testing-center location.
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Tips for Taking Your CCNP Exam

The CCNP Routing test contains about 60 questions to be completed in
about 75 minutes. However, understand that your test may vary.

Many questions on the exam have answer choices that at first glance look
identical—especially the syntax questions! Remember to read through the
choices carefully because “close doesn’t cut it.” If you put commands in the
wrong order or forget one measly character, you’ll get the question wrong.
So, to practice, do the hands-on exercises at the end of the chapters over and
over again until they feel natural to you.

Unlike Microsoft or Novell tests, the exam has answer choices that are
really similar in syntax—although some syntax is dead wrong, it is usually
just subtly wrong. Some other syntax choices may be right, but they’re
shown in the wrong order. Cisco does split hairs, and it is not at all averse
to giving you classic trick questions. Here’s an example:

access-1ist 101 deny ip any eq 23 denies Telnet access to all
systems.

This item looks correct because most people refer to the port number (23)
and think, “Yes, that’s the port used for Telnet.” The catch is that you can’t
filter IP on port numbers (only TCP and UDP). Another indicator is the use
of an extended access list number but no destination address or “any” for the
destination.

Also, never forget that the right answer is the Cisco answer. In many
cases, more than one appropriate answer is presented, but the correct answer
is the one that Cisco recommends.

Here are some general tips for exam success:

= Arrive early at the exam center, so you can relax and review your
study materials.

= Read the questions carefully. Don’t just jump to conclusions. Make
sure that you’re clear about exactly what each question asks.

= Don’t leave any questions unanswered. They count against you.

= When answering multiple-choice questions that you’re not sure about,
use a process of elimination to get rid of the obviously incorrect
answers first. Doing this greatly improves your odds if you need to
make an educated guess.
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= As of this writing, the written exams still allow you to move forward

and backward. However, it is best to always check the Cisco Web site
before taking any exam to get the most up-to-date information.

After you complete an exam, you’ll get immediate, online notification of
your pass or fail status, a printed Examination Score Report that indicates
your pass or fail status, and your exam results by section. (The test admin-
istrator will give you the printed score report.) Test scores are automatically
forwarded to Cisco within five working days after you take the test, so you
don’t need to send your score to them. If you pass the exam, you’ll receive
confirmation from Cisco, typically within two to four weeks.

How to Use This Book

This book can provide a solid foundation for the serious effort of preparing
for the Cisco Certified Network Professional Routing exam. To best benefit
from this book, use the following study method:

1.

Take the Assessment Test immediately following this Introduction.
(The answers are at the end of the test.) Carefully read over the expla-
nations for any question you get wrong, and note which chapters the
material comes from. This information should help you plan your
study strategy.

Study each chapter carefully, making sure that you fully understand
the information and the test topics listed at the beginning of each
chapter. Pay extra-close attention to any chapter where you missed
questions in the Assessment Test.

Complete all hands-on exercises in the chapter, referring to the chap-
ter so that you understand the reason for each step you take. If you do
not have Cisco equipment available, make sure to study the examples
carefully. Also, check www. routersim.com for a router simulator.
Answer the review questions related to that chapter. (The answers
appear at the end of the chapter, after the review questions.)

Note the questions that confuse you, and study those sections of the
book again.

Take the Practice Exam in this book. You’ll find it in Appendix A. The
answers appear at the end of the exam.
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6. Before taking the exam, try your hand at the bonus practice exam that
is included on the CD that comes with this book. The questions in this
exam appear only on the CD. This will give you a complete overview
of what you can expect to see on the real thing.

7. Remember to use the products on the CD that is included with this
book. The electronic flashcards, the Boson Software utilities, and the
EdgeTest exam-preparation software have all been specifically picked
to help you study for and pass your exam. Study on the road with the
CCNP: Routing Study Guide eBook in PDF, and be sure to test your-
self with the electronic flashcards.

é/ The electronic flashcards can be used on your Windows computer or on your
Palm device.

8. Make sure you read the Key Terms list at the end of each chapter, and
Appendix B includes all the commands used in the book, along with
explanations for each command.

To learn all the material covered in this book, you’ll have to apply your-
self regularly and with discipline. Try to set aside the same time period every
day to study, and select a comfortable and quiet place to do so. If you work
hard, you will be surprised at how quickly you learn this material. All the best!

What’s on the CD?

We worked hard to provide some really great tools to help you with your cer-
tification process. All of the following tools should be loaded on your work-
station when studying for the test.

The EdgeTest for Cisco Routing Test-Preparation Software

Provided by EdgeTek Learning Systems, this test-preparation software pre-
pares you to successfully pass the Routing exam. In this test engine you will
find all of the questions from the book, plus an additional Bonus Exam that
appears exclusively on the CD. You can take the Assessment Test, test your-
self by chapter, take the Practice Exam that appears in the book or on

the CD.
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To find more test-simulation software for all Cisco and NT exams, look
for the exam link on www. Tammle.com and www.boson.com.

Electronic Flashcards for PC and Palm Devices

After you read the CCNP: Routing Study Guide, read the review questions
at the end of each chapter and study the practice exams included in the book
and on the CD. But wait, there’s more! Test yourself with the flashcards
included on the CD. If you can get through these difficult questions, and
understand the answers, you’ll know you’ll be ready for the CCNP Rout-
ing exam.

The flashcards include more than 100 questions specifically written to hit
you hard and make sure you are ready for the exam. Between the review
questions, practice exam, and flashcards, you’ll be more than prepared for
the exam.

CCNP: Routing Study Guide in PDF

Sybex is now offering the Cisco Certification books on CD so you can read
the book on your PC or laptop. The Dictionary of Networking and the
CCNP: Routing Study Guide are in Adobe Acrobat format. Acrobat Reader 4
with Search is also included on the CD.

This will be extremely helpful to readers who travel and don’t want to
carry a book, as well as to readers who find it more comfortable reading
from their computer.

Boson Software Utilities

Boson Software is an impressive company. It provides many services for free
to help you, the student. Boson has the best Cisco exam-preparation ques-
tions on the market, and at a very nice price. On the CD of this book, Boson
has provided for you the following:

= IP Subnetter

= Superping

= System-Logging

Wildcard Mask Checker and Decimal-to-IP Calculator

= Router GetPass
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CCNA Virtual Lab AVI Demo Files

The CCNA Virtual Lab e-trainer provides a router and switch simulator to
help you gain hands-on experience without having to buy expensive Cisco
gear. The demos are .avi files that you can play in RealPlayer, which is
included. The .avi demo files on the CD will help you gain an understanding
of the product features and the labs that the routers and switches can per-
form. Read more about the CCNA Virtual Lab e-trainer at http://

www . sybex.com/cgi-bin/rd_bookpg.p172728back.html. You can
upgrade this product at www. routersim. com.

How to Contact the Authors

You can reach Todd Lammle through Globalnet System Solutions, Inc.
(waw.globalnettraining.com)—his training and systems integration
company in Colorado.
To contact Sean Odom, you can e-mail him at sodom@rcis.com.
You can send e-mail to Kevin Wallace at kevinwallace@mail.com.
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1. What determines the Router ID used in OSPF virtual-link
configuration?

A. A router interface’s MAC address
B. The IP address of the first interface on a router
C. The lowest IP address configured on a router

D. The highest loopback IP address configured on a router

2. Which of the following protocols support VLSM routing? (Choose all
that apply.)

A. RIPv1
B. RIPv2
C. IGRP
D. EIGRP

3. What is the default-metric command used for?

A. It ensures proper metric conversion when redistributing routes
from the same routing protocols.

B. It ensures proper metric conversion when redistributing routes
from different protocols.

C. It changes the administrative weight of a route.
D. It changes the administrative distance of a route.
4. Which of the following are used specifically to break up collision
domains?
A. Repeaters
Routers
DLC

Switches

moow

Bridges
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5. What does the MTU metric component indicate?
A. Mean Time Unit
B. Maximum Threshold Unspecified
C. Minimum TCP UNI
D.

Maximum Transmission Unit

6. RIPv2 provides which of the following benefits over RIPv1?

A. RIPv2 is link-state.

B. RIPv2 uses a topology table.
C. RIPv2 supports VLSM.
D.

RIPv2 uses Hello messages.

7. When an OSPF is not physically adjacent to the backbone area

(Area 0), which of the following offers a solution?
A. A virtual link

B. An NSSA

C. A Summary Link Advertisement

D. A Type 7 LSA

8. Choose the three layers that Cisco uses for building its hierarchical

internetwork model. (Choose all that apply.)
A. Fundamental

Distribution

IGRP

Core

Backbone

mmo o ®

Access
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9. Which of the following pertain to link-state routing protocols?
(Choose all that apply.)

A. They use the Hello protocol to establish adjacencies.

B. They use several components to calculate the metric of a route.
C. Updates are sent only when changes occur in the network.
D.

They are better protocols than distance-vector protocols.

10. Which command provides an EIGRP process to run on a Cisco router?
A. ip router eigrp autonomous-system-number
B. router ip eigrp autonomous-system-number
C. router eigrp process-id
D

. router eigrp autonomous-system-number

11. Which of the following is the IOS command to set a router's priority?
A. ip ospf no-default priority_number
B. ip ospf no-summary priority_number
C. ip ospf priority priority_number

D. ip ospf-priority priority_number

12. What IP address represents a local loopback?
A. 127.0.0.2
B. 255.255.255.255
C. 127.1.0.0
D. 127.0.0.1
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13. Which of the following algorithms is used by EIGRP to determine the
best path?

A.

moow

Open Shortest Path First Algorithm
Diffusing Update Algorithm
Distance-Vector Algorithm
Link-State Algorithm

Advanced Distance-Vector Algorithm

14. If a route advertised by EIGRP has a load metric of 100, approxi-
mately what percentage of the link is being utilized?

A.

B
C.
D

2.5 percent

. 25 percent

39 percent

. 100 percent

15. BGP uses which of the following TCP ports to open a session with
another BGP peer?

A.
B. Port 21
C.

D. Port 23

Port 20

Port 179

16. Which of the following describes the main purpose of the Core layer?

A.
B.
C.

To distribute client-server router information
To provide an optimized and reliable transport structure

To provide access to various parts of the internetwork, as well as
to services

To provide access to corporate resources for a workgroup or users
on a local segment
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17. Which protocols use a topology table? (Choose all that apply.)

A.

B.
C.
D.

EIGRP
IGRP
RIP1
OSPF

XXXVii

18. If you wanted to see the status of all BGP connections by using only

one I0S command, which one would that be?

A.

B
C.
D

19. What is the administrative distance of directly connected routes?

A.

moow

show ip bgp
. show ip bgp status
show ip bgp all

. show ip bgp summary

0
1
90

100
110

20. What are the first two bits in the first byte that defines a Class B

network?

A.

B
C.
D
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21. Which of the following identify the characteristics of a scalable
internetwork?

A. Reliability
Responsiveness
Efficiency
Adaptability
Accessibility
All of the above

mmo oW

22. Which of the following are ways of managing routes advertised by
BGP routers? (Choose four.)

A. Using route maps
Using prefix lists
Using distribute lists

Using path filters

m o o w

Using re-distribution lists
23. When configuring an OSPF area as a totally stubby area, which of the
following routers need to be configured as totally stubby?
A. All routers in the area
B. Only the ABRs
C. Only the ASBRs

D. Only the internal routers

24. Which subnet mask will support 50 IP addresses?
A. 255.255.255.240
B. 255.255.255.248
C. 255.255.255.192
D. 255.255.255.224
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25. Which IOS command is used to clear all the entries in the BGP table?
A. clear ip route *
B. clear ip bgp *
C. clear route
D. reset bgp table
26. If the seq syntax is not used, in what sequence are numbers assigned
and in what increment?
A. 3(3,6,9...)
B. 5(5,10,15...)
C. 15(15,30,45...)
D. 25 (25,50,75...)

27. Route summarization is best described in which of the following?

A. A router’s ability to take a group of subnetworks and summarize
them as one network advertisement

B. The Cisco IOS feature that permits serial interfaces to borrow an
IP address from another specified interface

C. The ability to tunnel IP address information inside an AURP
encapsulated frame

D. EIGRP’s ability to isolate discontiguous route advertisements from
one AS to another
28. When should BGP be used? (Choose all that apply.)
A. When multi-homing
B. When connecting multiple ISPs
C. When connecting routers within the same AS

D. When configuring backup links
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29. Which routing algorithm does OSPF use for route calculation?
A. Dijkstra
B. SPF

C. Link-state

D. Distance-vector

30. The IOS command show ip ospf process-id shows which of the
following?

A. The information contained in each OSPF packet, such as Router
ID and Area ID

B. Information about a router’s OSPF database, such as router link
states and network link states

C. Area information, such as the identification of the ABR

D. The status of a router’s virtual links

31. Which of the following are used in confederations?
A. iBGP

eBGP

Sub-ASes

Sequence numbers

m o ow

Confederation identifier

32. When do DR/BDR elections occur? (Choose all that apply.)
A. When two routers are connected via point-to-point.

B. When multiple routers are connected via NBMA point-to-
multipoint.

C. When multiple routers are connected via broadcast multi-access.

D. When multiple routers are connected via NBMA broadcast.
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33. What is the MED command used for in BGP?

A.
B.
C.

Provide emergency medical updates on a BGP routing table

Provide Medium Extra Documentation on BGP attributes

Inform neighboring external AS routers as to which link to use to

receive traffic

receive traffic

. Inform neighboring internal AS routers as to which link to use to

34. What parameter of IGRP and EIGRP must be the same if automatic
route redistribution is to take place?

A.
B.
C.
D.

process-id
area
metric

weight

35. Which IP address is used as the OSPF Router ID?

A.

B.
C.
D.

Highest IP address

Highest loopback IP address

Lowest IP address

Lowest loopback IP address

36. When a BGP peer tries to open a session with another endpoint, the
peer is in which of the following states?

A.

B
C.
D

Active state

. Connection state

Open state

. Established state
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37. The multicast address 224.0.0.5 is assigned to which of the following?
A. AlIOSPFRouters
B. AIIDR

C. AllRouters

D. AlISPFRouters

38. Which of the following use Type 7 LSAs?
A. Stub areas
B. Not-so-stubby areas
C. Totally stubby areas
D.

Internal routers

39. What is the purpose of a passive interface?

A. To stop unwanted route information from entering the specified
interface

B. To allow route information to be filtered by an access list

C. To allow routes to be sent out the specified interface, but deny
route information to enter the interface

D. To allow routes to enter the interface, but deny any route informa-
tion to exit the specified interface
40. How is a BGP session established between two routers?
A. Telnet
B. Hello packets
C. UDP (SYN, ACK, SYN)
D. TCP (SYN, ACK, SYN)
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41. The neighbor table is used to collect information on which of the
following?

A. Directly connected workstations
B. All routes through the network
C. Neighboring routers in other autonomous systems

D. All directly connected neighboring routers

42. How is the JANA involved in BGP?
A. They are not involved.
B. They assign your Internet security.
C. They provide the IP addresses you use.
D. They are responsible for assigning ASNs.

43. What is the purpose of the set clause in a route map?
A. To test traffic patterns against a specified access list
B. To change such routing parameters as default route
C. To create a specific traffic pattern for the match clause to act upon
D. To translate an entry to the internal port translation table
44. What BGP command syntax identifies the AS of the remote router that
the local router will initiate a session with?
A. remote-as
B. aggregate-paths
C. connect bgp-all

D. network as-10
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45,

46.

47.

48.

BGP is a non-proprietary protocol. However, Cisco provides some
proprietary attributes. Which of the following is Cisco proprietary?

A. Weight attribute
B. Next-hop attribute
C. MED attribute

D. Atomic Aggregate attribute

Which of the following are multi-homing classifications for BGP?
A. Centralized

Basic

Medium

Full

moow

Low

Which of the following describes the main purpose of the Distribution
layer?

A. To distribute client-server router information

B. To provide an optimized and reliable transport structure

C. To provide access to various parts of the internetwork, as well as
to services

D. To provide access to corporate resources for a workgroup or users
on a local segment
Why would a BGP router be called a non-client router?

A. A route reflector not participating in a route reflector cluster in an
iBGP network is a non-client router.

B. A route reflector participating in a route reflector cluster in an
iBGP network is a non-client router.

C. A route reflector not participating in a route reflector cluster is a
non-client router. It usually wouldn’t be the reflector itself.

D. A route reflector participating in a route reflector cluster is a non-
client router.

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Assessment Test xlv

49. What routing protocol is based on the work of Edsger Dijkstra?
A. RIP

B. IGRP

C. OSPF

D. EIGRP

50. Which of the following are considered link-state protocols? (Choose
all that apply.)

RIP

RIPv2

IGRP

EIGRP

OSPF

IS-1S

mmoowp
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1. D. InthelIOS command area area-id virtual-Tink router-id,
the router-1id is the highest loopback IP number configured on a
router. If a loopback interface has not been configured on the router,
then the router-id is the highest IP address configured on the router.
For more information, see Chapter 5.

2. B,D. VLSM is compatible only with classless routing protocols.
Classless routing protocols have the ability to carry subnet informa-
tion in their route advertisements. RIPv1l and IGRP are classful,
whereas RIPv2 and FIGRP are classless. For more information, see

Chapter 3.

3. B. Thedefault-metriccommand ensures proper metric conversion
when redistributing routes from different protocols. See Chapter 6 for
more information.

4. D, E. Even though routers do break up collision domains, only
bridges and switches are used specifically to break up collision
domains. See Chapter 1 for more information on segmentation of a
network.

5. D. The MTU size metric component is the Maximum Transmission
Unit (in bytes) over a specified interface. For example, the default
MTU size for an Ethernet interface is 1,500 bytes. For more informa-
tion, see Chapter 10.

6. C. RIPv2 is still distance-vector and acts accordingly. However, it
sends prefix routing information in the route updates so it can support
VLSM. See Chapter 2 for more information on RIPv2.

7. A. When designing OSPF networks, each area within an OSPF rout-
ing process should have a link to the backbone area (Area 0). How-
ever, when an area is not physically adjacent to Area 0, a virtual link
can be used to connect across the transit area, which separates the area
from Area 0. For more information, see Chapter 5.
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8. B, D, F. The Cisco three-layer model includes the Core, Distribution,
and Access layers. See Chapter 1 for more information on the Cisco
three-layer model.

9. A, C. Link-state protocols do not send entire routing table updates
like distance-vector protocols do. Link-state uses Hello messages to
make sure that neighbor routers are still alive, and then when a change
in the network does occur, it sends only the necessary information
about the change. See Chapter 2 for more information on the link-
state routing protocols.

10. D. The command router eigrp is used followed by the AS number
to implement EIGRP. You must then identify the attached networks
using the network command. See Chapter 6 for more information.

11. C. TheIOS command to set a router’s priority is ip ospf priority
priority_number, where priority_number is a number from 0 to
255. See Chapter 4 for more information.

12. D. Network 127 is reserved for loopback purposes (e.g., for trouble-
shooting diagnostics). With a local loopback address, a host can send
a test packet to itself without generating network traffic. For more
information, see Chapter 3.

13. B. The Diffusing Update Algorithm (DUAL) is used to calculate
routes in EIGRP. See Chapter 6 for more information.

14. C. Values for the load metric range from 1 through 255. Therefore,
a load metric of 100 indicates an approximate load of 39 percent
(100/255 = 39.2). For more information, see Chapter 10.

15. C. Port 179 is used by BGP to establish a session with another BGP
peer. Ports 20 and 21 are used by FTP, and port 23 is used by Telnet.
For more information, see Chapter 7.

16. B. The Core layer should provide a fast transport between Distribu-

tion layer devices. See Chapter 1 for more information on the Cisco
three-layer model.
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17

18.

19.

20.

21.

22,

23.

24.

25.

A, D. EIGRP and OSPF both use a topology table to help maintain a
loop-free network. See Chapter 2 for more information on the use of
topology tables.

B. The show ip bgp status command displays the status of all BGP
connections. The show ip bgp summary command displays the
BGP configuration. The other two commands are not valid. For more
information, see Chapter 8.

A. Directly connected routes have an administrative distance of zero.
See Chapter 2 for more information on administrative distances.

C. A leading bit pattern of 0 indicates a Class A network. A leading
bit pattern of 10 indicates a Class B network. A leading bit pattern of
110 indicates a Class C network. For more information, see Chapter 3.

F. An internetwork should be reliable, responsive, efficient, adapt-
able, and accessible. See Chapter 1 for more information on scalable
internetworks.

A, B, C,D. There is no such item as a re-distribution list using BGP.
The others listed are all valid ways of manipulating routes advertised
by BGP. For more information, see Chapter 9.

B. When configuring an area as totally stubby, we are stopping sum-
mary Link State Advertisements from being injected into the area.
Therefore, the IOS router configuration command area area-id
stub no-summary only needs to be issued on the area border routers
(ABRs). However, all of the other routers within the area need to be
configured as stubby. Typically, an area will have only one ABR. For
more information, see Chapter 5.

C. The formula 2" — 2 = number of hosts (where n is the number of
host bits in the subnet mask) tells us how many hosts can be supported
for a particular subnet. For more information, see Chapter 3.

B. The clear 1ip bgp * command is used to clear all the entries in
the BGP table. For more information, see Chapter 8.
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29.

30.

31.

32.

33.
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B. Sequence numbers are assigned in increments of five when no
sequence number was assigned when the prefix list statements were
configured. See Chapter 9 for more information.

A. Route summarization, which works best with contiguous address
space, reduces the memory and processor burden on routers by repre-
senting multiple subnets in a single route advertisement. For more
information, see Chapter 3.

A, B. BGP should be used when multi-homing and when connecting
multiple ISPs. For more information, see Chapter 7.

A. SPF is the type of path created by the Dijkstra algorithm. See
Chapter 4 for more information.

C. TheIOS command show ip ospf process-idshows area infor-
mation, such as the identity of the area border router (ABR) or auton-
omous system boundary router (ASBR). For more information, see
Chapter 5.

A, B, C, E. Confederations use iBGP on routers in sub-ASes and then
use eBGP to connect the sub-ASes. The sequence number is used in
prefix lists. The confederation identifier is the number assigned to all
the routers to identify that all the routers in the confederation using
sub-ASes reside in the same autonomous system. See Chapter 9 for
more information.

C, D. There must always a DR and a BDR for each multi-access seg-
ment. See Chapter 4 for more information.

C. The MED attribute is used to inform other external AS routers as
to which route to use in order to receive traffic. For more information,
see Chapter 8.

A. If the IGRP and EIGRP processes are both running on the same
router, their routes will be automatically redistributed if their
process-ids are equal. This is possible because IGRP and EIGRP use
very similar metrics. Note that in some of the literature, the process-
id may be referred to as an Autonomous System. For more informa-
tion, see Chapter 10.
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Answers to Assessment Test

35.

36.

37.

38.

39.

40.

41.

42.

B. The highest IP address is used if no loopback interfaces are con-
figured. See Chapter 4 for more information.

B. This connection is in the Connection state until a message is sent
to identify each peer. When the connection is established, it transitions
to the Open state. Once the connection is accepted by the other peer,
the connection transitions to Established state. If the connection is
lost, possibly due to a version mismatch, the peer goes to the Active
state and actively tries to reestablish the connection using the proper
version properties. For more information, see Chapter 7.

D. AIlIOSPFRouters does not exist. See Chapter 4 for more
information.

B. Not-so-stubby areas (NSSAs) import external routes (Type 7 Link
State Advertisements) via route redistribution and then translate these
Type 7 LSAs into Type 5 LSAs. For more information, see Chapter 3.

D. Passive interfaces are used for such interfaces as BRI, where you
do not want to have routing updates sent out the interface. See Chap-
ter 6 for more information.

D. A BGP session is established between two routers by using a TCP
SYN, TCP ACK, and then another TCP SYN. For more information,
see Chapter 7.

D. The neighbor table tracks all the directly connected routers run-
ning EIGRP. The table also tracks the smooth round-trip timer
(SRTT), the retransmission timer (RTO), and the hold timer, which
are all used by the neighbor table to track its neighboring routers. See
Chapter 6 for more information.

D. The Internet Assigned Numbers Authority (IANA) is responsible
for delegating autonomous system numbers. Other organizations may
assign numbers, but only if they are authorized by the IANA. See
Chapter 7 for more information.
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43.

44,

45,

46.

47.

48.

49,

50.

Answers to Assessment Test i

B. After a traffic pattern has been identified by a route map’s match
clause, the set clause sets route parameters such as next-hop address
or default route. For more information, see Chapter 10.

A. The remote-as syntax identifies the peer router that the local
router will enable a session with. The IP address identifies the interface
attached to the peer router. If the ASN is the same number as the inter-
nal ASN, it identifies an internal AS; if it is different, it identifies an
external AS. See Chapter 8 for more information.

A. The Weight attribute is a Cisco proprietary BGP attribute used as
a metric to find the best routes through the networks. See Chapter 8
for more information.

B, C, D. When you use multi-homing with only static routes, it is
considered a Basic classification. When you use static routes and BGP
learned routes, it is considered a Medium classification. When you use
only BGP learned routes, it is considered a Full classification. See
Chapter 9 for more information.

C. The Distribution layer connects Access layer devices together and
provides users with network service connections. See Chapter 1 for
more information on the Cisco three-layer model.

C. Routers not participating as a route reflector client are called non-
client routers. Non-client refers to any iBGP peer that is not partici-
pating in the route reflector cluster as a client. See Chapter 9 for more
information.

C. Sometimes referred to as the Dijkstra Algorithm, OSPF uses the
Shortest Path First Algorithm to generate its composite metric. For
more information, see Chapter 10.

E, F. Although EIGRP is really a hybrid routing protocol, it is con-
sidered an advanced distance-vector protocol, not link-state. See
Chapter 2 for more information on link-state protocols.
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Scaling Large
Internetworks

THE CCNP ROUTING EXAM TOPICS COVERED
IN THIS CHAPTER ARE AS FOLLOWS:

v" Describe causes of network congestion
v’ List solutions for controlling network congestion
v' Describe the key requirements of a scalable internetwork

v Select a Cisco I0S feature as a solution for a given internetwork
requirement
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€’ll begin this book with a review of internetworks and a
discussion of the typical business requirements for their implementation in
today’s marketplace. This discussion will lead naturally into exploring the
ubiquitous but avoidable problem of network congestion. Examining both
its causes and the solutions for controlling it, we’ll describe the key require-
ments for a scalable internetwork. We’ll also look to the Cisco three-layer
model for the inherent solutions it provides and unveil helpful Cisco IOS fea-
tures that will aid us in scaling large internetworks.

Internetworks

An internetwork is the communication structure that works to tie
LANs and WAN:S together. Its primary goal is to efficiently move informa-
tion anywhere within a corporation quickly, upon demand, and with com-
plete integrity. Today’s users have become increasingly dependent on their
networks—just make a group of users’ server or hub go offline and watch the
chaos that results around the office.

Where this has led—and what this means for corporations that want to
remain capable of competing in today’s global market—is that the networks
they depend on today have to efficiently manage, on a daily basis, some or
all of the following;:

= Graphics and imaging
= Files in the gigabyte range
= Client/server computing

= High network traffic loads
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To be able to amply meet these needs, the IS department must provide the
following to users:

= More bandwidth

* Bandwidth on demand

= Low delays

= Data, voice, and video capabilities on the same media

Also, the network of today must be adaptable in that it must be ready to
suit the applications of tomorrow. In the not-too-distant future, networks
will need to be equipped to handle

= High-definition imaging
= Full-motion video
= Digitized audio

In short, for an internetwork to realize its purpose, it must be able to effi-
ciently connect many different networks together to serve the organizations
that depend on it. This connectivity must happen regardless of the type of
physical media involved. Companies expanding their networks must over-
come the limitations of physical and geographic boundaries. The Internet
has served as a model to facilitate this growth.

Clearing Up Network Congestion

With a combination of powerful workstations, audio and video to
the desktop, and network-intensive applications, 10Mbps Ethernet net-
works no longer offer enough bandwidth to fulfill the business requirements
of the typical large business.

As more and more users are connected to the network, an Ethernet net-
work’s performance begins to wane as users fight for more bandwidth. As
when too many cars try to get onto a freeway at rush hour, this increased uti-
lization causes an increase in network congestion as more users try to access
the existing network resources. Congestion causes users to scream for more
bandwidth. However, simply increasing bandwidth can’t always solve the
problem. A slow server CPU or insufficient memory on the workstations and
servers can also be the culprit, and these need to be considered as well.
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One way to solve congestion problems and increase the networking per-
formance of your LAN is to divide a single Ethernet segment into multiple
network segments, which maximizes the available bandwidth. Some of the
ways to do that are as follows:

Physical segmentation You can segment the network with bridges and
routers, thereby breaking up the collision and broadcast domains. This
minimizes packet collisions by decreasing the number of workstations on
the same physical network.

Network switching technology (microsegmentation) Like a bridge or
router, switches can also provide LAN segmentation capabilities. LAN
switches (for example, the Cisco Catalyst 5000) provide dedicated, point-
to-point, packet-switched connections between their ports. Since this
allows simultaneous switching of packets between the ports in the switch,
it increases the amount of bandwidth open to each workstation.

Using full-duplex Ethernet devices Full-duplex Ethernet can provide
almost twice the bandwidth of traditional Ethernet networks. However,
for this to work, both the switch port and the network interface cards
(NICs) must be able to run in Full Duplex mode.

Using Fast or Gigabit Ethernet Using Fast Ethernet and gigabit
switches can provide up to 100 times the amount of bandwidth available
from 10BaseT.

It’s no surprise—reducing the number of users per collision domain
increases the bandwidth on your network segment. By keeping the traffic
local to the network segment, users have more bandwidth available to them
and enjoy a noticeably better response time than if there was simply one
large backbone in place.

Okay, now let’s explore some different ways to clear up nasty network
congestion problems:

= Segmentation with bridges
= Segmentation with routers

= Segmentation with switches

Segmentation with a Bridge

A bridge can segment, or break up, your network into smaller, more man-
ageable pieces. However, if it’s placed incorrectly in your network, it can
cause more harm than good.
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Clearing Up Network Congestion 5

Bridges perform at the MAC sublayer of the Data Link layer. They create
both physical and logical separate network segments to reduce the traffic
load. There are solid advantages to bridging—by segmenting a logical net-
work into multiple physical pieces, it secures network reliability, availability,
scalability, and manageability.

As Figure 1.1 shows, bridges work by examining the MAC or hardware
addresses in each frame and, only if necessary, forwarding the frame to the
other physical segments. These devices dynamically build a forwarding table
of information composed of each MAC address and the segment that
address is located on.

Segmentation with a bridge

Forwarding Forwarding
Table Table
Host Segment Host Segment
1 1 4 2
2 1 5 2
3 1 6 2
Host1 Host3 | 4 2 Host4 Host6 | / 3 Host7 Host9
5 2 8 3
6 2 9 3

oo

L7
Host 2 Host 5 Host 8
Segment #1 Segment #2 Segment #3

Now for the bad news.... A drawback to using bridges is that if the des-
tination MAC address is unknown to the bridge, it will forward the frame to
all segments except the port from which it received the frame. Also, a 20-30
percent latency period can occur for the processing of frames. This delay can
increase significantly if the frame cannot be immediately forwarded due to
current activity on the destination segment.

Bridges will forward broadcast and multicast packets to all other seg-
ments to which they’re attached. Since, by default, the addresses from these
broadcasts are never seen by the bridge, and hence are not filtered, broadcast
storms can result. The same problem can happen with switches because, the-
oretically, switch ports are bridge ports. A Cisco switch is really a multiport
bridge that runs the Cisco IOS and performs the same functions as a bridge.
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Segmentation with a Router

FIGURE 1.2

As you know, routers work at the Network layer and are used to route pack-
ets to destination networks. Routers use routing tables to make routing deci-
sions. However, in the routing tables, routers keep information on how to
get to networks in their tables, not to hosts, using that information to route
packets through an internetwork. Routers use logical network addresses
instead of hardware addresses when making their routing decisions. They
maintain a routing table for each protocol on the network—a Cisco router
will keep a routing table for AppleTalk, a different one for IPX, and still

another for IP, as shown in Figure 1.2.

Routing tables are kept for each Network layer routing protocol.

7

7

EO "\}—i S0

IP ROUTING TABLE
Subnet Interface
172.16.10.0 EO
172.16.20.0 SO
172.16.30.0 SO
IPX ROUTING TABLE
Network
Number Interface
117 SO
108 EO
10 SO
AppleTalk ROUTING TABLE
Cable
Range Interface
2-2 EO
10-10 SO
1-1 SO

Here are the pros regarding routers:

S0 | o~ ——  EO
o

IP ROUTING TABLE
Subnet Interface
172.16.30.0 EO
172.16.20.0 SO
172.16.10.0 S0
IPX ROUTING TABLE
Network
Number Interface
10 SO
108 EO
117 S0
AppleTalk ROUTING TABLE
Cable
Range Interface
1-1 EO
10-10 SO
2-2 S0

Manageability Multiple routing protocols give the network manager
who’s creating an internetwork a lot of flexibility.

Increased functionality Cisco routers provide features that address the
issues of flow, error and congestion control, fragmentation, reassembly,

and control over a packet’s lifetime.

Copyright ©2001 SYBEX, Inc., Alameda, CA

www.sybex.com


http://www.sybex.com

Clearing Up Network Congestion 7

Multiple active paths Using path metrics, routers can make informed
routing decisions. This allows routers to have more than one active path
between networks. Multiple paths can provide load balancing, which pro-
vides more bandwidth to remote networks as well as redundancy.

To provide these advantages, routers must be more complex and more
software intensive than bridges. Routers provide a lower level of perfor-
mance in terms of the number of frames or packets that can be processed
per unit.

Segmentation with LAN Switches

LAN switching is a great strategy for LAN segmentation. LAN switches
improve performance by employing Layer 2 frame switching, which permits
high-speed data exchange.

Just like bridges, switches use the destination MAC address to ensure that
the packet is forwarded to the right outgoing port. Cut-through switches
begin forwarding the packet before reception is complete, keeping latency to
a minimum. Store-and-forward switching receives the entire frame onto its
onboard buffers, runs a CRC, and then forwards the frame out the destina-
tion port.

There are three different switching-method terms:

Port configuration-switching Allows a port to be assigned to a physical
network segment under software control. It’s the simplest form of switching.

Frame-switching Increases available bandwidth on the network. Frame-
switching allows multiple transmissions to occur in parallel. This is the
type of switching performed by all Catalyst switches.

Cell-switching (ATM) Uses small, fixed-length cells that are switched
on the network, similar to frame-switching. It’s the switching method
used by all Cisco Lightstream switches.

A LAN switch supplies you with considerably higher port density at a
lower cost than standard bridges. Since the largest benefit of LAN switches
is fewer users per segment, the average available bandwidth per user
increases. This fewer-users-per-segment trend is known as microsegmenta-
tion, which lets you create dedicated segments. When you have one user per
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segment, each one enjoys instant access to the full lot of available bandwidth
instead of competing for it with other users. Because of this, the collisions
that are common with shared, medium-sized networks that use hubs (half-
duplex) just don’t happen.

A LAN switch bases the forwarding of frames on the frame’s Layer 2
address (Layer 2 LAN switch) or on the Layer 3 address of the packet (multi-
layer LAN switch). LAN switches are sometimes referred to as LAN frame
switches because they generally forward Layer 2 frames in contrast to an
ATM switch, which forwards cells. Do not confuse this with Frame Relay,
which is a WAN technology.

LAN switches uniquely support some very cool new features, including
the following:

= Numerous, simultaneous conversations

= High-speed data exchanges

= Low latency and high frame-forwarding rates
* Dedicated communication between devices

= Full-duplex communication

= Media rate adaptation (10,100, and 1000Mbps hosts can work on the
same network)

= The ability to work with existing 802.3-compliant network interface
cards and cabling

Thanks to dedicated, collision-free communication between network
devices, file-transfer throughput is increased. Many conversations can occur
simultaneously by forwarding or switching several packets at the same time,
which expands the network capacity by the amount of supported conversations.

The Cisco Three-Layer Model

Cisco has created its own three-layer hierarchical model. The Cisco
hierarchical model is used to help you design, implement, and maintain a
scalable, reliable, cost-effective hierarchical internetwork. Cisco defines
three layers of hierarchy, as shown in Figure 1.3, each with specific functionality.
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FIGURE 1.3 The Cisco hierarchical model

Core
layer

Distribution

layer .f\} /,i
Access -——

layer —

The three layers are:
= The Core layer
= The Distribution layer
= The Access layer

Each layer has specific responsibilities. Remember, however, that the
three layers are logical and not necessarily physical. Three layers do not nec-
essarily mean three separate devices. Consider the OSI model, another logical
hierarchy. Its seven layers describe functions but not necessarily protocols,
right? Sometimes a protocol maps to more than one layer of the OSI model,
and sometimes multiple protocols communicate within a single layer. In the
same way, when we build physical implementations of hierarchical net-
works, we may have many devices in a single layer, or we might have a single
device performing functions at two layers. The definition of the layers is log-
ical, not physical.

Before you learn about these layers and their functions, consider a com-
mon hierarchical design, as shown in Figure 1.4. The phrase “keep local traf-
fic local” has almost become a cliché in the networking world. However, the
underlying concept has merit. Hierarchical design lends itself perfectly to ful-
filling this concept.
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FIGURE 1.4 Hierarchical network design

Core
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layer

Access
layer

Workgroups

Users’ machines Users’ machines  Users’ machines

Now, let’s take a closer look at each of the layers.

The Core Layer

The Core layer is literally the core of the network. At the top of the hierar-
chy, the Core layer is responsible for transporting large amounts of traffic
both reliably and quickly. The only purpose of the Core layer of the network
is to switch traffic as fast as possible. The traffic transported across the core is
common to a majority of users. However, remember that user data is pro-
cessed at the Distribution layer, and the Distribution layer forwards the
requests to the core if needed.

If there is a failure in the core, every single user can be affected. Therefore,
fault tolerance at this layer is an issue. The core is likely to see large volumes
of traffic, so speed and latency are driving concerns here. Given the function of
the core, we can now consider some design specifics. Let’s start with some
things that we know we don’t want to do:

= Don’t do anything to slow down traffic. This includes using access
lists, routing between virtual local area networks (VLANs), and
packet filtering.
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= Don’t support workgroup access here.

= Avoid expanding the core when the internetwork grows (i.e., adding
routers). If performance becomes an issue in the core, give preference
to upgrades over expansion.

Now, there are a few things that we want to make sure to do as we design
the core. They include:

= Design the core for high reliability. Consider data-link technologies
that facilitate both speed and redundancy, such as FDDI, Fast Ether-
net (with redundant links), or even ATM.

* Design with speed in mind. The core should have very little latency.

= Select routing protocols with lower convergence times. Fast and
redundant data-link connectivity is no help if your routing tables
are shot!

The Distribution Layer

The Distribution layer is sometimes referred to as the workgroup layer and
is the communication point between the Access layer and the Core layer. The
primary function of the Distribution layer is to provide routing, filtering, and
WAN access and to determine how packets can access the core, if needed.
The Distribution layer must determine the fastest way that user requests are
serviced, for example, how a file request is forwarded to a server. After the
Distribution layer determines the best path, it forwards the request to the
Core layer. The Core layer is then responsible for quickly transporting the
request to the correct service.

The Distribution layer is the place to implement policies for the network.
Here, you can exercise considerable flexibility in defining network opera-
tion. There are several items that generally should be done at the Distribution
layer. They include

= Implementing tools such as access lists, packet filtering, and queuing

= Implementing security and network policies, including address trans-
lation and firewalls

= Redistribution between routing protocols, including static routing
= Routing between VLANs and other workgroup support functions

= Broadcast and multicast domain definition
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Things to avoid at the Distribution layer are limited to those functions
that exclusively belong to one of the other layers.

The Access Layer

The Access layer controls user and workgroup access to internetwork
resources. The Access layer is sometimes referred to as the desktop layer. The
network resources that most users need will be available locally. The Distri-
bution layer handles any traffic for remote services. The functions to be
included at this layer include

= Continued (from the Distribution layer) access control and policies
= Creation of separate collision domains (segmentation)
= Workgroup connectivity into the Distribution layer

Technologies such as DDR and Ethernet switching are frequently seen in
the Access layer as well as the Distribution layer. If you are using DDR to
connect to a remote office, then it has to be a Distribution layer device. Static
routing (instead of dynamic routing protocols) is seen here as well.

As already noted, three separate levels does not have to imply three sep-
arate routers. It could be fewer, or it could be more. Remember, this is a lay-
ered approach.

Requirements of the Scalable Internetwork

Today’s internetworks are experiencing extraordinary growth due to
increasing demands for connectivity both in businesses and at home. There-
fore, it’s very important for them to be scalable. It’s now vital for adminis-
trators to understand what a scalable network is, as well as what is required
to effectively manage its incessant growth.

Since a scalable internetwork undergoes continual growth, it must be
both flexible and easily appended. An ideal design is based on the hierarchi-
cal model to simplify management and permit well-planned growth that
honors the network’s requirements. Here are the requirements of a scalable
internetwork:

It must be reliable and available. The Cisco IOS provides features for
implementing redundancy, load balancing, and reachability with proto-
cols such as OSPF and EIGRP.
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It must be responsive. Because network growth often occurs on a daily
basis, the administrator’s duty to maintain the network’s responsiveness
can become overwhelming. The Cisco IOS provides solutions to provide
Quality of Service (QoS) that will allow multiple protocols to be sup-
ported on the network, without compromising QoS requirements.

It must be efficient. Efficiency, in a nutshell, means keeping the band-
width from becoming saturated. A central goal of this book is to arm you
with information on fine-tuning your router to optimize the existing
bandwidth on your internetwork. You’ll learn how to achieve that objec-
tive through innovative techniques such as using access lists, optimizing
route update operations, and scaling IP addresses.

It must be adaptable. The internetwork must be designed to respond
masterfully to change and to accommodate disparate networks as well as
older legacy technologies.

It must be easily accessible while being secure. It is a network adminis-
trator’s foremost obligation (obsession?) to meet business requirements
by ensuring that network resources remain available to users at all times,
while managing to keep out any and all hackers. The Cisco IOS provides
dedicated and switched WAN support such as Frame Relay, SMDS, X.25,
and ATM to equip networking professionals with options to meet cost,
location, security, and traffic requirements. The Cisco IOS also provides
exterior routing support with the Exterior Gateway Protocol (EGP) and
Border Gateway Protocol (BGP) to permit routing on the Internet with
maximum Security.

We will talk about each of these requirements in the following sections.

Reliability and Availability

Because a network is depended upon so heavily—ideally, it’s up and running
24 hours a day, 365 days a year—failures and downtime must be kept to a
minimum. It’s also vital that when a failure does occur, it’s easy to isolate,
reducing the time needed for troubleshooting. When it comes to reliability,
the internetwork’s Core layer is the most critical. Cisco’s definition of reli-
able is an internetwork that can respond quickly to changes in the network
topology and accommodate failures by rerouting traffic.
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Some Cisco IOS features that serve to provide stability and availability are
as follows:

Reachability OSPF and EIGRP use expanded metrics that can go
beyond the hop-count limitations of distance-vector routing algorithms.
These routing protocols analyze a combination of factors to establish the
real cost of a path to a network, making Cisco routers able to support very
large internetworks.

Convergence Scalable routing protocols can converge quickly because
of each router’s complete understanding of the internetwork and ability
to detect problems.

Responsiveness

Since it’s the network administrator’s responsibility to make sure users don’t
experience delays in responsiveness as the internetwork grows, they must be
keenly aware of the latency factor that each piece of equipment (routers,
switches, and bridges) contributes to the internetwork. The Cisco IOS pro-
vides mitigation for the latency needs of each protocol running on your inter-
network, with features such as

Alternate paths routing Because OSPF and EIGRP build a complete
map of the internetwork, a router can easily reroute traffic to an alternate
path if a problem occurs.

Load balancing Through the EIGRP and OSPF routing algorithms, the
Cisco IOS is able to perform load balancing. This allows for redundant
links and for more bandwidth to be available to locations needing more
than just one link. For example, if two T1 WAN links were installed
between buildings, the actual bandwidth between them would reach
approximately 3Mbps.

Tunneling Running a tunneling protocol affords the ability to commu-
nicate across WAN links that were previously unreachable. For example,
if you have a WAN link that supports only TCP/IP and you want to man-
age a Novell NetWare server that supports only IPX, you could tunnel
IPX packets inside of IP packets to achieve your goal.

Dial backup You can configure dial-backup links for redundancy on
your WAN links and to add extra bandwidth whenever it becomes satu-
rated, enhancing the link’s reliability and availability.
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The task of creating smoothly running, efficient LANs and internetworks is
obviously very important, but optimizing the bandwidth on a WAN can be
very difficult. The best way to reduce the bandwidth usage is to reduce the
amount of update traffic on the LAN that will be sent over your WAN. The
Cisco 10S features available to help reduce bandwidth usage are as follows:

Access lists  Used to permit or deny certain types of traffic from entering
or exiting a specific router interface. They can stop basic traffic, broad-
casts, and protocol updates from saturating a particular link. TCP/IP,
IPX, and AppleTalk can all be filtered extensively.

Snapshot routing Commonly used for ISDN connections when running
distance-vector protocols, it allows routers to exchange full distance-
vector routing information at an interval defined by the administrator.

Compression over WANs The Cisco IOS supports TCP/IP header and
data compression to reduce the amount of traffic crossing a WAN link.
Link compression can be configured, which compresses header and data
information into packets. This is accomplished by the Cisco IOS prior to
sending the frame across the WAN.

DDR (Dial-on-Demand Routing) DDR allows wide area links to be
used selectively. With it, the administrator can define “interesting” traffic
on the router and initiate point-to-point WAN links based upon that traf-
fic. What denotes interesting traffic is defined by access lists, so a great
deal of flexibility is afforded to the administrator. For instance, an expen-
sive ISDN connection to the Internet could be initiated to retrieve e-mail,
but not for a WWW request. DDR is an effective tool in situations where
WAN access is charged according to a quantified time interval—it’s best
to use it in situations where WAN access is infrequent.

Reduction in routing table entries By using route summarization and
incremental updates, you can reduce the number of router processing
cycles by reducing the entries in a routing table. Route summarization
occurs at major network boundaries, which summarize all the routes
advertised into one entry. Incremental updates save bandwidth by sending
only topology changes instead of the entire routing table when transmit-
ting updates.

Switched access Packet-switched networks such as X.25 and Frame
Relay provide global connectivity through a large number of service pro-
viders with established circuits to most major cities.
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Adaptability

Another important goal for an administrator is to design an internetwork
that responds well to change. To achieve this goal, internetworks need to be
able to

Pass both routable and nonroutable network protocols Examples
would be TCP/IP, which is routable, and Microsoft’s NetBEUI (NetBIOS
Extended User Interface), which is not routable, only bridgeable.

Create islands of networks using different protocols This allows you to
add protocols used by the network islands to Core layer routers or use
tunneling in the backbone to connect the islands, which keeps you from
having to add unwanted protocols to the core backbone.

Balance between multiple protocols in a network Each protocol has
different requirements, and the internetwork must be able to accommo-
date the specific issues of each one.

The Cisco IOS also has many different features that contribute to network
adaptability:

EIGRP Cisco’s proprietary EIGRP allows you to use multiple protocols
within one routing algorithm. EIGRP supports IP, IPX, and AppleTalk.

Redistribution Allows you to exchange routing information between
networks that use different routing protocols. For example, you can
update a routing table from a network running IGRP on a router partic-
ipating in an RIP network.

Accessibility and Security

Access routers must be both accessed and used to access a variety of WAN
services, while maintaining security to keep hackers out.
The Cisco IOS features that support these requirements are as follows:

Dedicated and switched WAN support You can create a direct connec-
tion with Cisco routers using basic or digital services (a T1, for example).
Cisco routers also support many different switched services, such as
Frame Relay, SMDS, X.25, and ATM, to give you options to meet cost,
location, and traffic requirements.

Exterior protocol support Both Exterior Gateway Protocol (EGP) and
Border Gateway Protocol (BGP) are supported by the Cisco 10S. BGP
(discussed in detail in Chapters 7 through 9) is used primarily by Internet
Service Providers (ISPs) and has mostly replaced EGP.
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Access lists  Used to filter specific kinds of traffic from either entering or
leaving a Cisco router.

Authentication protocols Cisco supports both Password Authentica-
tion Protocol (PAP) and Challenge Handshake Authentication Protocol
(CHAP) for providing authentication on WAN connections using PPP.

In this chapter, we covered the network congestion issues and showed
how to solve them. For an internetwork to realize its purpose, it must be able
to efficiently connect many different networks together to serve the organi-
zations depending on it. However, the more users and networks that you tie
together, the more network congestion results.

The way to solve congestion problems and increase the networking per-
formance of your LAN is to divide a single Ethernet segment into multiple
network segments using bridges, routers, and switches.

We also discussed in this chapter that the key requirements of a scalable
internetwork are based on an ideal design using the Cisco hierarchical model
to simplify management, which permits well-planned growth that honors
the network’s requirements.

The following issues were discussed as mandatory requirements of a scal-
able internetwork:

= Reliability and availability
= Responsiveness

= Efficiency

Adaptability

= Easy accessibility while maintaining security

Before taking the exam, make sure you’re familiar with the following terms:
Access layer
Core layer
Distribution layer
internetwork

microsegmentation
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Written Lab

1. Match the following letters to the numbered list below:
A. Reliable and available

Responsive

Efficient

Adaptable

moow

Accessible but secure

Numbered Term Letter
1. Authentication protocols
2. Reachability

3. Create islands of networks using different
protocols

. DDR (Dial-on-Demand Routing)
. Convergence

. Alternate paths routing

. Compression over WANs

. Exterior protocol support

O o0 N N »n N

. Balance between multiple protocols in a network

10. Switched access
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Review Questions

1. Which of the following can you use to alleviate congestion in an inter-
network (if used correctly)?

A. Repeaters
Routers
DLC

Switches

m o ow

Bridges

2. Choose the three layers Cisco uses for building its hierarchical inter-
network model.

Fundamental

Distribution

IGRP

Core

Backbone

mmo o wp

Access

3. Identify the characteristics of a scalable internetwork.
A. Reliability

Responsiveness

Efficiency

Adaptability

Accessibility

All of the above

mmo o ®
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4. What is the primary function of the Core layer?

A.
B.

To distribute client/server router information

To provide an optimized and reliable transport structure

. To provide access to various parts of the internetwork, as well as

to services

To provide access to corporate resources for a workgroup or users
on a local segment

5. What is the primary function of the Distribution layer?

A.
B.

To distribute client/server router information

To provide an optimized and reliable transport structure

. To provide access to various parts of the internetwork, as well as

to services

. To provide access to corporate resources for a workgroup or users

on a local segment

6. What is the purpose of the Access layer?

A.
B.

To distribute client/server router information

To provide an optimized and reliable transport structure

. To provide access to various parts of the internetwork, as well as

to services

To provide access to corporate resources for a workgroup or users
on a local segment

7. How do LAN switches improve performance on a LAN?

A.
B.

By filtering via logical address

By regenerating the digital signal

By employing packet-switching that permits high-speed data
exchanges

By employing frame-switching that permits high-speed data
exchanges
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8. What is a benefit of bridge segmentation?
A. Regeneration and propagation

B. Segmenting, or breaking up, your network into smaller, more
manageable pieces

C. LAN queuing
D. Forwarding the frame before reception is complete
9. How does cut-through switching provide better performance than
other switching methods?
A. By using LAN queuing
B. By using microsegmentation

C. By receiving the entire frame onto onboard buffers, running a
CRC, and then forwarding the frames out the destination port

D. By forwarding the frame before reception is complete

10. LAN segmentation with switches is also called what?
A. Filtering
B. Microsegmentation
C. Bridging
D. Routing

11. Which Cisco layer governs access to Core layer resources?
A. Distribution
B. Core
C. Backbone
D. Access
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12. Which layer should have the most redundancy?

A.

Backbone

. Core

B
C.
D

Distribution

. Access

13. How do bridges filter a network?

A.

By logical address

B. By IP address
C.
D

By hardware address

. By digital signaling

14. How do routers filter a network? (Choose all that apply.)

A.

moow

By logical address
By IP address

By digital signaling
By hardware address
By IPX address

15. How do switches segment a network?

A.

By logical address

B. By IP address
C.
D. By IPX address

By hardware address
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16. What is a drawback of filtering a network with bridges?

A.

It segments the network.

. It creates internetworks.

B
C.
D

It forwards all broadcasts.

. It filters frames.

17. How can you reduce routing table entries?

A.

Route summarization

B. Incremental updates
C.
D. VLANs

IP filtering

18. Which Cisco IOS features are available to help reduce bandwidth
usage? (Choose all that apply.)

mmoowp

Access lists

Snapshot routing
Compression of WANs
TTL

DDR

Incremental updates
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19. Which Cisco IOS features serve to provide stability and availability?
(Choose all that apply.)

Reachability
Convergence
Alternative path routing
Snapshot routing
Tunneling

Dial backup

G m m o O & p

. Load balancing

20. Which Cisco layer is responsible for breaking up collision domains?
A. Core
B. Backbone

C. Distribution

D

. Access
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Answers to Written Lab

1.
Numbered Term Letter
1. Authentication protocols E
2. Reachability A
3. Create islands of networks using different D
protocols
4. DDR (Dial-on-Demand Routing) C
5. Convergence A
6. Alternate paths routing B
7. Compression over WANs C
8. Exterior protocol support E
9. Balance between multiple protocols in a network D
10. Switched access C
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Answers to Review Questions

10.

11.

12.

. B, D, E. Routers, switches, and bridges are used to segment a net-

work and alleviate congestion on a network segment.

B, D, F. The Cisco three-layer model includes the Core,
Distribution, and Access layers.

F. Aninternetwork should be reliable, responsive, efficient, adaptable,
and accessible.

B. The Core layer should provide a fast transport between Distribu-
tion layer devices.

C. The Distribution layer connects Access layer devices together and
provides users with network service connections.

D. The Access layer is the connection point for users into the
internetwork.

D. LAN switches are Layer 2 devices that filter by hardware address
in a frame.

B. Bridges filter the network by using the hardware address in a frame
and create smaller collision domains.

D. Cut-through LAN switching begins forwarding the frame to the
destination device as soon as the destination hardware address is read
in the frame.

B. Microsegmentation is a term for breaking up collision domains into
smaller segments.

A. The Distribution layer is responsible for connecting the Access
layer devices together and managing data flow to the Core layer.

B. If there is a failure in the core, every single user can be affected.
Therefore, fault tolerance at this layer is an issue.
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15.

16.

17.

18.

19.

20.
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C. Bridges use the hardware address in a frame to filter a network.

A, B, E. Routers use logical network addresses. IP and IPX are exam-
ples of logical network addresses.

C. Switches, like bridges, use hardware addresses in a frame to filter
the network.

C. Both switches and bridges break up collision domains but are one
large broadcast domain by default. All broadcasts are forwarded to all
network segments with a bridge or switch.

A. Route summarization is used to send fewer route entries in an
update. This can reduce the routing table entries.

A, B, C, E, F. Access lists, snapshot routing, compression techniques,
Dial-on-Demand Routing (DDR), and incremental updates all can
help reduce bandwidth usage.

C, D, E, F. Alternate path routing, which provides redundancy and
load balancing, along with snapshot routing, tunneling, and dial backup,

all provide stability and availability in an internetwork.

D. The Access layer is responsible for breaking up collision domains.
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THE CCNP ROUTING EXAM TOPICS

COVERED IN THIS CHAPTER ARE AS FOLLOWS:
List the key information routers need to route data

Describe the use of the fields in a routing table

Describe classful and classless routing protocols

AN N NN

Compare distance-vector and link-state routing protocol
operation

v Given a pre-configured laboratory network, discover the
topology, analyze the routing table, and test connectivity using
accepted troubleshooting techniques
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n this chapter, you will learn the difference between distance-
vector and link-state routing protocols. The idea of this chapter is to provide
you with an overview of the different types of routing protocols available,
not how to configure routers. Distance-vector protocols will be covered in
more detail in this chapter than link-state because link-state routing proto-
cols are covered very thoroughly starting at Chapter 4, “OSPF Areas.”

This is an important chapter to understand before moving on to the link-
state routing protocol chapters. Having a fundamental understanding of the
distance-vector and link-state concepts is important, as it will help you when
you design internetworks and the routing protocol implementation.

Fundamentals of Routing

Routing is the process of forwarding packets from one network to
another; this is sometimes referred to as a relay system. Logical addressing is
used to identify each network as well as each device on the network. The
actual movement of transient traffic through the router is a separate func-
tion; it is actually considered to be the switching function. Routing devices
must perform both a routing and a switching function to be effective.

For a routing decision to take place on a relay system, three major deci-
sions must be made:

= Is the logical destination address a known protocol? Is this protocol
enabled on the router and active? This does not have to be IP; IPX,
AppleTalk, and other protocol suites can be used as well.
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= Is the destination logical address in the routing table? If not, discard
the packet and send an ICMP (Internet Control Message Protocol)
message to the sender.

= If the destination logical address is in the routing table, to which inter-
face will the packet be forwarded? Once this exit, or forwarding interface,
is chosen, the router must have an encapsulation in which to place the
packet. This is called framing and is required to forward the packet to
the next-hop logical device.

Once the packet is framed, it is forwarded from hop to hop until it reaches
the final destination device. Routing tables in each device are used to pass the
packet to the correct destination network.

Routing Tables

All the routing information needed for a router to forward packets to a next-
hop relay device can be found in the router’s routing table. Again, if a des-
tination logical address is not found in the table, the router discards the
packets. A gateway of last resort can be set on the router to forward packets
not listed in the routing table. This is called setting the default route.

However, this is not a default gateway, nor does it act as a default gate-
way, so it is important to not think of setting the gateway of last resort as set-
ting a default gateway. Default gateways are used on hosts to direct packets
to a relay device if the destination logical device is not on the local segment.
Gateway-of-last-resort entries are used to send packets to a next-hop relay
device if the destination logical address is not found in the routing table. If
the destination logical address is in the routing table, then the gateway of last
resort will not be used.

A sample routing table is shown below:

2600B#sh 1ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M -
mobile, B - BGP, D - EIGRP, EX - EIGRP external, O - OSPF,
IA - OSPF inter area. N1 - OSPF NSSA external type 1, N2 -
OSPF NSSA external type 2, E1 - OSPF external type 1, E2 -
OSPF external type 2, E — EGP, i - IS-IS, L1 - IS-IS
Tevel-1, L2 - IS-IS level-2, * - candidate default

U - per-user static route, o - ODR
T - traffic engineered route
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Gateway of last resort is not set

172.16.0.0/24 1is subnetted, 6 subnets

C 172.16.60.0 is directly connected, BRIO/0
C 172.16.50.0 1is directly connected, Ethernet0/0
S 172.16.10.0 [1/0] via 172.16.50.1, Ethernet0/0
S 172.16.11.0 [1/0] via 172.16.50.1, Ethernet0/0
R 172.16.50.0 [120/3] via 172.16.10.2,

Y FastEthernet0/0
R 172.16.40.0 [120/2] via 172.16.10.2,

Y FastEthernet0/0
2600B#

At the top of the routing table are the different codes that describe the
entries found in a routing table. In the example above, the entries include
both directly connected static routes and RIP entries.

Let’s take a look at a static route entry:

S 172.16.10.0 [1/0] via 172.16.50.1, Ethernet0/0
The list below describe the different parts of the routing table entry:

S The means by which the entry was learned on this router. S is for static
entry, which means that the administrator added the route manually.

172.16.10.0 The logical destination remote network or subnet.

[1 The administrative distance, or trustworthiness, of a route. (We dis-
cuss this in the next section.)

/0] The metric value. Since it is a static route, the value is 0 because the
router is not learning the route; thus the router has nothing to compare
the route with. This value will vary widely depending on the routing pro-
tocol used.

via 172.16.50.1 The address of the next relay device to forward pack-
ets to.

Ethernet0 The interface from which the path was learned and to which
the packets will be forwarded.
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Administrative Distances

When configuring routing protocols, you need to be aware of administrative
distances. These are used to rate the trustworthiness of routing information
received on a router from a neighbor router. An administrative distance is an
integer from 0 to 255, where 0 is the most trusted and 255 means no traffic
will be passed via this route.

Table 2.1 shows the default administrative distances that a Cisco router
will use to decide which route to take to a remote network.

TABLE 2.1 Default Administrative Distances

Route Source Default Distance
Connected interface 0

Static route 1

EIGRP summary 5

External BGP 20

EIGRP 90

IGRP 100

OSPF 110

IS-IS 115

RIP 120

EDP 140

External EIGRP 170

Internal BGP 200

Unknown 255 (This route will never be used.)
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If a network is directly connected, it will always use the interface con-
nected to the network. If an administrator configures a static route, the
router will believe that route over any other learned routes. However, you
can change the administrative distance of static routes, but, by default, they
have an administrative distance of 1.

Packet Switching

After a router is started up, the routing protocol tries to establish neighbor
relationships in order to understand the network topology and build the
routing table. All routing protocols perform this differently; for example,
some use broadcast addresses to find the neighbors and some use multicast
addresses.

Once the neighbors are found, the routing protocol creates a peer rela-
tionship at Layers 4 through 7 of the OSI model. Routing protocols either
send periodic routing updates or exchange Hello messages to maintain the
relationship.

Only after the topology is completely understood and the best paths to all
remote networks are decided and put in the routing table can the forwarding
of packets begin. This forwarding of packets received on an interface to an
exit interface is known as packet-switching.

There are four basic steps for a router to packet switch:

1. The router receives a frame on an interface, runs a CRC (cyclic redun-
dancy check), and if it is okay, checks the hardware destination
address. If it matches, the packet is pulled from the frame. The frame
is discarded and the packet is buffered in main memory.

2. The packet’s destination logical address is checked. This address is
looked up in the routing table for a match. If there is no match, the
packet is immediately discarded and an ICMP message is sent back to
the originating device. If there is a match, the packet is switched to the
forwarding interface buffer.

3. The hardware address of the next-hop device must be known. The
ARP cache is checked first and if it is not found, an ARP broadcast is
sent to the device. The remote device will respond with its hardware
address.

4. A new frame is created on that interface and the packet is placed in this
frame. The destination hardware address is the address of the next-
hop device. Notice that the packet was not altered in any way.
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Dynamic Routing

Dynamic routing is the process of using protocols to find and update routing
tables on routers and to maintain a loop-free, single path to each network.
This is easier than static or default routing, but you use it at the expense of
router CPU processes and bandwidth usage on the network links. A routing
protocol defines the set of rules used by a router when it communicates
between neighbor routers.

Once the router process knows the metric values of each path, then rout-
ing decisions are made. When a route is learned from different sources, the
router will first choose the route with the lowest administrative distance. If
two routes have the same AD, then the router will use the routing metrics to
determine the best path to the remote network. If the AD is the same in both
routes, as well as the metrics, then the routing protocol will load balance.

There are two types of dynamic routing protocols used in internetworks:
Interior Gateway Protocols (IGP) and Exterior Gateway Protocols (EGP).
IGP routing protocols are used to exchange routing information with routers
in the same autonomous system (AS). An AS is a collection of networks
under a common administrative domain. EGPs are used to communicate
between ASes. An example of an EGP is the Border Gateway Protocol (BGP),
which is discussed in Chapters 8 through 9.

Routing Protocols
There are two classes of dynamic routing protocols:

Distance-vector The distance-vector protocol uses the distance to a
remote network as a determination of the best path to a remote network.
Each time a packet goes through a router, it’s called a hop. The route with
the least number of hops to the remote network is determined to be the
best route. The vector is the determination of direction to the remote
network.

TE

%)’ Examples of a distance-vector protocol are RIP and IGRP.

However, not all distance-vector protocols use hop count in their metric.
IGRP uses bandwidth and delay of the line to determine the best path to a
remote network. It is considered a distance-vector protocol because it sends
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out the complete routing table at periodic intervals. The periodic routing
updates from a distance-vector router are sent only to directly connected
routers and sent as a broadcast of 255.255.255.255. Since the updates
include all routes that the sending router knows about, this is sometimes
referred to as “routing by rumor” because a router will accept information
from a neighbor as correct. The disadvantage to distance-vector protocols is
that the periodic updates consume bandwidth even if there are no topology
changes to report.

Link-state Typically called shortest path first, link-state routers create
three separate tables. One of these tables keeps track of directly attached
neighbors, one determines the topology of the entire internetwork, and
one is used for the routing table. Link-state routers know more about the
internetwork than any distance-vector protocol. An example of an IP
routing protocol that is completely link-state is OSPF.

To send routing updates, the link-state router uses a triggered-update type
of announcement. These announcements are sent from a router only
when a topology change has occurred within the network. The advantage
of link-state routing over distance-vector is that when an update occurs,
only the information about the link that changed is contained in the
update.

There is no set way of configuring routing protocols for use with every
business. This task is performed on a case-by-case basis. However, if you
understand how the different routing protocols work, you can make good
business decisions.

Both distance-vector and link-state routing protocols are discussed in
more detail later in this chapter.

Classful Routing

The basic definition of classful routing is that subnet mask informa-
tion is not carried within the routine, periodic routing updates. This means
that every interface and host on the network must use the same subnet mask.
Examples of classful routing protocols are the Routing Information Protocol
version 1 (RIPv1) and the Interior Gateway Routing Protocol (IGRP).
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RIP version 2 (RIPv2) is an example of a classless routing protocol. Classless
routing is discussed later in this chapter.

Devices in an internetwork must know the routing mask associated with
any advertised subnets, or those subnets cannot be advertised. If the subnet
mask does not match the receiving device, then the receiving device must
summarize the received route as a classful boundary and then send the
default routing mask in its own advertisements.

Classful routing protocols must exchange routing information using the
same subnet mask since subnet mask information is not sent in the periodic
updates.

The problem with classful routing protocols is wasted address space. For
example, in Figure 2.1, there is a Class C network address of 192.16.10.0,
using the subnet mask 255.255.255.240. The subnets would be 16, 32, 48,
64, etc. Each subnet has 14 valid hosts. In the figure, each LAN has a require-
ment of 10 hosts each, which is fine except for the WAN links connecting the
sites. WAN links use only two IP addresses. Since the WAN interfaces must
use the same mask, they waste 12 host addresses.

Classful routing protocol issues

32

.

Another problem with classful routing protocols is the periodic routing
updates sent out all active interfaces of every router. Distance-vector proto-
cols, which we discuss next, are true classful routing protocols that send
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complete routing table entries out all active interfaces at periodic time inter-
vals. This can cause congestion on the slower WAN links.

Classless Routing

FIGURE 2.2

Classless routing protocols include the subnet mask information when
an update is sent. This allows different length subnet masks to be used on the
network, called Variable Length Subnet Masks (VLSM). You must use a
classless routing protocol if you want to have a network design like the one
shown in Figure 2.2.

Classless network using VLSM

192.168.10.32/30
192.168.10.16/28 l 192.168.10.48/28
192.168.10.36/30 —> -«— 192.168.10.40/30

.

F—
l = ?

At

192.168.10.64/28

What the classless protocol allows is a subnet mask of 255.255.255.240
on the LANs and a subnet mask of 255.255.255.252 on the WANSs, which
saves address space.

VLSM is not the only benefit of classless routing protocols. Classless rout-
ing protocols allow summarization at non-major network boundaries,
unlike classful routing protocols, which allow summarization only at major
network boundaries.

Another benefit of classless routing is that less bandwidth is consumed
since no periodic updates are sent out the routers’ interfaces. Updates are
sent only when a change occurs, and then only the change is sent, not the
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entire routing table as with classful routing protocols. If no changes occur,
classless routing protocols send Hello messages to their directly connected
neighbors. This ensures that the neighbors are still alive. Only if a router
does not receive a Hello message from its neighbor will a convergence of the
network take place.

Distance-Vector Protocols

%’/

TE

There are four different distance-vector routing algorithms supported
by Cisco routers. Table 2.2 shows the different protocols available along
with their characteristics. RIP and IGRP use the Bellman-Ford algorithm.
EIGRP uses the Diffusing Update-based Algorithm (DUAL).

EIGRP is considered an advanced distance-vector routing algorithm, and
Cisco lists it as a distance-vector routing algorithm in their BSCN course. How-
ever, since it uses both the characteristics of distance-vector and link-state, it
is really considered a hybrid routing protocol. EIGRP will be discussed in
detail in Chapter 6, “IGRP and EIGRP.”

TABLE 2.2 Distance-Vector Comparisons

Characteristic RIPv1 RIPv2 IGRP EIGRP
Count to infinity X X X
Split horizon with X X X X

poison reverse

Hold-down timer X X X

Triggered updates X X X X
with route

poisoning

Load balancing X X X X

with equal paths
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TABLE 2.2 Distance-Vector Comparisons (continued)

Characteristic RIPv1 RIPv2 IGRP EIGRP

Load balancing X X

with unequal

paths

VLSM support X X

Metric Hops Hops Composite Composite

Hop count limit 16 16 255 (100 by 255 (100 by
default) default)

Support for size of Medium Medium  Large Large

network

We will discuss RIP and IGRP in detail in the following sections.

RIP

Routing Information Protocol (RIP) is a true distance-vector protocol. It
sends the complete routing table out to all active interfaces every 30 seconds.
RIP uses only hop count to determine the best way to a remote network, but
it has a maximum allowable hop count of 15, meaning that 16 is deemed
unreachable. RIP works well in small networks, but it is inefficient on large
networks with slow WAN links or on networks with a large number of rout-
ers installed.

RIP version 1 uses only classful routing, which means that all devices in
the network must use the same subnet mask. This is because RIP version 1
does not send updates with subnet mask information in tow. RIP version 2
provides what is called prefix routing and does send subnet mask informa-
tion with the route updates. RIPv2 uses classless routing.

To keep a network stable, RIP uses timers.

RIP Timers
RIP uses three different kinds of timers to regulate its performance:

Route update timer Sets the interval (typically 30 seconds) between
periodic routing updates in which the router sends a complete copy of its
routing table out to all neighbors.
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Route invalid timer Determines the length of time that must expire (90
seconds) before a router determines that a route has become invalid. It
will come to this conclusion if it hasn’t heard any updates about a partic-
ular route for that period. When that happens, the router will send out
updates to all its neighbors, letting them know that the route is invalid.

Route flush timer Sets the time between a route becoming invalid and
its removal from the routing table (240 seconds). Before it is removed
from the table, the router notifies its neighbors of that route’s impending
doom. The value of the route invalid timer must be less than that of the
route flush timer. This is to provide the router with enough time to tell its
neighbors about the invalid route before the routing table is updated.

RIP Updates

The distance-vector routing algorithm passes complete routing tables to
neighbor routers. The neighbor routers then combine the received routing
table with their own routing tables to complete the internetwork map. This
is called routing by rumor, as a router receiving an update from a neighbor
router believes the information about remote networks without actually
finding out for itself.

It is possible to have a network with multiple links to the same remote net-
work. If that is the case, the administrative distance is first checked. If the
administrative distance is the same, it will have to use other metrics to deter-
mine the best path to use to that remote network.

RIP uses only hop count to determine the best path to an internetwork. If
RIP finds more than one link to the same remote network with the same hop
count, it will automatically perform a round-robin load balance. RIP can
perform load balancing for up to six equal-cost links.

However, a problem with this type of routing metric arises when the two
links to a remote network are different bandwidths but the same hop count.
Figure 2.3, for example, shows two links to remote network 172.16.50.0.

Since network 172.16.30.0 is a T1 link with a bandwidth of 1.544Mbps,
and network 172.16.20.0 is a 56K link, you would want the router to choose
the T1 over the 56K link. However, since hop count is the only metric used
with RIP routing, they would both be seen as equal-cost links. This is called
pinhole congestion.
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FIGURE 2.3 Pinhole congestion
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It is important to understand what happens when a distance-vector pro-
tocol starts up. In Figure 2.4, the four routers start off with only their directly
connected networks in the routing table. After a distance-vector protocol is
started on each router, the routing tables are updated with all route infor-
mation gathered from neighbor routers.

FIGURE 2.4 Theinternetwork with distance-vector routing

172.16.30.0

172.16.20.0 EO 172.16.40.0

.@ﬁﬂk@x,ﬂ 'Hf'm 172.16.50.0
g Fo/0

2501A 2501B 2501C
2621A
Routing Table Routing Table Routing Table Routing Table
172.16.10.0| FO/0| 0 172.16.10.0| EO |0 172.16.20.0 SO |0 172.16.40.0 SO |0
172.16.20.0| SO |0 172.16.30.0| EO |0 172.16.50.0 EO |0
172.16.40.0| S1 |0

As shown in Figure 2.4, each router has only the directly connected net-
works in each routing table. Each router sends its complete routing table out
to each active interface on the router. The routing table of each router
includes the network number, exit interface, and hop count to the network.
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In Figure 2.5, the routing tables are complete because they include infor-
mation about all the networks in the internetwork. They are considered con-
verged. (Converging is discussed later in this chapter.) When the routers are
converging, no data is passed. That’s why fast convergence time is a plus,
and that’s one of the problems with RIP: slow convergence time.

FIGURE 2.5 Converged routing tables
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172.16.30.0 | FO/0 172.16.30.0| SO 172.16.40.0 S1 172.16.10.0| SO
172.16.40.0 | FO/0 172.16.40.0| SO |1 172.16.10.0| SO 172.16.20.0| SO

172.16.50.0 | FO/0 172.16.50.0| SO |2 172.16.50.0| S1 |1 172.16.30.0| SO |1
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The routing tables in each router keep information regarding the network
number, the interface to which the router will send packets out to get to the
remote network, and the hop count or metric to the remote network.

Verifying RIP

Each routing table should have the routers’ directly connected routes as well
as RIP-injected routes received from neighbor routers. The router output
below shows the contents of an RIP routing table:

2621A#sh 1ip route

Codes: C - connected, S - static, I - IGRP, R - RIP,
UM - [output cut]

Gateway of Tast resort is not set

172.16.0.0/24 is subnetted, 5 subnets

R 172.16.50.0 [120/3] via 172.16.10.2,
U FastEthernet0/0
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IGRP

R 172.16.40.0 [120/2] via 172.16.10.2,
Y FastEthernet0/0
R 172.16.30.0 [120/2] via 172.16.10.2,
Y FastEthernet0/0
R 172.16.20.0 [120/1] via 172.16.10.2,
Y FastEthernet0/0
C 172.16.10.0 is directly connected, FastEthernet0/0
2621A#

In the above output, notice that the R means that the networks were added
dynamically using RIP. The [120/3] is the administrative distance of the
route (120) along with the number of hops to that remote network (3).

The Interior Gateway Routing Protocol (IGRP) is a Cisco proprietary dis-
tance-vector protocol. This means that all of your routers must be Cisco
routers in order to be able to use IGRP in your network. Cisco created this
routing protocol to overcome the problems associated with RIP.

IGRP has a maximum hop count of 255 with a default of 100. This is
helpful in larger networks and solves the problem of there being only 15
hops possible, as is the case in an RIP network. IGRP also uses a different
metric than RIP. IGRP uses bandwidth and delay of the line by default as a
metric for determining the best route to an internetwork. This is called a
composite metric. Reliability, load, and maximum transmission unit (MTU)
can also be used, although they are not used by default.

IGRP can load balance up to six unequal links to a remote network. RIP
networks must have the same hop count to be able to load balance, whereas
IGRP uses bandwidth to determine how to load balance. To load balance
over unequal-cost links, the variance command controls the load balancing
between the best metric and the worst acceptable metric.

IGRP Timers

To control performance, IGRP includes timers with default settings for each
of the following:

Update timers These specify how frequently routing update messages
should be sent. The default is 90 seconds.
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Invalid timers These specify how long a router should wait before
declaring a route invalid if it doesn’t receive a specific update about it. The
default is three times the update period.

Hold-down timers These specify the hold-down period. The default is
three times the update timer period plus 10 seconds.

Flush timers These indicate how much time should pass before a route
should be flushed from the routing table. The default is seven times the
routing update period.

Verifying IGRP

The output below is from an IGRP router:

2621A#sh 1ip route

Codes: C - connected, S - static, I - IGRP, R - RIP,
M - [output cut]

T - traffic engineered route
Gateway of last resort is not set

172.16.0.0/24 1is subnetted, 5 subnets

I 172.16.50.0 [100/160360] via 172.16.10.2,
Y FastEthernet0/0
I 172.16.40.0 [100/160260] via 172.16.10.2,
Y FastEthernet0/0
I 172.16.30.0 [100/158360] via 172.16.10.2,
Y FastEthernet0/0
I 172.16.20.0 [100/158260] via 172.16.10.2,
Y FastEthernet0/0
C 172.16.10.0 is directly connected, FastEthernet0/0

The I means IGRP-injected routes. The [100/160360] is the administra-
tive distance of IGRP and the composite metric. The lower the composite
metric, the better the route.
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Link-State Routing Protocols

Link—state routing protocols are more advanced than distance-vector
protocols because, unlike distance-vector, they do not send periodic routing
updates. When a change in the network occurs, the routers send Link State
Advertisements (LSAs) about the change that has occurred. The whole rout-
ing table is not sent as in distance-vector; only the needed information is sent.

Each device that receives the LSA makes a copy, updates its topological
database, and forwards this LSA to all neighbors using multicast addressing.
This flooding of the LSA is to make sure that all devices know about the
change in the internetwork.

Hierarchical design of the physical network is critical in larger networks
to reduce the flooding needed, which reduces the convergence time of the
network. This topic will be covered in more detail in Chapters 4 and 3,
“Interconnecting OSPF Areas.”

Table 2.3 compares the characteristics of the various link-state routing
protocols. Enhanced IGRP is called an advanced distance-vector protocol by
Cisco, but it has link-state features as well. Intermediate System-to-Intermediate
System (IS-IS) is the routing algorithm used by the ISO protocol suite.

TABLE 2.3 Link-State Comparisons

Characteristic OSPF IS-IS EIGRP
Hierarchical topology X X

needed

Retains knowledge of X X X

all possible routes

Manual route X X X
summarization

Automatic route X
summarization

Event-triggered X X X
announcements
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TABLE 2.3 Link-State Comparisons (continued)

Characteristic OSPF IS-IS EIGRP

Load balancing with X
unequal paths

Load balancing with X X X

equal paths

VLSM support X X X

Metric Cost Cost Composite
Hop count limit 200 1024 100 by default
Support for size of Large Very Large Large
network

Chapters 4 and 5 will discuss OSPF in detail, and Chapter 6 will discuss
EIGRP. We will discuss how both EIGRP and OSPF (as well as RIP and
IGRP) provide convergence in a network outage situation in the convergence
sections below.

Convergence

Convergence is the time it takes for all routers to agree on the network
topology after a change in the network. The routers basically synchronize
their routing tables.

There are at least two different detection methods used by all routing pro-
tocols. The first method is used by the Physical and Data Link layer proto-
cols. When the network interface on the router does not receive three
consecutive keepalives, the link will be considered down. The second method
is that when the routing protocol at the Network and Transport layers fails
to receive three consecutive Hello messages, the link will be considered
down.

After the link is considered down is where the routing protocols differ.
Routing protocols have timers that are used to stop network loops from
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occurring on a network when a link failure has been detected. Hold-down
timers are used to give the network stability while new route calculations are
being performed. Since a network cannot converge during this hold-down
period, this can cause a delay in the routing process of the network. Because
of this slow convergence time, link-state routing protocols do not use hold-
down timers.

The following section will describe the convergence process for both RIP
and IGRP when a link failure occurs in a network.

RIP Convergence

Convergence time is one of the problems associated with distance-vector
protocols. This section details the convergence process of the RIP protocol.
We’ll use Figure 2.6 to help describe the RIP convergence process.

FIGURE 2.6 Convergence

The following list describes the RIP convergence events when a problem
occurs. In Figure 2.6, the WAN between Routers D and F goes down. Here
is what happens:

1. RouterD sends a poisoned route to Routers E and C. RouterC
informs RouterB, which in turn sends the poisoned route to RouterA.
RouterC purges the entry for the downed link from the routing table.

2. RouterD sends a query broadcast. RouterC responds with a poison
reverse, and RouterE responds with a route to that network. Router D
enters this route in the routing table.

3. RouterD does not hold down this route entry since it had just purged
a route entry to this link.
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4. Router D advertises the new route to RouterC, but RouterC ignores

the new route listing because RouterC is in hold-down. RouterC sends
another poison reverse to RouterD.

5. The hold-down timers expire on Routers C, B, and A, which cause

their routing table entries to be updated.

The time required for RouterA to converge is the detection time, plus the
hold-down time, plus two update times, plus another update time. The com-
plete convergence to RouterA could be over 240 seconds.

IGRP Convergence

Using the same Figure 2.6 as an example, let’s take a look at IGRP
convergence:

1.

RouterD detects the failure on the link to RouterF. RouterD sends a
poisoned route update to Routers E and C. RouterC sends an update
to RouterB, and RouterB sends an update to RouterA. RouterD
purges the routing table of a link to the downed route.

RouterD sends a query broadcast, and RouterC sends back a poison-
reverse response. RouterD sends an update out all interfaces without
the failed link entry.

RouterE responds to the broadcast with an entry to the downed
link. RouterD puts this in the routing table and does not put a hold-
down on the link since it does not have an entry for this link. RouterD
sends a broadcast out all links, which includes this new entry.

RouterC receives this update but ignores the new route since it is in
hold-down. It responds again with a poison reverse.

Routers C, B, and A hold-down timers expire and their routing tables
will then be updated with the new route.

The time it takes for RouterA to converge is the detection time, plus the hold-

down time, plus two update times, plus another update time, which is over
490 seconds.
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EIGRP Convergence

Let’s take a look at the convergence time of Enhanced IGRP (EIGRP). We
will again use Figure 2.6 to help describe the convergence process:

1.

RouterD detects the link failure between D and F and immediately
checks the topology table for a feasible successor. RouterD does not
find an alternate route in the topology table and puts the route into
active convergence state.

RouterD sends a query out all interfaces looking for a route to the
failed link. Routers C and E acknowledge the query.

RouterC responds with no known link.

RouterE responds with a route to the failed link, but it is at a higher
cost than the original link.

RouterD uses the new link and places it in the topology table, which
is then placed in the routing table.

RouterD broadcasts this new route out all interfaces, and Routers C
and E acknowledge the update back to RouterD, with an update of their
own. These updates make sure the routing tables are synchronized.

RouterA convergence time is the total time of detection, plus the query
and reply time, plus the update time—about two seconds total. However, the
time can be higher.

OSPF Convergence

Using Figure 2.6 as a reference, let’s now take a look at the convergence cycle
used in OSPF:

1.

RouterD detects the link failure between Routers D and F, and a Des-
ignated Router (DR) election is held on the EO interface, but no neigh-
bors respond. The route entry is removed from RouterD. A Link State
Advertisement (LSA) is sent out all interfaces on RouterD.

Routers C and E receive the LSA and forward the LSA packet out all
interfaces except for the interface where the LSA was received.
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3. All routers wait five seconds and then run the shortest path first (SPF)
algorithm. After the algorithm is run, RouterD adds the route through
RouterE, and Routers C, B, and A update the metric in their routing
table to that route.

4. After another 30 seconds, RouterF sends an LSA out all interfaces
after timing out the link to RouterD. All routers wait five seconds and
then run the SPF algorithm, and all routers now know that the route
to the failed link is through RouterE.

RouterA convergence time is the time of detection, plus the LSA forward-
ing time, plus five seconds. This is about six seconds. However, if RouterF’s
time to converge is considered, then the time is about 36 seconds.

Summary

This chapter described the difference between distance-vector and
link-state routing protocols. The idea of this chapter was to provide you with
an overview of the different types of routing protocols available, not how to
configure routers.

Both link-state and distance-vector routing algorithms were covered, as
well as how they create routing tables and regulate performance with timers,
and their different convergence methods.

The difference between classful and classless routing protocols is very
important to understand before continuing on with the other chapters in this
book. We discussed both types of routing protocols in detail.

Key Terms
Before taking the exam, make sure you’re familiar with the following terms:
administrative distances
autonomous systems (AS)
composite metric
distance-vector protocol

dynamic routing
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framing

hop

link-state routers
packet-switching
pinhole congestion
prefix routing
relay system
routing by rumor
routing table

setting the default route
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In this lab, write in the routing protocol that is described. The possi-
bilities are RIP, RIPv2, IGRP, EIGRP, IS-IS, and OSPF. More than one
answer may be possible per characteristic.

Protocol

Characteristic

Maximum of 15 hops by default
Administrative distance of 120
Administrative distance of 100
Administrative distance of 90
Administrative distance of 110

Uses composite metric to determine the best path to a
remote network

Uses only hop count to determine the best path to a
remote network

VLSM support

Non-proprietary

Floods network with LSAs to prevent loops
Must have hierarchical network design
Uses only bandwidth as a metric

Uses more than one table to assist in rapid
convergence

Route update contains only needed information

Automatic route summarization at major network
boundaries
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Review Questions

1. What are two benefits of using a link-state routing protocol?

A.

B.
C.
D.

It uses the Hello protocol to establish adjacencies.
It uses several components to calculate the metric of a route.
Updates are sent only when changes occur in the network.

It is a better protocol than the distance-vector protocol.

2. Which protocols do not use a topology table?

A.

B.
C.
D.

EIGRP
IGRP
RIPv1
OSPF

3. RIPv2 provides which of the following benefits over RIPv1?

A.

B
C.
D

RIPv2 is link-state.

. RIPv2 uses a topology table.

RIPv2 supports VLSM.

. RIPv2 uses Hello messages.

4. What is the administrative distance of directly connected routes?

A.

moow

0

1
90
100
110
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5. Which of the following are considered distance-vector? (Choose all
that apply.)

A. RIP
RIPv2
IGRP
EIGRP
OSPF
IS-IS

mmo oW

6. What is the default administrative distance of OSPF?
A. 0
B. 1
C. 90
D. 100
E. 110

7. Which is true regarding classless routing?

A. It sends periodic subnet mask information.

B. It sends incremental subnet mask information.
C. It sends prefix mask information.
D.

All devices on the network must use the same mask.

8. What is the default administrative distance of EIGRP?
A 0
B. 1
C. 90
D. 100
E. 110
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9. Which is true regarding classful routing?

A. Tt sends periodic subnet mask information.

B. It sends incremental subnet mask information.
C. It sends prefix mask information.
D

. All devices on the network must use the same mask.

10. What is the default administrative distance of static routes?
A0
B. 1
C. 90
D. 100
E. 110

11. Which of the following protocols support VLSM? (Choose all that
apply.)

RIP

RIPv2

IGRP

EIGRP

IS-1S

OSPF

mmoow®wp»

12. What is the default administrative distance of IGRP?
A 0
B. 1

90

100

110

m O ©
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13. Which of the following protocols use only hop count to determine the
best path to a remote network? (Choose all that apply.)

A.

mmo oW

RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

14. What is the default administrative distance of RIP?

A.
B.
C. 90
D.

E. 120

0
1

100

15. Which of the following routing protocols use a composite metric?
(Choose all that apply.)

A.

mmo o ®

RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

58 Chapter 2 - Routing Principles

16. Which of the following consider only bandwidth as a metric? (Choose
all that apply.)

RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

mmoowp

17. Which of the following must have a hierarchical network design to
operate properly? (Choose all that apply.)

RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

mmo o w >

18. Which of the following routing protocols are non-proprietary?
(Choose all that apply.)

A. RIP

B. RIPv2
IGRP
EIGRP
IS-IS
OSPF

mmo o
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19. Which of the following are proprietary routing protocols? (Choose all
that apply.)

A. RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

mmo oW

20. Which of the following automatically summarize at classful bound-
aries? (Choose all that apply.)

RIP
RIPv2
IGRP
EIGRP
IS-IS
OSPF

mmo o w >
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Answer to Written Lab

Protocol

RIP, RIPv2
RIP, RIPv2
IGRP

EIGRP

OSPF

IGRP, EIGRP

RIP, RIPv2

RIPv2, EIGRP,
IS-IS, OSPF

RIP, RIPv2,
IS-IS, OSPF

OSPF
IS-IS, OSPF
IS-IS, OSPF

EIGRP, IS-IS,
OSPF

EIGRP, IS-IS,
OSPF

RIP, RIPv2,
IGRP, EIGRP

Characteristic

Maximum of 15 hops by default
Administrative distance of 120
Administrative distance of 100
Administrative distance of 90
Administrative distance of 110

Uses composite metric to determine the best path to a
remote network

Uses only hop count to determine the best path to a
remote network

VLSM support

Non-proprietary

Floods network with LSAs to prevent loops
Must have hierarchical network design
Uses only bandwidth as a metric

Uses more than one table to assist in rapid
convergence

Route update contains only needed information

Automatic route summarization at major network
boundaries
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Answers to Review Questions

10.

11.

12.

13.

. A, C. Link-state does not send entire routing table updates like dis-

tance-vector does. Link-state uses Hello messages to make sure that
neighbor routers are still alive, and then when a change in the network
does occur, it sends only the necessary information about the change.

B, C. IGRP and RIP are distance-vector protocols and do not use a
topology table.

C. RIPv2 is still distance-vector and acts accordingly. However, it
sends prefix routing information in the route updates so that it can
support VLSM.

A. Directly connected routes have an administrative distance of zero.

A, B, C, D. Although EIGRP is really a hybrid routing
protocol, it is considered an advanced distance-vector protocol.

E. OSPF has an administrative distance of 110.

C. Classless routing protocols send prefix routing information with
each update.

C. EIGRP routes have a default administrative distance
of 90.

D. Classful routing protocols send no subnet mask information with
the routing updates, so all devices on the network must use the same
subnet mask.

B. Static routes have a default administrative distance of 1.

B, D, E, FE. RIPv2, EIGRP, IS-IS, and OSPF all send prefix routing
information with the route updates.

D. IGRP routes have a default administrative distance of 100.

A, B. Both RIP and RIPv2 consider only hop count as a metric.
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14.

15.

16.

17.

18.

19.

20.

E. RIP routes have a default administrative distance of 120.

C, D. IGRP and EIGRP use a composite metric of bandwidth and
delay of the line.

E, F. IS-IS and OSPF use only bandwidth as a metric.

E, F. Both IS-IS and OSPF must be run on a hierarchical network
design to properly work.

A, B, E, F. IGRP and EIGRP are Cisco proprietary routing protocols.
C, D. IGRP and EIGRP are Cisco proprietary routing protocols.

A, B, C, D. RIP, RIPv2, IGRP, and EIGRP auto-summarize at classful
boundaries. EIGRP, OSPF, and IS-IS can be manually configured to
summarize at non-classful boundaries.
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THE CCNP ROUTING EXAM TOPICS COVERED
IN THIS CHAPTER ARE AS FOLLOWS:

v" Review the fundamental concepts of IP addressing

v' Gain an understanding of how IP addresses can be depleted if
used inefficiently

v" Understand the benefits of VLSM (Variable-Length
Subnet Mask)

Learn how to calculate VLSM

Explain how OSPF supports the use of VLSM

Explain how EIGRP supports the use of VLSM

Become familiar with CIDR (Classless Interdomain Routing)

Recognize the benefits of route summarization

AN N N N NN

Detail how to disable automatic route summarization for
classless routing protocols

v Examine how to use IP unnumbered interfaces
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n this chapter, we will discuss IP addressing. However, we will
assume a basic understanding of IP addressing and subnetting.

Even though this chapter does cover a review of IP addressing, you must have
a fundamental understanding of IP subnetting before reading this chapter.
The CCNA Study Guide, 2nd Edition by Sybex has a complete chapter on IP
addressing and subnetting. Please read that chapter prior to reading this
chapter.

After we review IP addressing, we will provide detailed descriptions and
examples of advanced IP addressing techniques that you can use on your
production networks. First, we’ll discuss Variable-Length Subnet Masks
(VLSMs) and provide an example to show how VLSMs can be used to help
save precious address space on your network.

After discussing VLSMs, we will provide an understanding of Classless
Interdomain Routing (CIDR) as well as summarization techniques.

After you have read the chapter, you can use both the written and hands-
on labs to help you better prepare for using the advanced IP addressing tech-
niques found in this chapter. Also, to help you study for the CCNP Routing
exam, be sure to read the review questions at the end of this chapter.
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Review of IP Addressing

One of the most important topics in any discussion of TCP/IP is IP
addressing. An IP address is a numeric identifier assigned to each machine on
an IP network. It designates the location of a device on the network. An IP
address is a software address, not a hardware address. A hardware address
is hard-coded on a network interface card (NIC) and used for finding hosts
on a local network. IP addressing was designed to allow a host on one net-
work to communicate with a host on a different network, regardless of the
type of LANs in which the hosts are participating.

Before we get into the more difficult aspects of IP addressing, let’s look at
some of the basics.

IP Terminology

In this chapter, we’ll introduce you to a number of terms that are fundamen-
tal to an understanding of TCP/IP. We’ll start by defining a few that are the
most important:

Bit One digit; either a 1 or a 0.

Byte Seven or eight bits, depending on whether parity is used. For the
rest of this chapter, always assume that a byte is eight bits.

Octet Always eight bits; the Base 8 addressing scheme.

Network address The designation used in routing to send packets to a
remote network; for example, 172.16.0.0 and 10.0.0.0.

Broadcast address Used by applications and hosts to send information
to all nodes on a network; for example, 172.16.255.255 and
10.255.255.255.

The Hierarchical IP Addressing Scheme

An IP address is made up of 32 bits of information. These are divided into
four sections, referred to as octets or bytes, containing one byte (eight bits)
each. You can depict an IP address using three methods:

= Dotted-decimal, as in 172.16.30.56
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= Binary, as in 10101100.00010000.00011110.00111000
= Hexadecimal, as in AC 10 1E 38

All of these examples represent the same IP address. Although hexadecimal is
not used as often as dotted-decimal or binary when IP addressing is dis-
cussed, you might find an IP address stored as hexadecimal in some pro-
grams. The 32-bit IP address is a structured, or hierarchical, address, as
opposed to a flat, or nonhierarchical, address. Although either type of
addressing scheme could have been used, the hierarchical variety was chosen
for a good reason.

The advantage of the hierarchical scheme is that it can handle a large
number of addresses, namely 4.2 billion (a 32-bit address space with two
possible values for each position—either 0 or 1—gives you approximately
4.2 billion). The disadvantage of the flat address scheme, and the reason it’s
not used for IP addressing, relates to routing. If every address were unique,
all routers on the Internet would need to store the address of each and every
machine on the Internet. This would make efficient routing impossible, even
if only a fraction of the possible addresses were used.

The solution to this flat address dilemma is to use a two- or three-level
hierarchical addressing scheme that is structured by network and host or by
network, subnet, and host. A two- or three-level hierarchy is comparable to
the sections of a telephone number. The first section, the area code, desig-
nates a very large area. The second section, the prefix, narrows the scope to
alocal calling area. The final segment, the customer number, zooms in on the
specific connection. IP addresses use the same type of layered structure.
Rather than all 32 bits being treated as a unique identifier, as in flat address-
ing, one part of the address is designated as the network address, and the
other part is designated as either the subnet or host address. Note that in
some literature, the host address may be referred to as the node address.

In the following sections, we will discuss network addressing and the
three different address classes:

= Class A addresses
= Class B addresses
= Class C addresses
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Network Addressing

TABLE 3.1

The network address uniquely identifies each network. Every machine on the
same network shares that network address as part of its IP address. In the IP
address 172.16.30.56, for example, 172.16 is the network address by
default.

The host address is assigned to, and uniquely identifies, each machine on
a network. This part of the address must be unique because it identifies a par-
ticular machine—an individual—as opposed to a network, which is a group.

In the sample IP address 172.16.30.56, .30.56 is the host address by
default.

The designers of the Internet decided to create classes of networks based
on network size. For the small number of networks possessing a very large
number of nodes, they created the rank Class A network. At the other
extreme is the Class C network, reserved for the numerous networks with a
small number of nodes. The class distinction for networks between very
large and very small is predictably called a Class B network. Subdividing an
IP address into a network and node address is determined by the class des-
ignation of a network. Table 3.1 provides a summary of the three classes of
networks, which will be described in much more detail throughout this
chapter.

The Three Classes of IP Addresses Used in Networks Today

Leading
Bit Default Number of
Class Pattern Subnet Mask Address Range Addresses
A 0 255.0.0.0 1.0.0.0-126.0.0.0 16,777,214
B 10 255.255.0.0 128.1.0.0- 65,534
191.254.0.0
C 110 255.255.255.0 192.0.1.0- 254

223.255.254.0

To ensure efficient routing, Internet designers defined a mandate for the
leading bits section of the address for each network class. For example, since
a router knows that a Class A network address always starts with 0, the
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TABLE 3.2

router might be able to speed a packet on its way after reading only the first
bit of its address. This is where the address schemes define the difference
between a Class A, a Class B, and a Class C address.

Some IP addresses are reserved for special purposes, and network admin-
istrators shouldn’t assign them to nodes. Table 3.2 lists the members of this
exclusive little club and explains why they’re included in it.

Reserved IP Addresses

Address

Function

Network address of all zeros

Network address of all ones

Network 127

Node address of all zeros

Node address of all ones

Entire IP address set to all zeros

Entire IP address set to all ones
(same as 255.255.255.255)

Interpreted to mean “this network
or segment.”

’

Interpreted to mean “all networks."

Reserved for loopback tests. Desig-
nates the local node and allows that
node to send a test packet to itself

without generating network traffic.

Interpreted to mean “this network.”

Interpreted to mean “all nodes” on
the specified network; for example,
128.2.255.255 means “all nodes”

on network 128.2 (Class B address).

Used by Cisco routers to designate
the default route.

Broadcast to all nodes on the cur-
rent network; sometimes called an
“all ones broadcast.”

We will now take a look at the different network address classes:

= Class A addresses
= Class B addresses
= Class C addresses
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Class A Addresses

In a Class A address, the first byte is assigned to the network address, and the
three remaining bytes are used for the node addresses. The Class A format is

Network .Node.Node.Node

For example, in the IP address 49.22.102.70, 49 is the network address and
22.102.70 is the node address. Every machine on this particular network
would have the distinctive network address of 49.

Class A network addresses are one byte long, with the first bit of that byte
reserved and the seven remaining bits available for manipulation. Thus, the
maximum number of Class A networks that can be created is 128. Why?
Because each of the seven bit positions can either be 0 or 1, thus 27or 128.
But to complicate things further, it was also decided that the network
address of all zeros (0000 0000) would be reserved to designate the default
route (see Table 3.1, earlier in this chapter). Thus, the actual number of
usable Class A network addresses is 128 minus 1, or 127. However, the
address 127 is reserved for diagnostics, so that can’t be used, which means
that you can use only numbers 1 through 126 to designate Class A networks.

Each Class A address has three bytes (24-bit positions) for the host
address of a machine. Thus, there are 224—or 16,777,216—unique combi-
nations and, therefore, precisely that many possible unique node addresses
for each Class A network. Because addresses with the two patterns of all
zeros and all ones are reserved, the actual maximum usable number of nodes
for a Class A network is 224 minus 2, which equals 16,777,214.

Here is an example of how to figure out the valid host IDs in a Class A
network.

10.0.0.0 All host bits off is the network address.
10.255.255.255 All host bits on is the broadcast address.

The valid hosts are the numbers in between the network address and the
broadcast address: 10.0.0.1 through 10.255.255.254. Notice that zeros and
255s are valid host IDs. All you need to remember when trying to find valid
host addresses is that the host bits cannot all be turned off or on at the
same time.

When you go out to request a network number from the NIC, don’t
expect to be assigned a Class A address. These have all been taken for quite
some time. Big names such as HP and IBM got in the game early enough to
have their own Class A network. However, a check of the IANA records
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shows that several corporations were handed Class A addresses back in 1995
and that Stanford University’s Class A was revoked in July 2000. The
records also indicate that the IANA has control of many Class A addresses,
ones that have not been allocated to regional ISPs. A company can also buy
another company to get a Class A network ID. For example, Compaq got the
16 network by acquiring Digital.

Class B Addresses

In a Class B address, the first two bytes are assigned to the network address,
and the remaining two bytes are used for host addresses. The format is

Network .Network .Node .Node

For example, in the IP address 172.16.30.56, the network address is 172.16,
and the host address is 30.56.

With a network address being two bytes of eight bits each, there would be
65,536 unique combinations. But the Internet designers decided that all
Class B addresses should start with the binary digits 1 and 0. This leaves 14
bit positions to manipulate; therefore, there are 16,384 unique Class B
addresses.

A Class B address uses two bytes for node addresses. This is 216 minus the
two reserved patterns (all zeros and all ones), for a total of 65,534 possible
node addresses for each Class B network.

Here is an example of how to find the valid hosts in a Class B network:

172.16.0.0 All host bits turned off is the network address.
172.16.255.255 All host bits turned on is the broadcast address.

The valid hosts would be the numbers in between the network address and
the broadcast address: 172.16.0.1 through 172.16.255.254.

Just as we saw with Class A addresses, all Class B addresses have also been
assigned. Many universities, which were connected to the Internet in the
early ’90s, in addition to many big-name organizations such as Microsoft,
Cisco, Xerox, Novell, and Sun Microsystems, have all of these addresses
consumed. However, they are available under the right circumstances.

Class C Addresses

The first three bytes of a Class C address are dedicated to the network por-
tion of the address, with only one measly byte remaining for the host
address. The format is

Network .Network .Network .Node
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Using the example IP address 192.168.100.102, the network address is
192.168.100, and the host address is 102.

In a Class C address, the first three bit positions are always the binary
110. The calculation is as follows: 3 bytes, or 24 bits, minus 3 reserved posi-
tions, equals 21 positions. There are, therefore, 221, or 2,097,152, possible
Class C networks.

Each unique Class C network uses one byte for node addresses. This leads
to 28, or 256, minus the two reserved patterns of all zeros and all ones, for
a total of 254 node addresses for each Class C network.

Here is an example of how to find a valid host ID in a Class C network:

192.168.100.0  All host bits turned off is the network ID.
192.168.100.1 The first host.

192.168.100.254 The last host.

192.168.100.255 All host bits turned on is the broadcast address.

Extending IP Addresses

In the “old days,” when the Network Information Center (NIC)
assigned a network number to an organization, it either assigned the first
octet (a Class A network), the first two octets (a Class B network), or the
first three octets (a Class C network). The organization could take this one
network number and further subdivide it into smaller networks through a
process called subnetting.

To illustrate, let’s say that our organization has been assigned the Class B
network 172.16.0.0. We have several different network segments, each of
which needs a unique network number. So, we decide to subnet our network.
We use a subnet mask 0of 255.255.255.0. The subnet mask determines which
portion of our IP address belongs to the network portion and which part
belongs to the host portion. If we write our subnet mask out in binary, as
illustrated in Table 3.3, the ones correspond to the network portion of the
address, and the zeros correspond to the node portion of the address.
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TABLE 3.3 |P Address Example

Decimal 172 16 0 0
Binary 10101100 00010000 00000000 00000000
Decimal 255 255 255 0
Binary 11111111 11111111 11111111 00000000

So, in our case, instead of having one network (172.16.0.0) with 65,534
available hosts numbers, we have 254 networks (172.16.1.0-172.16.254.0)
with 254 available host numbers in each subnet.

We can calculate the number of hosts available on a subnet by using the
formula 2" — 2 = number of available host IPs, where nisthe number
of hosts bits (in our example, 8). The minus 2 (-2) represents all host bits on
and all hosts bits off, which are reserved.

Similarly, the number of networks (or subnets) can be calculated with
nearly the same formula: 27 — 2 = number of available networks, where
n is the number of subnet bits (in our example, 8). So, with subnetting we
have balanced our need for available network and host numbers. However,
there may be instances where we need fewer host numbers on a particular
subnet and more host numbers on another. The -2 represents all subnet bits
on and all subnet bits off.

Let’s extend our example to include a serial link between two routers, as
shown in Figure 3.1.

FIGURE 3.1 [P address example

Network 172.16.10.0/24

172.16.10.1
Ty T

172.16.10.2

Since these are routers and not switches, each interface belongs to a dif-
ferent network. The interfaces need to share a network to talk. How many
IP numbers do we really need on the network interconnecting the two rout-
ers? We only need two IP numbers, one for each serial interface, as shown in
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Table 3.3. Unfortunately, we have an eight-bit subnet mask (i.e.,
255.255.255.0), so we are wasting 252 of the 254 available numbers on the
subnet. One possible solution to this dilemma is to use Variable-Length
Subnet Masks (VLSMs).

Variable-Length Subnet Masks

TABLE 3.4

As the name suggests, with Variable-Length Subnet Masks we can have dif-
ferent subnet masks for different subnets. So, for the serial link in our exam-
ple above, we could have a subnet mask of 255.255.255.252. If we do the
math and look at our subnet in binary, we see that we have only two host
bits, as shown in Table 3.4.

VLSM Example 1

Decimal 255 255 255 252

Binary 11111111 11111111 1111111 11111100

Therefore, this subnet mask will give us only two host IPs (22 -2 = 2),
which is exactly what we need for our serial link.

As another example, consider what would happen if we were running out
of IP numbers on a particular subnet. Perhaps we have several Web servers
on network 172.16.10.0. With our subnet mask of 255.255.255.0 (which
we could also write as 172.16.0.0/24, due to the 24 bits in our subnet mask), we
have only 254 available host addresses. However, in our Web server imple-
mentation, each URL needs its own IP number, and our need for unique IP
numbers is about to grow beyond the 254 numbers that we have available.
It is possible to support several URLSs to an IP address, but for our example
we’ll use only one address per URL.

Yet again, VLSMs can provide a solution. Instead of making our subnet
mask longer, as in the previous example, we can make our subnet mask
shorter, sometimes called supernetting. In Table 3.5, let’s examine what
would happen if we backed our subnet mask off from 24 bits to 23 bits.
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TABLE 3.5 VLSMExample 2

Decimal 255 255 254 0

Binary 11111111 11111111 11111110 00000000

We now have a network of 172.16.10.0 with a subnet mask of
255.255.254.0, which can also be written as 172.16.10.0/23. Again, by
doing the math (2% — 2 = 510, since we have nine host bits), we see that we
now have 510 available IP addresses instead of 254.

Let’s work through a VLSM design example, as depicted in Figure 3.2.

FIGURE 3.2 VLSM design example

Server Farm
Class B Address: 172.16.0.0 (300 Addresses Needed)

Ethernet User Segment
(200 Addresses Needed)

Router Interconnections
(4 Addresses Needed)

Point to Point HDLC Link
(2 Addresses Needed)

In our example, we have the following set of requirements for our net-
work addressing:

= A server farm requires 300 IP addresses.

= A user segment requires 200 IP addresses.

= A serial link between two routers requires two IP addresses.

= A hub segment interconnecting four routers requires four IP addresses.

= We have been assigned the Class B network of 172.16.0.0.
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We will now go through a simple three-step process for efficiently calcu-
lating the IP address ranges to be assigned to each segment. We say “effi-
ciently,” because we will be using the minimum number of IP addresses
required to accomplish our goal.

1. Create a table detailing the segments and the number of hosts required
on each segment, as shown in Table 3.6.

TABLE 3.6 Number of IP Addresses Used in Figure 3.2

Number of IP Addresses

Description of Segment Required
Server farm 300
Ethernet user segment 200
Serial link 2

Router interconnection switched 4
segment

2. Determine the subnet mask required to support the requirements
defined in step 1, and expand the table to list the subnet masks.
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e
é We can use our formula2n — 2 = number of hosts to create a handy reference

chart to quickly determine how many hosts can be supported for any given

subnet mask, as shown in Table 3.7. The table goes up to only 1022 hosts,
because Cisco has a design recommendation that you should not have a non-
routed network segment with more than 500 hosts (due to performance prob-
lems caused by broadcast traffic). To confuse you further, understand that
some Cisco documentation states that the number of hosts on a segment can
be up to 800! Just keep in mind the amount of traffic when making this

decision.

TABLE 3.7 Number of Hosts Needed in Figure 3.2

Maximum Number of Hosts

Bits in Subnet Mask Subnet Mask

2

6

14

30

62

126

254

510

1022

30

29

28

27

26

25

24

23

22

255.255.255.252

255.255.255.248

255.255.255.240

255.255.255.224

255.255.255.192

255.255.255.128

255.255.255.0

255.255.254.0

255.255.252.0
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Referring to our table, we can easily determine the subnet mask required
for each of the segments in our example, as shown in Table 3.8.

TABLE 3.8 Subnet Masks for Figure 3.2

Description of Number of IP Subnet Mask (Number
Segment Addresses Required  of Subnet Bits)

Server farm 300 255.255.254.0 (23)
Ethernet user segment 200 255.255.255.0 (24)
Serial link 2 255.255.255.252 (30)
Router interconnection 4 255.255.255.248 (29)

switched segment

3. Starting with the segment requiring the greatest number of subnet bits,
begin allocating addresses.

Let’s begin with the serial link, which has 30 bits of subnetting. Since all
of our addresses are going to start with 172.16, we will examine only the last
16 bits of the IP address. In Table 3.9, we see the subnet mask, in binary and
the first and last IP number in the range. Remember that the host portion of
the address cannot be all ones (which is the broadcast address) or all zeros
(which is the address of the network, or wire).

TABLE 3.9 Networks, Hosts, and Subnets for Figure 3.2

3rd Octet 4th Octet Decimal IP Address
128 6432168421 128 6432168421 (Last 16 bits in bold)
Subnet Mask 1 T1 11111 1 1111100 255.255.255.252
Network 0 00 O0O0O0OCO 0 0O0O0OO0O100 172.16.0.4
First IP in 0O 0O0O0O0O0OCO 0 00O0O0101 172.16.0.5

range
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TABLE 3.9 Networks, Hosts, and Subnets for Figure 3.2 (continued)

3rd Octet 4th Octet Decimal IP Address
Last IP in 0 0O0O0O0O0O0O0 0 0O0O0O0O110 172.16.0.6
range
Broadcast 0 00 O0O0O0O0O0 0 0O0O0O01T11 172.16.0.7

After picking the first available network number (172.16.0.4) given our
30-bit subnet mask and eliminating host IP addresses that are all ones and all
zeros, we have the following range of numbers: 172.16.0.5-172.16.0.6. The
broadcast address is all host bits on, or 172.16.0.7. We can take one of these
numbers and assign it to one side of the serial link. The other number can be
assigned to the other end of the serial link.

Next, we will calculate the range of IP addresses to use for our hub
segment, containing four router interfaces. We pick the first available net-
work address given our 29-bit subnet mask. In this case, the first available
network is 172.16.0.8, as shown in Table 3.10.

TABLE 3.10 IP Address Range for Switched Segment in Figure 3.2

3rd Octet 4th Octet Decimal IP Address
128 6432168421 128 6432168421 (Last 16 bits in bold)
Subnet Mask 1 T1 1T 1111 1 17111000 255.255.255.248
Network 0 00 O0O0O0O0O 0 00O 1000 172.16.0.8
First IP in 0O 0O0O0O0O0OCO 0 00O 1001 172.16.0.9
range
Last IP in 0O O0O0O0O0O0O0O 0 00O0T1T110 172.16.0.14
range
Broadcast 0O 00 O0O0O0O0O 0 000 1111 172.16.0.15
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Eliminating host IP addresses that contain all ones and all zeros as before,
we discover that our IP address range for this segment is 172.16.0.9-
172.16.0.14. The broadcast address is all host bits on, or 172.16.0.15. Now
we will perform the same steps on the Ethernet user segment, as shown in
Table 3.11, and the server farm segment, as shown in Table 3.12.

Valid Addresses for Ethernet Segment in Figure 3.2

3rd Octet

4th Octet

Decimal IP Address

Subnet mask

Network

First IP in
range

Last IP in
range

Broadcast

128 6432168421

1 T1 1 1111

0 0O0O0O0001

0 0O0O0O0001

0 00O O0001

0 0000001

128 6432168421

0 0O0O0O0O0O0O

0 0O0O0O0O0OCO

0 0O0O0O0001

1 T 111110

1 T1 1T 1111

(Last 16 bits in bold)

255.255.255.0

172.16.1.0

172.16.1.1

172.16.1.254

172.16.1.255

TABLE 3.12 Valid Addresses for Server Farm Segment in Figure 3.2

3rd Octet

4th Octet

Decimal IP Address

Subnet mask

Network

First IP in
range

Last IP in
range

Broadcast

128 6432168421

1 17111110

0 0O0O0OO0T1O0

0 0O0O0O0O0T1O0

0 00O0O0O011

0 0000011

128 6432168421

0 00 O0O0O0O0O

0 0O0O0O0O0O0O

0 0O0O0O0O001

1 T 111110

1 T1 1T 1111

(Last 16 bits in bold)

255.255.254.0

172.16.2.0

172.16.2.1

172.16.3.254

172.16.3.255
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From these tables, we see that our IP address range for the Ethernet user
segment is 172.16.1.1-172.16.1.254. Also, we see that the IP address range
for the server farm segment is 172.16.2.1-172.16.3.254.

In summary, we have defined the following address ranges for our four
segments, as detailed in Table 3.13.

TABLE 3.13 Valid IP Addresses for All Four Segments Used in Figure 3.2

Description of Segment

Address Range

Server farm
Ethernet user segment

Serial link

172.16.2.1-172.16.3.254

172.16.1.1-172.16.1.254

172.16.0.5-172.16.0.6

Router interconnection switched segment 172.16.0.9-172.16.0.14

We can now take our VLSM address ranges and apply them to our net-
work diagram, as shown in Figure 3.3.

FIGURE 3.3 VLSM example with IP addresses

Server Farm

Class B Address: 172.16.0.0 (172.16.2.1—172.16.3.254)

Ethernet User Segment
(172.16.1.1—172.16.1.254)

(172.16.0.9—172.16.0.14)

Router Interconnections |

Point-to-Point HDLC Link
(172.16.0.5—172.16.0.6)
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Design Considerations with VLSM

FIGURE 3.4

Now that we have seen how valuable VLSMs can be in preserving those
precious IP addresses, be aware that there is a catch. Specifically, if you use
a classful routing protocol (a protocol that advertises routes at the Class A,
Class B, and Class C boundaries) such as RIPv1 or IGRP, then VLSMs are
not going to work.

RIPv1 and IGRP routing protocols do not have a field for subnet infor-
mation. Therefore, the subnet information gets dropped. This means that if
a router running RIP has a subnet mask of a certain value, it assumes that all
interfaces within the classful address space have the same subnet mask.
Classless routing protocols, however, do support the advertisement of sub-
net information. So, you can use VLSM with routing protocols such as
RIPv2, EIGRP, or OSPF.

Another important point to consider when assigning addresses is to not
have discontiguous networks. Specifically, if you have two subnets of the
same network separated by a different network, some of your hosts could
become unreachable. Consider the network shown in Figure 3.4.

Discontiguous networking example

RouterA RouterB
~ 10.1.11 101.1.2 =~ -
- WAN Cloud s
172.16.1.0/24 172.16.2.0/24

If routes are being summarized—a technique called route summariza-
tion—then both RouterA and RouterB will be advertising to the WAN cloud
that they are the route to network 172.16.0.0/16. While there are techniques
to overcome this behavior, which will be discussed in the “Route Summari-
zation” section later in this chapter, it makes for better network design to not
separate a network’s subnets by another network.
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Classless Interdomain Routing

Classless Interdomain Routing (CIDR) is an industry standard for display-
ing the number of subnet bits used with the IP address of a host or a network.
Let’s say you have a 172.16.10.1 address with a 255.255.255.0 mask.
Instead of writing the IP address and subnet mask separately, you can com-
bine them. For example, 172.16.10.1/24 means that the subnet mask has 24
out of 32 bits on.

The following list shows all the possible CIDRs:

255.0.0.0 =/8
255.128.0.0 = /9
255.192.0.0 =/10
255.224.0.0 =/11
255.240.0.0 =/12
255.248.0.0 =/13
255.252.0.0 = /14
255.254.0.0 = /15
255.255.0.0 =/16
255.255.128.0 =/17
255.255.192.0 =/18
255.255.224.0 = /19
255.255.240.0 = /20
255.255.248.0 = /21
255.255.252.0 =722
255.255.254.0 = /23
255.255.255.0 = /24
255.255.255.128 = /25
255.255.255.192 = /26
255.255.255.224 = /27
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255.255.255.240 = /28
255.255.255.248 = /29
255.255.255.252 =/30

Notice that the CIDR list starts at a minimum of /8 and can’t go higher
than /30. This is because the mask must at least be a Class A default, and you
must leave two hosts at a minimum.

Let’s now take a look at how Cisco handles CIDR.

Cisco and CIDR

Cisco has not always followed the CIDR standard. Take a look at the way
a Cisco 2500 series router asks you to put the subnet mask in the configura-
tion when using the Setup mode:

Configuring interface EthernetO:
Is this interface in use? [yes]: return
Configure IP on this interface? [yes]: return
IP address for this interface: 1.1.1.1
Number of bits in subnet field [0]: 8
Class A network is 1.0.0.0, 8 subnet bits; mask 1is /16

Notice that the router asks for the number of bits used only for subnet-
ting, which does not include the default mask. When dealing with these ques-
tions, remember that your answers involve the number of bits used for
creating subnets, not the number of bits in the subnet mask. The industry
standard is that you count all bits used in the subnet mask and then display
that number as a CIDR, for example, /25 is 25 bits.

The newer 10S that runs on Cisco routers, however, runs a Setup script
that no longer asks you to enter the number of bits used only for subnetting.
Here is an example of a new 1700 series router in Setup mode:

Configure IP on this interface? [no]: y
IP address for this interface: 1.1.1.1
Subnet mask for this interface [255.0.0.0]: 255.255.0.0
Class A network is 1.0.0.0, 16 subnet bits; mask is /16

Notice that the Setup mode asks you to enter the subnet mask address. It
then displays the mask using the slash notation format. Much better.
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Route Summarization

2

In the “Design Considerations with VLSM” section, we briefly mentioned
the concept of route summarization. So, what is it, and why do we need it?
On very large networks, there may be hundreds or even thousands of indi-
vidual networks and subnetworks being advertised. All these routes can be
very taxing on a router’s memory and processor.

In many cases, the router doesn’t even need specific routes to each and
every subnet (e.g., 172.16.1.0/24). It would be just as happy if it knew how
to get to the major network (e.g., 172.16.0.0/16) and let another router take
it from there. A router’s ability to take a group of subnetworks and summa-
rize them as one network (i.e., one advertisement) is called route summari-
zation, as shown in Figure 3.5.

In some of the literature, you may find route summarization referred to as
route aggregation.

FIGURE 3.5 Route summarization

172.16.1.0/24 _— T
| am the way to
get to network
172.16.0.0/16
e 7 A ~7

172.16.2.0/24 i 'f.’i i ffi | ‘f/i

172.16.3.0/24 _l 7 ’\'

Besides reducing the number of routing entries that a router must keep
track of, route summarization can also help protect an external router from
making multiple changes to its routing table, due to instability within a par-
ticular subnet. For example, let’s say that we were working on a router that
connected to 172.16.2.0/24. As we were working on the router, we rebooted
it several times. If we were not summarizing our routes, an external router
would see each time 172.16.2.0/24 went away and came back. Each time, it
would have to modify its own routing table. However, if our external router
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were receiving only a summary route (i.e., 172.16.0.0/16), then it wouldn’t
have to be concerned with our work on one particular subnet.

We will get the most benefit from route summarization when the net-
works or subnetworks that we are summarizing are contiguous. To illustrate
this point, let’s look at an example.

Route Summarization Example 1

We have the following networks that we want to advertise as a single sum-
mary route:

172.16.100.0/24
172.16.101.0/24
172.16.102.0/24
172.16.103.0/24
172.16.104.0/24
172.16.105.0/24
172.16.106.0/24

To determine what the summary route would be for these networks, we
can follow a simple two-step process.

1. Write out each of the numbers in binary, as shown in Table 3.14.

TABLE 3.14 Summary Example

IP Network Address Binary Equivalent

172.16.100.0 10101100.0001000.01100100.0
172.16.101.0 10101100.0001000.01100101.0
172.16.102.0 10101100.0001000.01100110.0
172.16.103.0 10101100.0001000.01100111.0
172.16.104.0 10101100.0001000.01101000.0
172.16.105.0 10101100.0001000.01101001.0
172.16.106.0 10101100.0001000.01101010.0
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2. Examine the table to determine the maximum number of bits (starting
from the left) that all of the addresses have in common (where they
stop lining up; we bolded them to make them easier for you to see).
The number of common bits is the subnet mask for the summarized
address (/20).

In our example, we can see from the table that all of the addresses have the
first 20 bits in common. The decimal equivalent of these first 20 bits is
172.16.96.0. So, we can write our new summarized address as 172.16.96.0/20.
If we were to later add a network 172.16.98.0, it would need to come off the
router summarizing this address space. If we didn’t, it could cause problems.
Okay, this is confusing, we know. This is why we’re going to give you three
more examples.

Route Summarization Example 2

In this example, we will summarize 10.1.0.0 through 10.7.0.0. First, put
everything into binary, and then follow the bits, starting on the left and stop-
ping when the bits do not line up. Notice where we stopped boldfacing the
following;:

10.1.0.0 00001010.00000001.00000000.00000000
10.2.0.0 00001010.00000010.00000000.00000000
10.3.0.0 00001010.00000011.00000000.00000000
10.4.0.0 00001010.00000100.00000000.00000000
10.5.0.0 00001010.00000101.00000000.00000000
10.6.0.0 00001010.00000110.00000000.00000000
10.7.0.0 00001010.00000111.00000000.00000000
Now, create the network number using only the boldfaced bits. Do not

count the bits that are not in boldface. The second octet has no bits on (bits
in the bolded section), so we get this:

10.0.0.0
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To come up with the summary mask, count all the bolded bits as ones.
Because eight bits are boldface in the first octet and five bits in the second,
we’ll get this:

255.248.0.0

Route Summarization Example 3

This example will show you how to summarize 172.16.16.0 through
172.16.31.0. First, let’s put the network addresses into binary and then line

Copyright ©2001 SYBEX, Inc., Alameda, CA

up the bits.
172.16.16.0 10101100.0001000.00010000.00000000
172.16.17.0 10101100.0001000.00010001.00000000
172.16.18.0 10101100.0001000.00010010.00000000
172.16.19.0 10101100.0001000.00010011.00000000
172.16.20.0 10101100.0001000.00010100.00000000
172.16.21.0 10101100.0001000.00010101.00000000
172.16.22.0 10101100.0001000.00010110.00000000
172.16.23.0 10101100.0001000.00010111.00000000
172.16.24.0 10101100.0001000.00011000.00000000
172.16.25.0 10101100.0001000.00011001.00000000
172.16.26.0 10101100.0001000.00011010.00000000
172.16.27.0 10101100.0001000.00011011.00000000
172.16.28.0 10101100.0001000.00011100.00000000
172.16.29.0 10101100.0001000.00011101.00000000
172.16.30.0 10101100.0001000.00011110.00000000
172.16.31.0 10101100.0001000.00011111.00000000
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Notice where the bits stop lining up (in boldface). Count only the bits that
are on (ones) to get the network address:

172.16.0.0

Now, create the summary mask by counting all the bits that are in bold-
face up to the point where they stop lining up. We have eight bits in the first
octet, eight bits in the second octet, and four bits in the third octet. That is
a /20 or

255.255.240.0

Boy, that sure seems like a pain in the pencil, huh? Try this shortcut. Take
the first number and the very last number, and put them into binary:

172.16.16.0 10101100.0001000.00010000.00000000
172.16.31.0 10101100.0001000.00011111.00000000
Can you see that we actually came up with the same numbers? It is a lot

easier than writing out possibly dozens of addresses. Let’s do another exam-
ple, but let’s use our shortcut.

Route Summarization Example 4

In this example, we will show you how to summarize 192.168.32.0 through
192.168.63.0. By using only the first network number and the last, we’ll save
a lot of time and come up with the same network address and subnet mask:

First number: 192.168.32.0 =
11000000.10101000.00100000.00000000

Last number: 192.168.63.0 =
11000000.10101000.00111111.00000000

Network address: 192.168.32.0
Subnet mask: 255.255.224.0
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Design Considerations for Route Summarization

Keep the following information in mind when designing your network sum-
marization points:

= Only classless routing protocols support route summarization. Exam-
ples of classless routing protocols include RIPv2, EIGRP, and OSPF.
Therefore, if you are working in a RIPv1 or IGRP environment, route
summarization is not going to work for you.

Classless and classful protocols were discussed in Chapter 2, “Routing

ITE Principles.”

= Route summarization is most effective when the addresses have been
organized in a hierarchy (i.e., “hierarchical addressing”). When we
speak of addresses being hierarchical, we mean that the IP subnets at
the “bottom of the tree” (i.e., the ones with the longest subnet masks)
are subsets of the subnets at the “top of the tree” (i.e., the ones with
the shortest subnet masks). Figure 3.6 will be used to illustrate hierar-
chical versus non-hierarchical addressing.
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FIGURE 3.6 Discontiguous networking example
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In the VLSM section of this chapter, we discussed how route summariza-
tion in discontiguous networks could cause some hosts to become unreach-
able, as we saw in Figure 3.4. If both RouterA and RouterB are sending out
advertisements to the WAN cloud advertising that they are the path to net-
work 172.16.0.0/16, then devices in the WAN cloud will not know which
advertisement to believe.
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Remember that you can avoid this situation by proper address planning
ahead of time. However, you may find yourself in a situation where you are
dealing with a legacy installation, and you need to overcome this issue of dis-
contiguous networks.

One solution is to turn off route summarization on the routers. To keep
routing protocols such as RIPv2 and EIGRP from automatically summariz-
ing routes, we can explicitly disable route summarization in the Cisco IOS.
Following are examples of IOS configurations, where we are disabling auto-
matic route summarization. As the OSPF chapters will show, OSPF does not
automatically summarize.

To turn off auto-summarization for RIP version 2 routed networks, use
the following router configuration:

router rip

version 2

network 10.0.0.0
network 172.16.0.0
no auto-summary

To turn off auto-summarization for EIGRP routed networks, use the fol-
lowing router configuration:

router eigrp 100
network 10.0.0.0
network 172.16.0.0
no auto-summary

Another way to allow discontiguous networks to be interconnected over
a serial link is to use Cisco’s IOS feature called IP unnumbered. We’ll look
at this next.

IP Unnumbered

With IP unnumbered, a serial interface is not on a separate network, as all

router interfaces tend to be. Instead, the serial port “borrows” an IP address
from another interface. In the following router configuration example, inter-
face Serial 0 is using a borrowed IP address from interface Ethernet 0:

interface serial 0
ip unnumbered ethernet 0
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L
ING

Therefore, by using IP unnumbered, the apparently discontiguous subnets,
shown in Figure 3.4, are actually supported. Understand that both sides of
the network must be the same address class. In other words, you can’t bor-
row an IP address on one side from a 10.0.0.0 network and then from
172.16.0.0 on the other side of the point-to-point link.

There are a few things to be aware of before using IP unnumbered interfaces.
For example, IP unnumbered is not supported on X.25 or SMDS networks.
Also, since the serial interface has no IP number, you will not be able to ping
the interface to see if it is up, although you can determine the interface status
with SNMP. In addition, IP security options are not supported on an IP unnum-
bered interface.

Decimal-to-Binary Conversion Chart

For your convenience, Table 3.15 provides a decimal-to-binary chart
to help you with your IP addressing.

TABLE 3.15 Decimal-to-Binary Chart

Decimal Binary Decimal Binary Decimal Binary Decimal Binary

0 00000000 16 00010000 32 00100000 48 00110000
1 00000001 17 00010001 33 00100001 49 00110001
2 00000010 18 00010010 34 00100010 50 00110010
3 00000011 19 00010011 35 00100011 51 00110011
4 00000100 20 00010100 36 00100100 52 00110100
5 00000101 21 00010101 37 00100101 53 00110101
6 00000110 22 00010110 38 00100110 54 00110110
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TABLE 3.15 Decimal-to-Binary Chart (continued)

Decimal Binary Decimal Binary Decimal Binary Decimal Binary

7 00000111 23 00010111 39 00100111 55 00110111
8 00001000 24 00011000 40 00101000 56 00111000
9 00001001 25 00011001 41 00101001 57 00111001
10 00001010 26 00011010 42 00101010 58 00111010
1 00001011 27 00011011 43 00101011 59 00111011
12 00001100 28 00011100 44 00101100 60 00111100
13 00001101 29 00011101 45 00101101 61 00111101
14 00001110 30 00011110 46 00101110 62 00111110
15 00001111 31 00011111 47 00101111 63 00111111
64 01000000 80 01010000 96 01100000 112 01110000
65 01000001 81 01010001 97 01100001 113 01110001
66 01000010 82 01010010 98 01100010 114 01110010
67 01000011 83 01010011 99 01100011 115 01110011
68 01000100 84 01010100 100 01100100 116 01110100
69 01000101 85 01010101 101 01100101 117 01110101
70 01000110 86 01010110 102 01100110 118 01110110
71 01000111 87 01010111 103 01100111 119 01110111
72 01001000 88 01011000 104 01101000 120 01111000
73 01001001 89 01011001 105 01101001 121 01111001
74 01001010 90 01011010 106 01101010 122 01111010
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TABLE 3.15 Decimal-to-Binary Chart (continued)

Decimal Binary Decimal Binary Decimal Binary Decimal Binary

75 01001011 91 01011011 107 01101011 123 01111011
76 01001100 92 01011100 108 01101100 124 01111100
77 01001101 93 01011101 109 01101101 125 01111101
78 01001110 94 01011110 110 01101110 126 01111110
79 01001111 95 01011111 111 01101111 127 01111111
128 10000000 144 10010000 160 10100000 176 10110000
129 10000001 145 10010001 161 10100001 177 10110001
130 10000010 146 10010010 162 10100010 178 10110010
131 10000011 147 10010011 163 10100011 179 10110011
132 10000100 148 10010100 164 10100100 180 10110100
133 10000101 149 10010101 165 10100101 181 10110101
134 10000110 150 10010110 166 10100110 182 10110110
135 10000111 151 10010111 167 10100111 183 10110111
136 10001000 152 10011000 168 10101000 184 10111000
137 10001001 153 10011001 169 10101001 185 10111001
138 10001010 154 10011010 170 10101010 186 10111010
139 10001011 155 10011011 171 10101011 187 10111011
140 10001100 156 10011100 172 10101100 188 10111100
141 10001101 157 10011101 173 10101101 189 10111101
142 10001110 158 10011110 174 10101110 190 10111110
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TABLE 3.15 Decimal-to-Binary Chart (continued)

Decimal Binary Decimal Binary Decimal Binary Decimal Binary

143 10001111 159 10011111 175 10101111 191 10111111
192 11000000 208 11010000 224 11100000 240 11110000
193 11000001 209 11010001 225 11100001 241 11110001
194 11000010 210 11010010 226 11100010 242 11110010
195 11000011 211 11010011 227 11100011 243 11110011
196 11000100 212 11010100 228 11100100 244 11110100
197 11000101 213 11010101 229 11100101 245 11110101
198 11000110 214 11010110 230 11100110 246 11110110
199 11000111 215 11010111 231 11100111 247 11110111
200 11001000 216 11011000 232 11101000 248 11111000
201 11001001 217 11011001 233 11101001 249 11111001
202 11001010 218 11011010 234 11101010 250 11111010
203 11001011 219 11011011 235 11101011 251 11111011
204 11001100 220 11011100 236 11101100 252 11111100
205 11001101 221 11011101 237 11101101 253 11111101
206 11001110 222 11011110 238 11101110 254 11111110
207 11001111 223 11011111 239 11101111 255 11111111
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Summary

After a review of fundamental IP addressing concepts, which detailed
the various classes of IP numbers in addition to the concepts of subnetting
and CIDR, this chapter discussed how to preserve IP addresses by using
VLSMs (Variable-Length Subnet Masks). It also examined various design
considerations, such as using contiguous network addressing and using
classless routing protocols (e.g., RIPv2 and EIGRP).

Next, we introduced the concept of route summarization. We saw how
router resources, such as memory and processor cycles, could be preserved
by representing contiguous network address space by a single route adver-
tisement. We also showed how to overcome the caveat of having discontig-
uous address space by using such methods as disabling automatic
summarization on our routers and by using IP unnumbered.

Key Terms
Before you take the exam, be sure you are familiar with the following terms:
bytes
Classless Interdomain Routing (CIDR)
IP address
IP unnumbered
octets
route summarization

subnet mask

Variable-Length Subnet Mask (VLSM)
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Commands Used in This Chapter

Here is the list of commands used in this chapter:

Command Description

no auto-summary Used to disable the automatic route
summarization performed by various
classless routing protocols, such as RIPv2
and EIGRP.

ip unnumbered Allows serial interfaces to borrow an IP
number from another router interface
(which may or may not be specified), so that
it can join two contiguous address spaces.

Written Lab

Given the following set of address requirements, the available Class B
network address, and the topology map shown in the graphic below, use
VLSM to efficiently assign addresses to each of the four network segments.

Server Farm Switch
(Requires 50 IP Addresses)

Public Access Computer Lab Switch Ethernet User Segment
(Requires 400 IP Addresses) (Use Class C Subnet Mask)

) — 55—

Point-to-Point Serial Connection
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Design Requirements

You have been given the Class B address of 172.16.0.0/16 to use.

The first segment connects to a server farm requiring no more than 50
IP addresses.

The second segment is a serial connection to a remote router. Due to
security concerns, you should not use IP unnumbered.

The third segment is a large publicly accessible computer laboratory
containing 400 PCs, each of which requires its own unique IP address.

The forth segment is an Ethernet user LAN. To simplify management,
the network administrator has requested that the LAN have a Class C
subnet mask.

Solution to Written Exercise

Although there are multiple ways that the given address space (172.16.0.0/
16) could be divided up, here is one possible solution based on the method-
ology presented in this chapter.

1.

Create a table detailing the segments and the number of hosts required
on each segment, as shown in the following table:

Description of Segment ~ Number of IP Addresses Required

Server farm 50 (Because the maximum number of
servers is 50)

Ethernet user segment 254 (Because a Class C subnet was
specified)

Serial link 2 (Because each of the two routers needs
one IP address)

Computer lab 400 (Because each PC needs its own
IP address)

Determine the subnet mask required to support the requirements

defined in step 1, and expand the table to list the subnet masks. We
will use the table listed earlier in the chapter (Table 3.7), which tells
the maximum number of hosts permitted by each subnet mask. The
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following table shows the number of IP addresses required and the
subnet masks needed to support the network.

Description of
Segment

Server farm

Ethernet user
segment

Description of

Segment

Serial link

Computer lab

Number of IP
Addresses Required

50 (Because the
maximum number of
servers is 50)

254 (Because a
Class C subnet was
specified)

Number of IP
Addresses Required

2 (Because each of the
two routers needs one

IP address)

400 (Because each PC
needs its own IP

address)

Subnet Mask (Number
of Bits in Subnet)

255.255.255.192 (26)

255.255.255.0 (24)

Subnet Mask (Number
of Bits in Subnet)

255.255.255.252 (30)

255.255.254 (23)

3. Beginning with the segment requiring the greatest number of subnet
bits, begin allocating addresses.

We’ll do the serial link first, since it has 30 bits of subnetting. Since all of
our addresses begin with 172.16, we will examine only the last 16 bits of the
IP address. In the following table, we show the subnet mask, in binary, and
the first and last IP number in the range. Remember that the host portion of
the address cannot be all ones or all zeros.

3rd Octet 4th Octet Decimal IP Address
128 6432168421 128 6432168421 (Last 16 bits in bold)
Subnet mask 1 1 11 1111 1 1 111100 255.255.255.252
Network 0 00 0 0000 0 0 000100 172.16.0.4
First IP in 0 00 0 0000 0 0 000101 172.16.0.5
range
Last IP in 0 00 0 0000 0 0000110 172.16.0.6
range
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Subnet mask
Network

First IP in
range

Last IP in
range

Subnet mask
Network

First IP in
range

Last IP in
range

After picking the first available network number (172.16.0.4) given our
30-bit subnet mask and eliminating host IP addresses that are all ones and all
zeros, we have the following range of numbers: 172.16.0.5-172.16.0.6.
Each of these numbers in the range can be assigned to one side of the serial link.

Next, as shown in the following table, we will calculate the range of IP
addresses to use for our server farm segment, which needs 50 IP addresses.
We pick the first available network address, given our 26-bit subnet mask.
In this case, the first available network is 172.16.0.64.

3rd Octet

128 6432168421
1 1 11 1111
0O 0000000
0 0000000

0 0000000

4th Octet

128 6432168421
1 100 0000
0 1000000
0 1000001

0 1111110

Decimal IP Address
(Last 16 bits in bold)
255.255.255.248
172.16.0.64
172.16.0.65

172.16.0.126

Eliminating host IP addresses that contain all ones and all zeros, as before,
we discover that our IP address range for this segment is: 172.16.0.65—

172.16.0.126.

We now perform the same steps for the Ethernet user segment, as shown

in the table below:

3rd Octet

128 6432168421
1 1111111
0O 0O0O0O0001
0 0O0O0O0001

0 0000001
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4th Octet

128 6432168421
0 0000000
0 00 O0O0000
0 0000001

1 1111110

Decimal IP Address
(Last 16 bits in bold)
255.255.255.0
172.16.1.0
172.16.1.1

172.16.1.254
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Subnet mask
Network

First IP in
range

Last IP in
range

Written Lab 101

We now perform the same steps for the public lab segment, as shown in
the following table:

3rd Octet

128 6432168421

1
0
0

Copyright ©2001 SYBEX, Inc., Alameda, CA

1
0
0

11
00
00

4th Octet

1110 0
0010 0
0010 0
0011 1

0
0
0

0
0
0

128 6432168421

0
0
0

Decimal IP Address
(Last 16 bits in bold)
0000 255.255.254.0
0000 172.16.2.0
0001 172.16.2.1
1110 172.16.3.254

In summary, we have defined the address ranges for our four segments
shown in the following table:

Description of Segment

Server farm
Ethernet user segment
Serial link

Computer lab

Address Range
172.16.0.65-172.16.0.126
172.16.1.1-172.16.1.254
172.16.0.5-172.16.0.6
172.16.2.1-172.16.3.254
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We can now take our VLSM address ranges and apply them to our net-
work diagram, as shown in the following graphic.

Server Farm Switch
(172.16.0.65—172.16.0.126)

Public Access Computer Lab Switch Ethernet User Segment
(172.16.2.1—172.16.3.254) (172.16.1.1—172.16.1.254)

) — 55—

Point-to-Point Serial Connection
(172.16.0.5—172.16.0.6)

Hands-on Lab

For this lab, you will need the following:

= Two Cisco routers running IOS 11.2 or later, each with at least one
serial interface

= A serial crossover cable (or connect a DTE cable to a DCE cable to
make your own crossover cable)

= A terminal (or a PC running terminal emulation software) with the
appropriate console connection hardware for the routers
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Using IP Unnumbered
Following are the steps required to complete the lab:

1. Physically connect the routers, as shown in the diagram.

Interface SO Interface SO
DTE DCE
[P unnumbered [P unnumbered
RouterA RouterB
I"\Q_’« l’\}/,i
I I
Loopback Interface: 100 Loopback Interface: 100
172.16.1.1/24 172.16.2.1/24

2. Configure a loopback interface on RouterA with an IP number of
172.16.1.1 and a 24-bit subnet mask:

hostname RouterA

interface 100
ip address 172.16.1.1 255.255.255.0
no shut

3. Configure a loopback interface on RouterB with an IP number of
172.16.2.1 and a 24-bit subnet mask:

hostname RouterB

interface 100
ip address 172.16.2.1 255.255.255.0
no shut

4. Interconnect the serial ports on the routers with a serial crossover

103

cable (RouterA connected to the DTE side of the cable and RouterB

connected to the DCE side of the cable).
5. For RouterA, configure for RIPv2:

router rip
version 2
network 172.16.0.0
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6. For RouterB, configure for RIPv2:

router rip
version 2
network 172.16.0.0

7. Configure the serial interfaces on RouterA for IP unnumbered:

interface sO
ip unnumbered 100
no shut

8. Configure the serial interfaces on RouterB for IP unnumbered:

interface s0
ip unnumbered To0
clockrate 56000
no shut

9. To test your configuration, from RouterA, ping 172.16.2.1.

10. To further test your configuration, from RouterB, ping 172.16.1.1.
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Review Questions

1. A router can determine that an IP address is part of a Class B network
by examining the first two bits in the IP address. What are the first two
bits for a Class B network?

A. 00
B. 01
C. 10
D. 11
2. What does an IP address of 127.0.0.1 indicate?
A. A local broadcast
B. A directed multicast
C. The local network
D. A local loopback
3. Which of the following subnet masks will support 50 IP addresses?
(Choose all that apply.)
A. 255.255.255.240
B. 255.255.255.0
C. 255.255.255.192
D. 255.255.255.224
4. VLSM is compatible with which of the following routing protocols?
(Choose all that apply.)
A. RIPvl
B. RIPv2
C. IGRP
D. EIGRP
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5. Which of the following best describes route summarization?

A.

A router’s ability to take a group of subnetworks and summarize
them as one network advertisement

The Cisco IOS feature that permits serial interfaces to borrow an
IP address from another specified interface

The ability to tunnel IP address information inside an AURP
encapsulated frame

EIGRP’s ability to isolate discontiguous route advertisements from
one AS to another

6. Which of the following best summarizes the networks 172.16.100.0/24
and 172.16.106.0/24?

A.

B
C.
D

172.16.0.0/24

. 172.16.100.0/20

172.16.106.0/20

. 172.16.96.0/20

7. Which of the following is a good design practice for implementing
route summarization?

A.

B.
C.
D.

Use primarily with discontiguous networks.
Use primarily with contiguous networks.
Do not use with VLSM.

Use with non-hierarchical addressing.

8. Which of the following router-configuration commands would you
use to disable automatic route summarization in an EIGRP
environment?

A.

B
C.
D

no summary

. nNo auto-summary

no summary stub

. ho route-summary
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9. Which of the following are caveats of Cisco’s IP unnumbered 10S fea-
ture? (Choose all that apply.)

A.

B.
C.
D.

Does not work over HDLC networks.
Is not compatible with SNMP.
Does not work over X.25 networks.

You cannot ping an unnumbered interface.

10. If you have a subnet mask of 255.255.255.248, what is another way
of displaying this mask?

A.
B.
C.
D.

117
123
127
129

11. Given the VLSM address 172.16.1.8/30, what are the two IP
addresses in the range that may be assigned to hosts?

A.

B
C.
D

172.16.1.8

. 172.16.1.9

172.16.1.10

. 172.16.1.11

12. Given an IP address of 172.16.0.10/29, what is the network address?

A.

B
C.
D

172.16.0.8

. 172.16.0.9

172.16.0.11

. 172.16.0.12
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13. Which of the following may be done to overcome problems associated

with discontiguous networks?
A. Use route summarization.
B. Use VLSM.

C. Use IP unnumbered.

D.

Disable route summarization.

14. Which of the following IP addresses do Cisco routers use to designate

the default route?

A. 1.1.1.1

B. 0.0.0.0

C. 255.255.255.255
D. 127.0.0.1

15. If you decide not to use IP unnumbered on a serial link, to best pre-
serve IP addresses, what should your subnet mask be?

A. 255.255.255.255
B. 255.255.255.0
C. 255.255.255.252
D. 255.255.252.0

16. What are the two methods that are most commonly used to represent

an IP address?

A. Dotted-decimal
B. Octal
C. Binary
D

. Hexadecimal
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17. An IP address is made up of what? (Choose all that apply.)

A.

B.
C.
D.

four octets
32 bits
four bytes

eight bits

18. Route summarization is particularly effective in which of the follow-
ing environments? (Choose all that apply.)

A.

When a large number of contiguous network numbers are being
advertised

B. When IGRP is being used as the routing protocol

C. When EIGRP is being used as the routing protocol
D. When VLSMs are in use

19. If you have an IP address of 172.16.1.10/25, what is the broadcast
address that the host will use?

A.

B
C.
D

172.16.255.255

. 172.16.1.255

172.16.1.0

. 172.16.1.127

20. How many hosts will the 255.255.255.224 subnet mask support?

A.
B.
C.
D.

6
14
30
62
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Answers to Review Questions

1. C. Aleading bit pattern of 0 indicates a Class A network. A leading bit
pattern of 10 indicates a Class B network. A leading bit pattern of 110
indicates a Class C network.

2. D. Network 127 is reserved for loopback purposes (e.g., for trouble-
shooting diagnostics). With a local loopback address, a host can send
a test packet to itself without generating network traffic.

3. B, C. The formula 2" — 2 = number of hosts (where n is the number of
host bits in the subnet mask) tells us how many hosts can be supported
for a particular subnet. Here are some examples:

255.255.255.240 => 4 host bits => 14 hosts
255.255.255.0 => 8 host bits => 254 hosts

255.255.255.192 => 6 host bits => 62 hosts
255.255.255.224 => § host bits => 30 hosts

4. B, D. VLSM is compatible only with classless routing protocols.
Classless routing protocols have the ability to carry subnet informa-
tion in their route advertisements. RIPv1l and IGRP are classful,
whereas RIPv2 and EIGRP are classless.

5. A. Route summarization, which works best with contiguous address
space, reduces the memory and processor burden on routers by repre-
senting multiple subnets in a single route advertisement.

6. D. If you write out the networks 172.16.100.0/24 and 172.16.106.0/
24 in binary and see how many leading bits they have in common, you
will find that the first 20 bits are the same for both networks. If you
then convert these 20 bits back into decimal, you will have the address
of the summarized route.
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B. Route summarization is most effective when used with contiguous
address space, because contiguous address space tends to have the
most higher-order bits in common.

B. The command no auto-summary is a router-configuration com-
mand that disables the automatic summarization of routes.

C, D. IP unnumbered is not supported on X.25 or SMDS networks.
Since the serial interface has no IP number, you will not be able to ping
the interface to see if it is up. However, you can determine the interface
status with SNMP. Also, IP security options are not supported on an
IP unnumbered interface.

D. If you write out 255.255.255.248 in binary, you will find that the
first 29 bits are ones, and the remaining three bits are zeros. Therefore,
we say that it is a /29.

B, C. If we look at each of these IP addresses and the subnet mask in
binary, we see that the host portion of the address for 172.16.1.8 is all
zeros, which refers to the network. The host portion of 172.16.1.9 is
01, which is valid for a host address. The host portion of 172.16.1.10 is
10, which is also valid for a host address. The host portion of
172.16.1.11 is 11, which refers to the broadcast address.

A. If you write out the last octet in binary, you have 00001010. Since
we are using a 29-bit subnet mask, the last three bits are not part of the
network address, which leaves us with a network address of
00001000. If we convert this number back to decimal, we get 8.
Therefore, the network address is 172.16.0.8.

C and D. IP unnumbered can, in some cases, make a discontiguous
network appear as contiguous across a serial link. Also, if you disable
route summarization, then a router will advertise each individual sub-
net. However, answer D only works with routing protocols that can
carry subnet information, otherwise you still end up with a discontig-
uous network, for example EIGRP and RIP V2.
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14.

15.

16.

17.

18.

19.

20.

B. The command to set a default route in Cisco IOS is set ip route
0.0.0.0 0.0.0.0 next_hop (where next_hop can be a local inter-
face or the IP of an adjacent router interface).

C. On a serial link, we need only two IP addresses, one for each side
of the link. A subnet mask 0f 255.255.255.252 has only two host bits,
which gives us a maximum of two host IP addresses (22—2 =2), which
is exactly what we need for our serial link.

A, C. Although an IP number can be represented in practically any
base of numbering system, dotted-decimal and binary are the most
common representations.

A, B, C. An IP address is 32 bits in length. An octet is eight bits in
length. Therefore, four octets equal 32 bits. Since a byte is eight bits,
four bytes also equal 32 bits.

A, C, D. Route summarization is not compatible with IGRP, because
IGRP is a classful routing protocol, meaning that it does not carry sub-
net information in its routing updates.

D. With 25 bits of subnetting, we have the last seven bits to use as the
host address. If we set each of these last seven bits to 1 (the definition
of a broadcast address), then we get 172.16.1.127.

C. If you convert 224 to binary, you get 11100000. With five host bits
(i.e., bits set to 0 in the subnet mask), you can support 30 host
addresses (25 — 2 = 30, where 5 is the number of host bits).

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

OSPF Areas

THE CCNP ROUTING TOPICS COVERED IN THIS
CHAPTER ARE AS FOLLOWS:

v Introduction to OSPF terminology
v Introduction to OSPF functionality

v" Discussion of OSPF areas, routers, and link-state
advertisements

v Discussion of choosing and maintaining routes, in particular in
multi-access, PPP, and non-broadcast multi-access networks

v' Configuration and verification of OSPF operation
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his chapter is the introduction to Open Shortest Path First
(OSPF) areas. It will introduce the term OSPF areas and discuss their role in
OSPF routing. It is very important that you take the time to learn the termi-
nology used in OSPF. Without this knowledge, the remaining sections of the
chapter will be difficult to follow.

Open Shortest Path First

0pen Shortest Path First (OSPF) is an open standards routing proto-
col. It is important to recognize that Cisco’s implementation of OSPF is a
standards-based version. This means that Cisco based its version of OSPF on
the open standards. While doing so, Cisco also has added features to its ver-
sion of OSPF that may not be found in other implementations of OSPF. This
becomes important when interoperability is needed.

John Moy heads up the working group of OSPF. Two RFCs define
OSPEF: Version 1 is defined by RFC 1131, and Version 2 is defined by
RFC 2328. Version 2 is the only version to make it to an operational status.
However, many vendors modify OSPF. OSPF is known as a link-state rout-
ing protocol (link-state routing protocols were discussed in Chapter 2,
“Routing Principles”). The Dijkstra algorithm is used to calculate the short-
est path through the network. Within OSPF, links become synonymous with
interfaces.

OSPF is a robust protocol, and due to the robustness, you must learn
many terms in order to understand the operation of OSPF. The next section
covers the terminology necessary to enable you to understand the many
operations and procedures performed by the OSPF process.
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OSPF Terminology

The most basic of terms that are related to OSPF are related to many routing
protocols. We begin by defining relationships among routers. From there, we
will move on to defining terms relating to OSPF operations.

Neighbor A neighbor refers to a connected (adjacent) router that is run-
ning an OSPF process with the adjacent interface assigned to the same
area. Neighbors are found via Hello packets. No routing information is
exchanged with neighbors unless adjacencies are formed.

Adjacency An adjacency refers to the logical connection between a
router and its corresponding designated routers and backup designated
routers. The formation of this type of relationship depends heavily on the
type of network that connects the OSPF routers.

Link In OSPF, a link refers to a network or router interface assigned to
any given network. Within OSPF, link is synonymous with interface.

Interface An interface is the physical interface on a router. When an
interface is added to the OSPF process, it is considered by OSPF as a link.
If the interface is up, then the link is up. OSPF uses this association to

build its link database.

Link State Advertisement Link State Advertisement (LSA) is an OSPF
data packet containing link-state and routing information that is shared
among OSPF routers.

Designated router A designated router (DR) is used only when the
OSPF router is connected to a broadcast (multi-access) network. To min-
imize the number of adjacencies formed, a DR is chosen to disseminate/
receive routing information to/from the remaining routers on the broad-
cast network or link.

Backup designated router A backup designated router (BDR) is a hot
standby for the DR on broadcast (multi-access) links. The BDR receives
all routing updates from OSPF adjacent routers but does not flood LSA
updates.

OSPF areas OSPF areas are similar to EIGRP Autonomous Systems.
Areas are used to establish a hierarchical network. OSPF uses four types
of areas, all of which will be discussed later in this chapter.
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Area border router An area border router (ABR) is a router that has
multiple area assignments. An interface may belong to only one area. If a
router has multiple interfaces and if any of these interfaces belong to dif-
ferent areas, the router is considered an ABR.

Autonomous system boundary router An autonomous system bound-
ary router (ASBR) is a router with an interface connected to an external
network or a different AS. An external network or autonomous system
refers to an interface belonging to a different routing protocol, such as
EIGRP. An ASBR is responsible for injecting route information learned by
other Interior Gateway Protocols (IGPs) into OSPF.

Non-broadcast multi-access Non-broadcast multi-access (NMBA) net-
works are networks such as Frame Relay, X.25, and ATM. This type of
network allows for multi-access but has no broadcast ability like Ether-
net. NBMA networks require special OSPF configuration to function

properly.
Broadcast (multi-access) Networks such as Ethernet allow multiple

access as well as provide broadcast ability. A DR and BDR must be elected
for multi-access broadcast networks.

Point-to-point  This type of network connection consists of a unique
NMBA configuration. The network can be configured using Frame Relay
and ATM to allow point-to-point connectivity. This configuration elimi-
nates the need for DRs or BDRs.

Router ID The Router ID is an IP address that is used to identify the
router. Cisco chooses the Router ID by using the highest IP address of all
configured loopback interfaces. If no loopback addresses are configured,
OSPF will choose the highest IP address of the functional physical
interfaces.

All of these terms play an important part in understanding the operation
of OSPF. You must come to know and understand each of these terms. As
you read through the chapter, you will be able to place the terms in their
proper context.
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OSPF Operation

OSPF operation can be divided into three categories:
= Neighbor and adjacency initialization
= LSA flooding
= SPF tree calculation

We will discuss each in the following sections.

Neighbor and Adjacency Initialization

We begin with neighbor/adjacency formation. This is a very big part of OSPF
operation. These relationships are often easily formed over point-to-point
connections, but much more complex procedures are required when multiple
OSPF routers are connected via a broadcast multi-access media.

The Hello protocol is used to discover neighbors and establish adjacen-
cies. Hello packets contain a great deal of information regarding the origi-
nating router. Hello packets are multicast out every interface on a 10-second
interval by default. The data contained in the Hello packet can be seen in
Table 4.1. It is important to remember that the Router ID, Area ID, and
authentication information are carried in the common OSPF header. The
Hello packet uses the common OSPF header.

TABLE 4.1 OSPF Hello Packet Information

Originating Router
Characteristic Description

Router ID The highest active IP address on the router.
(Loopback addresses are used first. If no loop-
back interfaces are configured, OSPF will choose
from physical interfaces.)

Area ID The areato which the originating router interface
belongs.

Authentication The authentication type and corresponding

information information.

Network mask The IP mask of the originating router’s interface
IP address.
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TABLE 4.1 OSPF Hello Packet Information (continued)

Originating Router

Characteristic Description

Hello interval The period between Hello packets.

Options OSPF options for neighbor formation.

Router priority An 8-bit value used to aid in the election of the

DR and BDR. (Not set on point-to-point links.)

Router dead interval The length of time allotted for which a Hello
packet must be received before considering the
neighbor down—four times the Hello interval,
unless otherwise configured.

DR The Router ID of the current DR.
BDR The Router ID of the current BDR.

Neighbor router IDs A list of the Router IDs for all the originating
router’s neighbors.

Neighbor States
There are a total of eight states for OSPF neighbors:

Down No Hello packets have been received on the interface.

Attempt Neighbors must be configured manually for this state. It
applies only to NBMA network connections. (Note: This state is not rep-
resented in Figure 4.1)

Init Hello packets have been received from other routers.

2Way Hello packets have been received that include their own Router
ID in the Neighbor field.

ExStart Master/Slave relationship is established in order to form an
adjacency by exchanging Database Description (DD) packets. (The router
with the highest Router ID becomes the Master.)
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Exchange Routing information is exchanged using DD and LSR

packets.

Loading Link State Request packets are sent to neighbors to request any
new LSAs that were found while in the Exchange state.

Full

All LSA information is synchronized among adjacent neighbors.

To gain a better understanding of how an adjacency is formed, let’s con-

Down

Multicast

OSPF peer initialization

Init State

Hello packets

Choose DR

Y

Listening routers add

sider the formation of an adjacency in a broadcast multi-access environment.
Figure 4.1 displays a flow chart that depicts each step of the initialization
process. The process starts by sending out Hello packets. Every listening
router will then add the originating router to the neighbor database. The
responding routers will reply with all of their Hello information so that the
originating router can add them to its own neighbor table.

Routers reply to Hello

the new router to
the adjacency table.

Link type is
broadcast

multi-access.

packets with information
contained in Table 4.1.

Y

2Way state

Adjacencies must be

and BDR.

Y

Compare all
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established (depends
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Originating router adds

A

all replying routers
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highest value.
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Adjacency Requirements

Once neighbors have been identified, adjacencies must be established so that
routing (LSA) information can be exchanged. There are two steps required
to change a neighboring OSPF router into an adjacent OSPF router:

= Two-way communication (achieved via the Hello protocol)

= Database synchronization—this consists of three packet types being
exchanged between routers:

= Database Description (DD) packets
= Link State Request (LSR) packets
= Link State Update (LSU) packets

Once the database synchronization has taken place, the two routers are
considered adjacent. This is how adjacency is achieved, but you must also
know when an adjacency will occur.

When adjacencies form depends on the network type. If the link is point-
to-point, the two neighbors will become adjacent if the Hello packet infor-
mation for both routers is configured properly.

On broadcast multi-access networks, adjacencies are formed only
between the OSPF routers on the network and the DR and BDR. Figure 4.2
gives an example. Three types of routers are pictured: DR, BDR, and
DROther. DROther routers are routers that belong to the same network as
the DR and BDR but do not represent the network via LSAs.

FIGURE 4.2 OSPF adjacencies for multi-access networks
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You will notice the dotted lines connecting the DROther routers to the
DR and BDR routers. Notice also that there are no dotted lines between any
of the DROther routers. The dotted lines represent the formation of adja-
cencies. DROther routers form only two adjacencies on a broadcast multi-
access network—one with the DR and the other with the BDR. The follow-
ing router output indicates the assignments of routers connected via a broad-
cast multi-access network as well as two Frame Relay (non-broadcast multi-
access, or NBMA) network connections.

Note that the Frame Relay connections displayed below do not have DR/BDR
assignments. DR/BDR roles and election will be covered more fully in the fol-
lowing section, “DR and BDR Election Procedure.”

RouterA>sho ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
172.16.22.101 1 FULL/DROTHER 00:00:32 172.16.22.101 FastEthernet0/0
172.16.247.1 1 FULL/DR 00:00:34 172.16.22.9  FastEthernet0/0
172.16.245.1 1 2WAY/DROTHER 00:00:32 172.16.12.8 FastEthernetl/0
172.16.244.1 1 2WAY/DROTHER 00:00:37 172.16.12.13 FastEthernetl/0
172.16.247.1 1 FULL/BDR 00:00:34 172.16.12.9  FastEthernetl/0
172.16.249.1 1 FULL/DR 00:00:34 172.16.12.15 FastEthernetl/0
172.16.248.1 1 2WAY/DROTHER 00:00:36 172.16.12.12 FastEthernetl/0
172.16.245.1 1 FULL/ - 00:00:34 172.16.1.105 Serial3/0.1
172.16.241.1 1 FULL/ - 00:00:34 172.16.202.2 Serial3/1
172.16.248.1 1 FULL/ - 00:00:35 172.16.1.41 Serial3/3.1
RouterA>

We need to bring up a few important points about this output. Notice that
four different interfaces are configured to use OSPF.

Interface Fast Ethernet 0/0 shows only a DROther and a DR. You know
that there must always be a DR and a BDR for each multi-access segment.
Deductively, you can ascertain that RouterA must be the BDR for this segment.
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It is also important to recognize that this command displays OSPF neigh-
bors and not adjacencies. To learn adjacency formations, study the following
summarization:

= Point-to-point valid neighbors form adjacencies.

= NBMA neighbors require special configuration (e.g., point-to-point
subinterfaces) for adjacency formation.

= Broadcast multi-access neighbors require the election of a DR and a
BDR. All other routers form adjacencies with only the DR and BDR.

DR and BDR Election Procedure

Each OSPF interface (multi-access only) possesses a configurable Router Pri-
ority. The Cisco default is 1. If you don’t want a router interface to partici-
pate in the DR/BDR election, set the Priority to 0 using the ip ospf
priority command in Interface Configuration mode. Here is a sample (the
Priority field is bolded for ease of identification):

RouterA>show ip ospf interface
FastEthernet0/0 is up, line protocol 1is up
Internet Address 172.16.22.14/24, Area O

Process ID 100, Router ID 172.16.246.1, Network Type
& BROADCAST, Cost: 1

Transmit Delay is 1 sec, State BDR, Priority 1

Designated Router (ID) 172.16.247.1, Interface address
$,172.16.22.9

Backup Designated router (ID) 172.16.246.1, Interface
Laddress 172.16.22.14

Timer intervals configured, Hello 10, Dead 40, Wait 40,
G Retransmit 5

Hello due in 00:00:08
Neighbor Count 1is 2, Adjacent neighbor count is 2
Adjacent with neighbor 172.16.22.101

Adjacent with neighbor 172.16.247.1 (Designated
S Router)

Suppress hello for 0 neighbor(s)
Message digest authentication enabled
Youngest key id is 10
RouterA>
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This value is key when electing the DR and BDR. Let’s go through the
steps that occur when the DR and BDR are elected.

1. A list of eligible routers is created. The criteria for eligible routers are:
= Priority = 1.
= OSPF state of 2Way.

= DR or BDR IP address is the same as the participating interface’s
IP address.

2. Alist of all routers not claming to be the DR (the DR IP address is the
same as the participating interface’s IP address) is compiled from the
list of eligible routers.

3. The BDR is chosen from the list in Step 2 based on the following
criteria:

= The BDR IP address is the same as the participating interface’s IP
address.

= The router with the highest Router Priority becomes the BDR.

= If all Router Priorities are equal, the router with the highest
Router ID becomes the BDR.

or

= If none of the above criteria hold true, the router with the highest
Router Priority is chosen, and in case of a tie, the router with the
highest Router ID is chosen as BDR.

4. The DR is chosen from the remaining eligible routers based on the fol-
lowing criteria:

= The DR field is set with the router’s interface IP address.

= The router with the highest Router Priority is chosen DR. If all
Router Priorities are equal, the router with the highest Router ID
is chosen.

or

= If none of the remaining eligible routers claim to be the DR, the
BDR that was chosen in Step 3 becomes the DR. Step 3 would
then be repeated to choose another BDR.
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You should remember that the previous process occurs when multiple
routers become active at the same time on a segment. If a DR and BDR
already exist on the segment, any new interfaces accept the DR and BDR
regardless of their own Router ID or Router Priority.

To further the example, if initially there is only one OSPF router interface
active on the segment, it becomes the DR. The next router would become the
BDR. Subsequent routers would all accept the existing DR and BDR and
form adjacencies with them.

LSA Flooding

LSA flooding is the method by which OSPF shares routing information. Via
LSU packets, LSA information containing link-state data is shared with all
OSPF routers. The network topology is created from the LSA updates.
Flooding is used so that all OSPF routers have the topology map from which
SPF calculations may be made.

Efficient flooding is achieved through the use of a reserved multicast
address, 224.0.0.5 (AlISPFRouters). LSA updates (indicating that something
in the topology changed) are handled somewhat differently. The network
type determines the multicast address used for sending updates. Table 4.2
contains the multicast address associated with LSA flooding. Point-to-
multipoint networks use the adjacent router’s unicast IP address. Figure 4.3
depicts a simple update and flood scenario on a broadcast multi-access network.

TABLE 4.2 LSA Update Multicast Addresses

Network Type Multicast Address Description
Point-to-point 224.0.0.5 AlISPFRouters
Broadcast 224.0.0.6 AIIDR
Point-to-multipoint NA NA
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FIGURE 4.3 LSA updates and flooding
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1. Link s0/0 goes down.

2. RouterC sends LSU containing the LSA
for int s0/0 on multicast AlIDRouters
(224.0.0.6) to the DR and BDR.

3. RouterA floods the LSA to AlISPFRouters
(224.0.0.5) out all interfaces.

Once the LSA updates have been flooded throughout the network, each
recipient must acknowledge that the flooded update was received. It is also
important that the recipient validate the LSA update.

LSA Acknowledgement and Validation

Routers receiving LSA updates must acknowledge the receipt of the LSA, but
they can do it using two forms:

Explicit acknowledgement The recipient sends a Link State Acknowl-
edgement packet to the originating interface.

Implicit acknowledgement A duplicate of the flooded LSA is sent back
to the originator.
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Here is a packet decode of an Explicit acknowledgement:

IP Header - Internet Protocol Datagram

Version: 4

Header Length: 5

Precedence: 6

Type of Service: %000

Unused: %00

Total Length: 84

Identifier: 1285

Fragmentation Flags: %000

Fragment Offset: 0

Time To Live: 1
IP Type: 0x59 OSPF (Hex value for protocol
U number)

Header Checksum: 0x8dda

Source IP Address: 131.31.194.140

Dest. IP Address: 224.0.0.6

No Internet Datagram Options
OSPF - Open Shortest Path First Routing Protocol

Version: 2

Type: 5 Link State Acknowledgement
Packet Length: 64

Router IP Address: 142.42.193.1

Area ID: 1

Checksum: 0x6699

Authentication Type: 0 No Authentication

Authentication Data:
........ 00 00 00 00 00 00 00 00
Link State Advertisement Header

Age: 3600 seconds
Options: %00100010
No AS External Link State Advertisements
Type: 3 Summary Link (IP Network)
ID: 0x90fb6400
Advertising Router: 153.53.193.1
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Sequence Number: 2147483708
Checksum: 0x3946
Link State Length: 28

Link State Advertisement Header
Age: 3600 seconds
Options: %00100010

No AS External Link State Advertisements

Type: 3 Summary Link (IP Network)
ID: 0x90fb6400
Advertising Router: 131.31.193.1
Sequence Number: 2147483650
Checksum: 0x25c0
Link State Length: 28

Frame Check Sequence: 0x00000000

You can tell that this is a Link State Acknowledgement packet based on
the OSPF header information. You will see that it is a type 5 OSPF packet,
or a Link State Acknowledgement packet.

There are two methods by which an implicit acknowledgement may be made:

Direct method The acknowledgement, either explicit or implicit, is sent
immediately. The following criteria must be met before the Direct method
is used:

= A duplicate flooded LSA is received.
= LSA age equals MaxAge (one hour).

Delayed method The recipient waits to send the LSA acknowledgement
with other LSA acknowledgements that need to be sent.

Validation occurs through the use of the sequencing, checksum, and aging
data contained in the LSA update packet. This information is used to make
sure that the router possesses the most recent copy of the link-state database.

SPF Tree Calculation

S/oortest Path First (SPF) trees are paths through the network to any
given destination. A separate path exists for each known destination. There
are two destination types recognized by OSPF: network and router. Router
destinations are specifically for area border routers (ABRs) and autonomous
system boundary routers (ASBRs).
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Once all of the OSPF routers have synchronized link-state databases, each
router is responsible for calculating the SPF tree for each known destination.
This calculation is done using the Dijkstra algorithm. In order to do calcu-
lations, metrics for each link are required.

OSPF Metrics

oPe

ITE

OSPF uses a metric referred to as cost. A cost is associated with every out-
going interface along an SPF tree. The cost of the entire path is the sum of
costs of the outgoing interfaces along the path. Since cost is an arbitrary
value as defined in RFC 2338, Cisco had to implement its own method of
calculating the cost for each OSPF-enabled interface. Cisco uses a simple
equation of 108 /bandwidth. The bandwidth is the configured bandwidth
for the interface.

This value may be overridden by using the ip ospf cost command. The
cost is manipulated by changing the value to a number within the range of
1t065,535. Since the cost is assigned to each link, the value must be changed
on each interface.

Cisco bases link cost on bandwidth. Other vendors may use other metrics to
calculate the link’s cost. When connecting links between routers from differ-
ent vendors, you may have to adjust the cost to match the other router. Both
routers must assign the same cost to the link for OSPF to work.

NBMA Overview

Non-broadcast multi-access networks (e.g., Frame Relay and ATM)
present a special challenge for OSPF. As you know, multi-access networks
use an election process to select a DR and a BDR to represent all OSPF rout-
ers on the network. This election process requires the participation of all
routers on the multi-access network. However, Hello packets are used to
facilitate the communication for the election process. This works fine on
broadcast multi-access because the connected devices on the network can
hear the AlISPFRouters multicast address for the subnet.
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When you move to a non-broadcast form of multi-access network, you
lose the assurance that all connected devices are receiving the Hello packets
and are participating in the DR/BDR election.

Because of the difficulty in running OPSF on NBMA networks, it is
important to know which configuration, or environment, will be the most
effective solution. The following section, “NBMA Environments,” discusses
some possible solutions for implementing OSPF over NBMA networks.

NBMA Environments

Earlier, we mentioned that there are three types of networks: broad-
cast multi-access, non-broadcast multi-access, and point-to-point. Although
NBMA requires somewhat more configuration to make OSPF operational, it
also gives you the option of deciding how you want it to behave.

With extended configurations on NBMA interfaces, an administrator can
cause OSPF to behave as if it were running on one of the following four net-
work types:

= Broadcast
= Non-broadcast
= Point-to-point

= Point-to-multipoint

Broadcast

In order to achieve a broadcast implementation of OSPF on an NBMA net-
work, a full mesh must exist among the routers. Figure 4.4 depicts what the
NBMA network would have to look like. You can see that each router has
a permanent virtual circuit (PVC) configured with all of the other routers.
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FIGURE 4.4 NBMA broadcast implementation
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This configuration guarantees that all routers have connectivity and that
all will be able to participate in the DR/BDR election process. Once the DR
and BDR have been chosen, the meshed networks act as a broadcast net-
work. All LSA updates are sent to the DR and BDR, and the DR floods the
updates out every interface.

One of the major weaknesses with this configuration is that if one of the
PVCs fails (especially if it is a PVC between a DROther and the DR), then
communication is also halted between the two adjacent peers.

Non-broadcast

This environment requires that all OSPF neighbors be manually config-
ured. This is the default setting for the router. By manually configuring each
neighbor, OSPF knows exactly which neighbors need to participate and
which neighbor is identified as the DR. Also, communication between neigh-
bors is done via unicast instead of multicast. This configuration also requires
a full mesh and has the same weakness as the broadcast environment.

Point-to-Point

This environment uses subinterfaces on the physical interface to create point-
to-point connections with other OSPF neighbors. No DR or BDR is elected
since the link is treated as a point-to-point circuit. This allows for faster
convergence.
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A full mesh is not required when implementing this environment. PVCs
on the subinterface may fail, but there is still OSPF connectivity to other
PVCs on the same physical interface.

The drawback of this environment is inefficient flooding. Because of mul-
tiple PVCs per interface and depending on the mesh of the PVCs, one LSA
update can be flooded multiple times.

Point-to-Multipoint

This environment is very similar to the point-to-point environment. No DR
or BDR is chosen. All PVCs are treated as point-to-point links. The only dif-
ference is that all the PVCs go back to a single router. Figure 4.5 depicts the
difference between a true point-to-point environment and a point-to-
multipoint deployment.

FIGURE 4.5 Point-to-point vs. point-to-multipoint
NBMA (point-to-point) NBMA (point-to-multipoint)
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Configuring OSPF

Configuring OSPF is a simple task. There are many options that are
allowed within OSPF, such as statically configuring neighbors, creating a vir-
tual link between an area that is not physically connected to Area 0, neigh-
bor/adjacency encryption, and many more. The following sections describe
how to configure OSPF in different environments.
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Enabling OSPF is common for all implementations of OSPF; the differ-
ence comes when you configure parameters to make OSPF behave in the
desired fashion. We’ll cover parameters for NBMA as well.

The basic elements of OSPF configuration are:

= Enabling OSPF

= Configuring OSPF for different network types
= Configuring the OSPF area

* Route summarization

= Route redistribution (covered in detail in Chapter 10, “Route
Optimization”)

= Interface parameters

We will start with basic configuration of OSPF, then introduce commands
relating to NBMA, as well as the methods and commands used to verify
proper configuration and operation of OSPF.

Discovering the Network with OSPF

The moment OSPF is enabled on a router and networks are added to the
OSPF process, the router will try to discover the OSPF neighbors on the con-
nected links. Here is a sample of what OSPF events transpire when the inter-
face is added to an OSPF process:

RouterA(config-router)#network 172.16.10.5 0.0.0.0 area 0
RouterA(config-router)#
OSPF: Interface Serial0 going Up
OSPF: Tried to build Router LSA within MinLSInterval
OSPF: Tried to build Router LSA within MinLSInterval”Z
RouterA#
OSPF: rcv. v:2 t:1 1:44 rid:172.16.20.1

2id:0.0.0.0 chk:3B91 aut:0 auk: from SerialO
OSPF: rcv. v:2 t:2 1:32 rid:172.16.20.1

2i1d:0.0.0.0 chk:2ECF aut:0 auk: from Serial0

OSPF: Rcv DBD from 172.16.20.1 on Serial0 seq Ox71A opt
%L0x2 flag 0x7 len 32 state INIT

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Configuring OSPF 133

OSPF: 2 Way Communication to 172.16.20.1 on Serial0O, state
& 2WAY

OSPF: Send DBD to 172.16.20.1 on Serial0O seq Ox2E opt Ox2
% flag 0x7 len 32

OSPF: First DBD and we are not SLAVE
OSPF: rcv. v:2 t:2 1:52 rid:172.16.20.1
aid:0.0.0.0 chk:A641 aut:0 auk: from SerialO

OSPF: Rcv DBD from 172.16.20.1 on Serial0 seq Ox2E opt Ox2
L flag 0x2 len 52 state EXSTART

OSPF: NBR Negotiation Done. We are the MASTER

OSPF: Send DBD to 172.16.20.1 on SerialO seq Ox2F opt 0x2
& flag 0x3 Ten 52

OSPF: Database request to 172.16.20.1

OSPF: sent LS REQ packet to 172.16.10.6, length 12

OSPF: rcv. v:2 t:2 1:32 rid:172.16.20.1
aid:0.0.0.0 chk:35C1 aut:0 auk: from Serial0

OSPF: rcv. v:2 t:3 1:36 rid:172.16.20.1
aid:0.0.0.0 chk:5A1 aut:0 auk: from Serial0

OSPF: Rcv DBD from 172.16.20.1 on Serial0 seq Ox2F opt 0x2
L flag 0x0 Ten 32 state EXCHANGE

OSPF: Send DBD to 172.16.20.1 on Serial0O seq 0x30 opt Ox2
% flag Ox1 len 32

OSPF: rcv. v:2 t:4 1:64 rid:172.16.20.1
2id:0.0.0.0 chk:F4EA aut:0 auk: from SerialO

OSPF: rcv. v:2 t:2 1:32 rid:172.16.20.1
ai1d:0.0.0.0 chk:35C0 aut:0 auk: from SerialO

OSPF: Rcv DBD from 172.16.20.1 on SerialO seq 0x30 opt O0x2
L flag 0x0 len 32 state EXCHANGE

OSPF: Exchange Done with 172.16.20.1 on Serial0
OSPF: Synchronized with 172.16.20.1 on SerialO, state FULL

This simple debug output describes exactly what we talked about earlier
in this chapter regarding LSA exchanges and the state of adjacent OSPF
neighbors. We bolded the state information for your convenience.
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We used the OSPF debugging commands to produce this output. The con-
figuration commands consisted of two simple OSPF commands:

router ospf 1 This command starts the OSPF process on RouterA.
The number 1 indicates the OSPF process ID.

network 172.16.10.5 0.0.0.0 area 0 Thiscommand adds the net-
work (link) 172.16.10.5. The wildcard mask indicates that only this single IP
address is going to be part of the link. Area 0 indicates that the interface
with the address 172.16.10.5 is assigned to Area 0.

The generic I0S syntax for the commands is router ospf process-id
and network ip-address wildcard-mask area area-id, respectively.

Point-to-Point

Since the link described by the previous output is point-to-point, no DR/
BDR election occurred; instead, each router decided which would be the
Master and which would be the Slave. Once the Master/Slave roles had been
established, DBD packets containing LSA information for each router were
exchanged.

LSA exchanges continue until the link-state databases for each router are
identical (synchronized). Once that happens, the OSPF state changes to Full.

Broadcast

Discovering the neighbors on a broadcast network is done somewhat differ-
ently. Here you will see what happens on a broadcast multi-access network:

RouterA(config-if)#router ospf 1

RouterA(config-router)#network 172.16.230.0 0.0.0.255
Larea 0

OSPF: Interface EthernetO going Up

OSPF: Tried to build Router LSA within MinLSInterval
OSPF: Tried to build Router LSA within MinLSInterval
RouterA(config-router)#

OSPF: end of Wait on interface Ethernet0

OSPF: DR/BDR election on Ethernet0

OSPF: Elect BDR 172.16.240.1

OSPF: Elect DR 172.16.240.1

OSPF: Elect BDR 0.0.0.0
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OSPF: Elect DR 172.16.240.1
DR: 172.16.240.1 (Id) BDR: none
OSPF: Build router LSA for area 0, router ID 172.16.240.1

We end the output here, because we know that once adjacencies have
been established, the link-state databases must synchronize during the
Exchange state and the transfer of DBD packets containing LSA updates.

Of interest in this output is the election of the DR and BDR. Initially, the
value for the BDR was 0.0.0.0. This was the first router on the network to
become active. Therefore, the first election to take place is that of BDR,
because Ethernet 0 is the only active OSPF interface at the moment, and the
Router ID of 172.16.240.1 (the loopback 0 IP address) is chosen to be the BDR.

When the process goes on to elect the DR, the only router capable is itself.
The role of DR is taken by 172.16.240.1, and the BDR is reset to 0.0.0.0
because there are no other routers active on this multi-access network.

No new commands were used to create this output. The only difference
was that the network 172.16.230.0 was configured on a broadcast multi-
access network.

Configuring OSPF—Single Area

The easiest (and least scalable) way to configure OSPF is to simply use Area 0.
If all you want to configure is one area, it must be Area 0. Creating a single
backbone area makes it easy to understand what OSPF is doing, but once
you get a number of routers in the area with all the interfaces assigned to
Area 0, processing time is going to be much greater and convergence slower.
To start learning, however, a single area is the perfect place to start. You
have already seen the command that is used for assigning an interface to an
area. Let’s look at the configuration of a few routers to get a good feeling for
how it is done. Figure 4.6 depicts the physical layout of a test network.
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FIGURE 4.6 OSPF areatopology
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Only two of the five configurations are shown—otherwise you would just
see a lot of redundant information. Notice the very specific wildcard masks
in the network statements. These facilitate the removal or addition of spe-
cific links when troubleshooting. If you have a link that is flapping, you can
easily remove it so that it does not cause LSA flooding within the area. After
the link has stabilized, it will be very easy to add the interface back in.

For example, if all of the router’s interfaces could be summarized by a net-
work statement of 172.16.0.0 0.0.255.255, then you would need only one
network statement to add all interfaces to the OSPF process. However, if one
out of the many interfaces was flapping, you could not easily isolate that
interface so that it would not cause unnecessary LSA flooding. Let’s examine
the 10S configuration for this topology:

RouterA#show running-config
Building configuration...

Current configuration:

!

version 11.2

no service password-encryption
no service udp-small-servers
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no service tcp-small-servers
!
hostname RouterA
!
enable password cisco
!
!
interface Loopback0
ip address 172.16.240.1 255.255.255.0
!
interface Ethernet0
ip address 172.16.230.20 255.255.255.0
!
interface Serial0
ip address 172.16.10.5 255.255.255.252
clockrate 2000000
dce-terminal-timing-enable
!
interface Seriall
ip address 172.16.10.9 255.255.255.252
clockrate 2000000
dce-terminal-timing-enable
!
interface Serial2
no ip address
shutdown
!
interface Serial3
no ip address
shutdown
!
interface BRIO
no ip address
shutdown
!

router ospf 1

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

138 Chapter 4 - OSPF Areas

network 172.16.230.0 0.0.0.255 area 0
network 172.16.10.5 0.0.0.0 area 0

network 172.16.10.9 0.0.0.0 area 0
!

RouterB#wr t
Building configuration...

Current configuration:
|
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname RouterB
!
enable password cisco
|
ip subnet-zero
!
|
!
interface Loopback0
ip address 172.16.241.1 255.255.255.0
no ip directed-broadcast
|
interface Ethernet0
no ip address
no ip directed-broadcast
shutdown
!
interface Serial0
ip address 172.16.10.6 255.255.255.252
no ip directed-broadcast
no ip mroute-cache
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no fair-queue
|
interface Seriall
ip address 172.16.20.1 255.255.255.0
no ip directed-broadcast
clockrate 2000000
dce-terminal-timing-enable
|
interface Serial2
no ip address
no ip directed-broadcast
shutdown
!
interface Serial3
no ip address
no ip directed-broadcast
shutdown
!
interface BRIO
no ip address
no ip directed-broadcast
shutdown
!
router ospf 1
network 172.16.10.6 0.0.0.0 area O

network 172.16.20.0 0.0.0.255 area O
|

As you can see, these are very simple, straightforward configurations. All
interfaces are assigned to Area 0. Another interesting fact about creating a
single area is that there are no ABRs or ASBRs. It is possible to have an ASBR
without having an ABR. If external routes are injected into the area, the
router injecting them will be considered an ASBR. In order to activate an
ABR, any interface on the router must be assigned to a different area.

It is also important to recognize that the neighbor discovery was auto-
matic in this single-area configuration. Now let’s move on to an environment
where sometimes neighbors must be configured manually.
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Configuring OSPF—Single Area (NBMA Environment)

Previously, we mentioned three different possible ways to configure NBMA
network interfaces. They are:

= Broadcast
= Non-broadcast
= Point-to-multipoint (a version of point-to-point)

We’ll outline all three methods in this section. The key configuration
statement that is common to all configuration methods is the ip ospf
network command.

The command has the options of specifying broadcast, non-broadcast,
and point-to-multipoint network types. The IOS senses the media type for all
interfaces and assigns the default network type accordingly. If you wish to
change that assignment, you would do so via the ip ospf network
command.

Broadcast Configuration

A full mesh among all OSPF routers is required for this environment to be
configured and work properly. A full explanation of the PVC configuration
is beyond the scope of this chapter, but here is a sample configuration:

RouterA#conf t

Enter configuration commands, one per line. End with
GCONTL/Z.

RouterA(config)#int serial 1
RouterA(config-if)#ip ospf network broadcast
RouterA(config-if)#encapsulation frame-relay

RouterA(config-if)#frame-relay map ip 172.16.11.2 102
Lbroadcast

RouterA(config-if)#frame-relay map ip 172.16.11.3 103
L broadcast

RouterA(config-if)#frame-relay map ip 172.16.11.4 104
L broadcast

RouterA(config-if)#router ospf 1

RouterA(config-router)#network 172.16.11.0 0.0.0.255
Larea 0

RouterA(config-router)#"Z
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RouterA#show running-config
Building configuration...

Current configuration:
|
version 11.2
no service password-encryption
no service udp-small-servers
no service tcp-small-servers
!
hostname RouterA
!
enable password cisco
!
!
interface Loopback0
ip address 172.16.240.1 255.255.255.0
|
interface Ethernet0
ip address 172.16.230.20 255.255.255.0
!
interface Serial0
ip address 172.16.10.5 255.255.255.252
clockrate 2000000
dce-terminal-timing-enable
|
interface Seriall
no ip address
encapsulation frame-relay
ip ospf network broadcast
frame-relay map ip 172.16.11.2 102 broadcast
frame-relay map ip 172.16.11.3 103 broadcast
frame-relay map ip 172.16.11.4 104 broadcast
!
interface Serial2
no ip address
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shutdown

!

interface Serial3
no ip address
shutdown

!

interface BRIO

no ip address
shutdown

!

router ospf 1
network 172.16.10.5 0.0.0.0 area 0

network 172.16.11.0 0.0.0.255 area 0
|

Connected routers would have similar configurations. The key to this
configuration is to override the default network type by using the ip ospf
network broadcast command.

Non-broadcast Configuration

This environment requires all neighbors to be statically configured so that a
DR may be chosen from the attached routers on the network segment. We
use the same commands as for the configuration of a broadcast network,
with the exception of the neighbor statements used under the OSPF routing
process. Here is a sample configuration:

RouterB#conf t

Enter configuration commands, one per Tine. End with
WCNTL/Z.

RouterB(config)#interface seriall
RouterB(config-if)#ip ospf network non-broadcast
RouterB(config-if)#encapsulation frame-relay ietf

RouterB(config-if)#frame-relay map ip 172.16.25.10 210
Lbroadcast

RouterB(config-if)#frame-relay map ip 172.16.25.11 211
Lbroadcast

RouterB(config-if)#frame-relay map ip 172.16.25.12 212
L broadcast
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RouterB(config-if)#router ospf 1

RouterB(config-router)#neighbor 172.16.25.10 priority 1
RouterB(config-router)#neighbor 172.16.25.11 priority 1
RouterB(config-router)#neighbor 172.16.25.12 priority 1

RouterB(config-router)#network 172.16.25.0 0.0.0.255 area
%0

RouterB(config-router)#"Z
RouterB#

Point-to-Multipoint
This configuration does away with the assumption that there are PVCs con-
figured for all routers creating a full mesh. The same ip ospf network
broadcast command is used to specify that the network type is point-to-
multipoint non-broadcast. This tells the router that no DR/BDR needs to be
elected and that the interfaces are treated as individual point-to-point links.
Here is a sample configuration:

RouterC#conf t

Enter configuration commands, one per Tine. End with
WCONTL/Z.

RouterC(config)#interface serial2

RouterC(config-if)#ip ospf network point-to-multipoint
Y non-broadcast

RouterC(config-if)#encapsulation frame-relay ietf
RouterC(config-if)#frame-relay local dlci 300

RouterC(config-if)#frame-relay map ip 172.16.26.12 312
Lbroadcast

RouterC(config-if)#frame-relay map ip 172.16.26.13 313
Lbroadcast

RouterC(config-if)#router ospf 1
RouterC(config-router)#neighbor 172.16.26.12 priority 1
RouterC(config-router)#neighbor 172.16.26.13 priority 1

RouterC(config-router)#network 172.16.25.0 0.0.0.255
Larea 0

RouterC(config-router)#"Z
RouterC#
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Once the configuration has been created, it is time to test it and make sure
it works. There are several show commands that facilitate this task, and we
discuss them in the following section.

Verifying OSPF Configuration

This section describes several ways in which to verify proper OSPF configu-
ration and operation. Table 4.5 contains a list of OSPF show commands.

TABLE 4.3 OSPF Show Commands

Command

Description

show 1ip ospf

show ip ospf
process-id

show ip ospf
border-routers

show ip ospf
database

show ip ospf
interface

show 1ip ospf
neighbor

Summarizes all relative OSPF information, such
as OSPF processes, Router ID, area assignments,
authentication, and SPF statistics.

Shows the same information as the show ip ospf
command, but only for the specified process.

Displays the Router IDs of all ABRs and ASBRs
within the autonomous system.

Displays the link-state database.
Displays interface OSPF parameters and other
OSPF information specific to the interface.

Displays each OSPF neighbor and adjacency
status.

show ip ospf

This command is used to display OSPF information for one or all OSPF pro-
cesses running on the router. Information contained therein includes the
Router ID, area information, SPF statistics, and LSA timer information.
Here is a sample output:

RouterA#sho ip ospf
Routing Process "ospf 1" with ID 172.16.240.1
Supports only single TOS(TOSO) routes
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SPF schedule delay 5 secs, Hold time between two SPFs 10
Lsecs

Number of DCbitless external LSA 0
Number of DoNotAge external LSA 0

Number of areas in this router is 1. 1 normal 0 stub O
Lnssa

Area BACKBONE(O0)
Number of interfaces in this area is 3
Area has no authentication
SPF algorithm executed 17 times
Area ranges are

Link State Update Interval is 00:30:00 and due in
%00:17:52

Link State Age Interval is 00:20:00 and due 1in
%00:07:52

Number of DCbitless LSA 0
Number of indication LSA 0
Number of DoNotAge LSA 0

RouterA#

show ip ospf border-routers

This command displays the process ID on the router, the route to the ABR
or ASBR, and the SPF information. Here is a sample output:

RouterCi#show ip ospf border-routers
OSPF Process 1 internal Routing Table
Codes: i - Intra-area route, I - Inter-area route

i 172.16.240.1 [65] via 172.16.1.106, Seriall, ABR,
L Area 0, SPF 582

i 172.16.241.1 [65] via 172.16.1.94, Serialll, ASBR,
Y Area 0, SPF 582

RouterC#
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This is a simple output that shows only one ABR and one ASBR. In order
to have an ABR, you must have multiple areas configured. In order to have
an ASBR, external routes on an external autonomous system must be con-
nected to the router.

show ip ospf database

The information displayed by this command indicates the number of links
and the neighboring Router ID. The output is broken down by area. Here is
a sample output:

RouterA#show ip ospf database

OSPF Router with ID (172.16.240.1) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seq# Checksum  Link count
172.16.240.1 172.16.240.1 1530 0x80000016  0x9C7C 4
172.16.241.1 172.16.241.1 667 0x80000008  Ox3AFF 3

RouterA#

show ip ospf interface
This command displays all interface-related OSPF information. Data is dis-
played about OSPF information for all interfaces or for specified interfaces.
Information includes the interface IP address, area assignment, Process 1D,
Router ID, network type, cost, priority, DR/BDR (if applicable), timer inter-
vals, and adjacent neighbor information. Here is a sample output:

RouterA#show ip ospf interface

BRIO 1is administratively down, line protocol 1is down
OSPF not enabled on this interface

BRIO:1 1is administratively down, 1line protocol is down
OSPF not enabled on this interface

BRIO:2 1is administratively down, Tine protocol 1is down
OSPF not enabled on this interface

EthernetO is up, line protocol 1is up
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Internet Address 10.11.230.20/24, Area O

Process ID 1, Router ID 172.16.240.1, Network Type
& BROADCAST, Cost: 10

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 172.16.240.1, Interface address
%10.11.230.20

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
L Retransmit 5

Hello due in 00:00:08
Neighbor Count 1is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
LoopbackO is up, 1line protocol 1is up
Internet Address 172.16.240.1/24, Area O

Process ID 1, Router ID 172.16.240.1, Network Type
%LOOPBACK, Cost: 1

Loopback interface is treated as a stub Host
Serial0 1is up, Tline protocol is up
Internet Address 172.16.10.5/30, Area O

Process ID 1, Router ID 172.16.240.1, Network Type
& POINT_TO_POINT, Cost: 64

Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40,
LRetransmit 5

Hello due in 00:00:02
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 172.16.241.1
Suppress hello for 0 neighbor(s)
Seriall is administratively down, Tine protocol is down
OSPF not enabled on this interface

show ip ospf neighbor

This is a very useful command. It summarizes the pertinent OSPF informa-
tion regarding neighbors and the adjacency state. If a DR or BDR exists, that
information is also displayed. Here is a sample:

RouterA#show ip ospf neighbor
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Neighbor ID Pri State Dead Time Address Interface
172.16.241.1 1 FULL/ - 00:00:39 172.16.10.6 Serial0
RouterA#

Summary

This chapter contains a great deal of information about OSPF. It is dif-
ficult to include everything about OSPF because so much of it falls outside
the scope of this chapter and book.

We have discussed the following topics:

= OSPF terminology
= OSPF operation
= OSPF configuration

Of course, each of the preceding bullet points encompasses quite a bit of
information. We also explained all of the important and pertinent terms
required to fully understand OSPF’s operation. Several processes fall under
OSPF operation, such as DR/BDR election, adjacency formation, etc. OSPF
configuration is actually very simple. Once you understand how OSPF
works, it is easy to configure it.

Key Terms
Before taking the exam, make sure you are familiar with the following terms:
area border router (ABR)
autonomous system boundary router (ASBR)
backup designated router (BDR)
designated router (DR)
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Link State Advertisement (LSA)

LSA acknowledgement

LSA flooding

non-broadcast multi-access (NMBA)
Open Shortest Path First (OSPF)
OSPF areas

Shortest Path First (SPF) trees
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Written Lab

. Write the command that will enable OSPF process 101 on a router.

Write the command that will display details of all OSPF routing pro-
cesses enabled on a router.

Write the command that enables OSPF on an NBMA network for a
non-broadcast configuration.

Write the command that enables OSPF on an NBMA network for a
broadcast configuration.

Werite the command that will display interface-specific OSPF
information.

Write the command that will display all OSPF neighbors.

Write the command that will display the SPF information to the ABR
and ASBR.

Write the command that will display all different OSPF route types
that are currently known by the router.
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Hands-on Lab

Due to the content of this chapter, you will only be asked to enable OSPF
routing on three routers. The following graphic depicts the physical layout of
the network. It also includes IP assignments and hostnames.
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This section includes the following lab exercises:
= Lab 4.1: Enabling the OSPF Process
= Lab 4.2: Configuring OSPF Neighbors
= Lab 4.3: Verifying OSPF Operation

LAB 4.1

Enabling the OSPF Process
1. Enable OSPF process 100 on RouterA.

2. Enable OSPF process 101 on RouterB.

3. Enable OSPF process 102 on RouterC.

LAB 4.2

Configuring OSPF Neighbors

1. Configure the network between RouterA and RouterB. Assign it to
Area 0.

2. Configure the network between RouterA and RouterC. Assign it to
Area 0.

3. Configure the network between RouterB and RouterC. Assign it to
Area 0.
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LAB 4.3

Verifying OSPF Operation

1. Execute a show ip ospf neighbors command from each router.
What are the results?

2. Execute a show ip route command to verify that all other routers
are learning all routes.

Answer to Lab 4.1

RouterA#conf t

Enter configuration commands, one per Tine. End with
GCONTL/Z.

RouterA(config)#router ospf 100
RouterA(config-router)#"Z

RouterB#conf t

Enter configuration commands, one per Tine. End with
WCONTL/Z.

RouterB(config)#router ospf 101
RouterB(config-router)#"Z
RouterB#

RouterC#conf t

Enter configuration commands, one per line. End with
G CNTL/Z.

Router(config)#router ospf 102
RouterC(config-router)#"Z
RouterC#

Answer to Lab 4.2

RouterA#conf t

Enter configuration commands, one per line. End with
G CNTL/Z.

RouterA(config)#router ospf 100
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RouterA(config-router)#network 172.16.10.5 0.0.0.0 area 0
RouterA(config-router)#network 172.16.20.5 0.0.0.0 area 0
RouterA(config-router)#"Z

RouterA#

RouterB#conf t

Enter configuration commands, one per Tine. End with
WCNTL/Z.

RouterB(config)#router ospf 101
RouterB(config-router)#network 172.16.10.6 0.0.0.0 area 0

RouterB(config-router)#network 10.11.230.0 0.0.0.255
GLarea 1

RouterB(config-router)#"Z
RouterB#exit

RouterC#conf t

Enter configuration commands, one per Tine. End with
OONTL/Z.

RouterC(config)#router ospf 102
RouterC(config-router)#network 172.16.20.6 0.0.0.0 area O

RouterC(config-router)#network 10.11.230.0 0.0.0.255
GLarea 1

RouterC(config-router)#"Z
RouterC#

Answer to Lab 4.3

RouterA#sho 1ip ospf neig

Neighbor ID Pri State Dead Time  Address Interface
172.16.241.1 1 FULL/ - 00:00:31 172.16.10.6  Serial0
172.16.20.6 1 FULL/ - 00:00:38 172.16.20.6  Seriall

RouterA#sho 1ip route

Codes: C - connected, S - static, I - IGRP, R - RIP,
“M - mobile, B - BGP
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Neighbor ID
172.16.20.6
172.16.240.1

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF
Ginter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA
Lexternal type 2

E1l - OSPF external type 1, E2 - OSPF external
Ltype 2, E - EGP

i - IS-IS, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2,
L* — candidate default

U - per-user static route, o - ODR
Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

0 IA 10.11.230.0 [110/74] via 172.16.20.6, 00:00:24,
LSeriall

172.16.0.0/16 is variably subnetted, 4 subnets, 3
Lmasks

0 172.16.241.1/32 [110/65] via 172.16.10.6,
%00:01:28, Serial0

C 172.16.240.0/24 is directly connected, LoopbackO
C 172.16.20.4/30 is directly connected, Seriall

C 172.16.10.4/30 is directly connected, Serial0
RouterA#

RouterB#sho 1ip ospf neig

Pri State Dead Time Address Interface
1 FULL/DR 00:00:33 10.11.230.21 EthernetO
1 FULL/ - 00:00:32 172.16.10.5 Serial0

RouterB#sho 1ip route
Codes: C - connected, S - static, I - IGRP, R - RIP,
WM - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF
Linter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA
Lexternal type 2

E1l - OSPF external type 1, E2 - OSPF external
Ltype 2, E - EGP
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i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2,
L% - candidate default

U - per-user static route, o - ODR
Gateway of Tast resort is not set

172.16.0.0/16 is variably subnetted, 3 subnets, 2
Lmasks

C 172.16.241.0/24 is directly connected, LoopbackO

0 IA 172.16.20.4/30 [110/74] via 10.11.230.21,
%00:00:48, Ethernet0

C 172.16.10.4/30 is directly connected, Serial0
10.0.0.0/24 1is subnetted, 1 subnets

C 10.11.230.0 is directly connected, Ethernet0

RouterB#

RouterC#sho ip ospf neigh

Pri State Dead Time  Address Interface
1  FULL/BDR 00:00:34 10.11.230.20 EthernetO
1 FULL/ - 00:00:36 172.16.20.5 Serial0

RouterCi#sho 1ip route
Codes: C - connected, S - static, I - IGRP, R - RIP,
WM - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF
Ginter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA
Lexternal type 2

E1l - OSPF external type 1, E2 - OSPF external
Ltype 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2,
L* - candidate default

U - per-user static route, o - ODR

Gateway of Tast resort is not set

172.16.0.0/16 1is variably subnetted, 3 subnets, 2
Lmasks
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0 172.16.241.1/32 [110/129] via 172.16.20.5,
%00:03:04, Serial0

C 172.16.20.4/30 is directly connected, Serial0
0 172.16.10.4/30 [110/128] via 172.16.20.5,

%,00:03:04, Serial0

10.0.0.0/24 is subnetted, 1 subnets
C 10.11.230.0 is directly connected, Ethernet0
RouterC#
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Review Questions

1. A router chooses the Router ID based on which of the following?
A. Lowest IP address from any interface
B. Highest IP address from any interface
C. Lowest IP address from any loopback interface
D.

Highest IP Address from any loopback interface

2. What are the three areas of OSPF operation? (Choose three.)
A. Link-state routing
B. SPF calculation
C. LSA flooding
D. Neighbor discover and adjacency formation
3. Which of the following is the IOS command to set the cost on an OSPF
interface?
A. ip ospf no-default cost
B. ip ospf no-summary cost
C. ip ospf cost cost
D. ip ospf-cost cost
4. In what type of topology do all routers have a virtual connection to all
other routers?
A. Full-mesh
B. Star
C. Hub-and-spoke
D. Bus
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5. What does an OSPF neighbor status of down mean?

A

o ®

D

il

. The connected interfaces are in a “line down, line protocol down’
state.

No Hello packets have been transmitted from the interface.
. The interface is administratively shut down.

. No Hello packets have been received on the interface.

6. What does the OSPF neighbor status init mean?

A
B
Cc
D

. Hello packets have been received from the OSPF neighbor.
. The router is going to exchange LSA information.
. The interface has been assigned to an area.

. Adjacency information has been exchanged between neighbors.

7. What does the OSPF neighbor status 2Way mean?

A.

That a router has received a Hello packet with its own Router ID
listed as a neighbor.

B. That a router has received a Hello packet from the DR.

C. That a router is exchanging LSU packets.

D. That a router is waiting for the LSU from the DR.

8. What does the OSPF neighbor status ExStart mean?

A.
B.

The OSPF process is starting on the interface.

The router is establishing the Master/Slave roles for Database
Description packet exchange.

. All routing information is beginning to be exchanged between
routers.

An LSA flood is about to start.
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9. What does the OSPF neighbor status Loading mean?

A.

B
C.
D

Routers are loading (exchanging) full DD and LSR packets.
. Routers are loading the topology database.
Routers are loading the link-state database.

. Routers are sending LSR packets to request new LSA information.

10. What does the OSPF neighbor status Exchange mean?

A.
B.
C.

D.

Exchange of Hello packets
Exchange of routing updates

Exchange of full route information via LSR and Database Descrip-
tion packets

Exchange of ABR and ASBR information

11. What does the OSPF neighbor status Full indicate?

A
B
Cc
D

. The OSPF topology database has been filled.
. The OSPF topology databases are synchronized.
. The neighbor database is synchronized.

. The OSPF link-state table is full.

12. Which of the following network types have a DR and a BDR assigned?
(Choose all that apply.)

A.

moow

Copyright ©2001

Broadcast

Point-to-point

NBMA broadcast

NBMA point-to-point
NBMA point-to-multipoint
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13. Which routers form adjacencies with routers designated as DROther
on a broadcast multi-access network? (Choose all that apply.)

A. DROther
B. BDR
C. DR
D. RP
14. Which IP multicast address corresponds with AlISPFRouters?
A. 224.0.0.4
B. 224.0.0.5
C. 224.0.0.6
D. 224.0.0.7
15. Which of the following OSPF terms refers to a connected (or adjacent)

router that is running an OSPF process, with the adjacent interface
assigned to the same area?

A. Link
B. Neighbor
C. LSA
D. STP

16. What is the valid range for the cost metric for OSPF interfaces?
A. 1-255
B. 1-2046
C. 1-63,535
D. 1-65,535
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17. Which method does Cisco use to calculate the cost of a link?
A. 1 x 108 / bandwidth
B. bandwidth / 1 x 108
C. Dijkstra’s Algorithm
D. 1 / bandwidth

18. What OSPF term refers to a network or router interface assigned to
any given interface?

A. Link
B. Area
C. LSA
D. STP
19. All OSPF networks must contain which of the following?
A. Route redistribution configuration
B. Area 0
C. A designated controller
D. A manually defined interface cost
20. Which of the following are advantages of OSPF over RIP? (Choose all
that apply.)
A. Speed of convergence
B. Simplicity to configure
C. Support for VLSMs
D. Scalability
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Answers to Written Lab

1. Write the command that will enable OSPF process 101 on a router.

2. Write the command that will display details of all OSPF routing pro-
cesses enabled on a router.

3. Write the command that enables OSPF on an NBMA network for a
non-broadcast configuration.

4. Write the command that enables OSPF on an NBMA network for a
broadcast configuration.

5. Write the command that will display interface-specific OSPF
information.

6. Write the command that will display all OSPF neighbors.

7. Write the command that will display the SPF information to the ABR
and ASBR.

8. Write the command that will display all different OSPF route types
that are currently known by the router.
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Answers to Review Questions

1. D. The Router ID is determined by the highest IP address configured
on a loopback interface. If a router does not have a loopback interface,
then the Router ID is determined by the highest IP address configured
on the router.

2. B, C, D. Link-state routing is the type of routing performed by OSPF;
however, it is not an area of operation.

3. C. The IOS command to set the cost of an OSPF interface is ip ospf
cost cost, where cost is a number from 1 to 65,535.

4. A.1Ina full-mesh topology, all routers have a virtual connection to all
other routers. The configuration of a fully meshed network can
quickly become administratively prohibitive, because as the number
of full-meshed routers grows, the number of required virtual links
grows exponentially.

5. D. This status could result from an interface being down, but the spe-
cific OSPF definition is the lack of Hello packets received from the
neighbor.

6. A. The init state is simply the state of receiving Hello packets on the
interface; no adjacencies or other information have been exchanged at
this point.

7. A. Hello packets contain Router ID information. Once a router sees
its own Router ID, it is in a 2Way state.

8. B. ExStart is the step prior to exchanging all route information. LSA
floods occur for routing updates after adjacencies have been formed.

9. D. This process follows the Exchange state and verifies that no new

LSA information became available during the exchange
process.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

C. Although there are continuous route exchanges, the Exchange state
occurs at the time adjacencies are established.

B. When a neighbor reaches Full status, it has synchronized its data-
base with all of the adjacent routers.

A, C. No DR is assigned on any type of point-to-point link. No DR/
BDR is assigned on the NBMA point-to-multipoint due to the hub/
spoke topology.

B, C. DROther routers form adjacencies only with the DR and BDR.
An RP is a rendezvous point for multicast routing.

B. 224.0.0.6 is used for AlIDRs.

B. Found via Hello packets, a neighbor is an adjacent OSPF router.
Note that no routing information is exchanged with neighbors unless
adjacencies are formed.

D. The 1-255 range often describes the load or reliability metric for
distance-vector algorithms.

A. The correct equation gives values for Cisco-derived metrics,
although this can be modified.

A. Within OSPF, link is synonymous with interface.

B. Every OSPF network must contain a backbone area, which is num-
bered as Area 0.

A, C, and D. While OSPF has more configuration complexity than
RIP, OSPF does offer far speedier convergence, the support of Vari-
able Length Subnet Masks, and greater scalability (overcoming RIP’s
15 hop-count limitation).
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n this chapter, we will illustrate the scalability constraints of an
OSPF network with a single area. The concept of multi-area OSPF will be
introduced as a solution to these scalability limitations. This chapter will
also identify the various categories of routers used in multi-area configura-
tions. These router categories include a backbone router, internal router,
area border router (ABR), and autonomous system boundary router (ASBR).
We’ll explore how these routers can use summarization and default routes to
reduce the amount of route information that is injected into an area, thus
reducing a router’s memory and processor overhead.

The functions of different OSPF Link State Advertisements (LSAs) are
very important to understand for the Routing exam, and we will detail the
types of LSAs used by OSPF. We will see how these LSAs can be minimized
through the effective implementation of specific OSPF area types.

Specifically, we will examine stub areas, totally stubby areas, and not-so-
stubby areas and show how these areas can be used to minimize the number
of LSAs advertised into an area. We’ll also provide a set of design guidelines
and configuration examples as well as the syntax required to configure route
summarization at both area border routers and autonomous system bound-
ary routers.

You’ll learn that all areas need to have a link to Area 0. If an area is not
attached to Area 0, virtual links can be used to span transit areas in OSPF
networks where all areas are not physically adjacent to the backbone area.
We then will conclude with a collection of debug and show commands that
can be used to effectively monitor and troubleshoot a multi-area OSPF
implementation.
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OSPF Scalability

FIGURE 5.1

In the previous chapter, we examined the configuration of OSPF net-
works that contained a single area. We saw that OSPF had significant advan-
tages over distance-vector protocols, such as RIP, due to OSPF’s ability to
represent an entire network within its link state database, thus vastly reduc-
ing the time required for convergence.

However, let’s consider what the router does in order to give us such great
performance. Each router recalculates its database every time there is a
topology change, requiring CPU overhead. Each router has to hold the entire
link state database, which represents the topology of the entire network,
requiring memory overhead. Furthermore, each router contains a complete
copy of the routing table, requiring more memory overhead. Keep in mind
that the number of entries in the routing table may be significantly greater
than the number of networks in the routing table because we may have mul-
tiple routes to multiple networks.

With these OSPF behavioral characteristics in mind, it becomes obvious
that in very large networks, single area OSPF has some serious scalability
considerations. Fortunately, OSPF gives us the ability to take a large OSPF
topology and break it down into multiple, more manageable areas, as illus-
trated in Figure 5.1.

OSPF areas

Multi-area OSPF network
Single area OSPF network
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Consider the advantages of this hierarchical approach. First of all, routers
that are internal to a defined area need not worry about having a link state
database for the entire network, only their own areas, thus reducing memory
overhead. Second, routers that are internal to a defined area now only have
to recalculate their link state database when there is a topology change
within their particular area. Topology changes in one area will not cause glo-
bal OSPF recalculations, thus reducing processor overhead. Finally, since
routes can be summarized at area boundaries, the routing tables on each
router need not be as large as they would be in a single area environment.

Of course, as we start subdividing our OSPF topology into multiple areas,
we introduce some complexity into our configuration. Therefore, in this
chapter we will examine these various configuration subtleties, in addition to
strategies for effectively troubleshooting multi-area OSPF networks.

Categories of Multi-area Components

This section covers the various roles that routers play in an OSPF large
network. These include backbone routers, internal routers, area border rout-
ers, and autonomous system boundary routers. We’ll also discuss the differ-
ent types of advertisements that are used in an OSPF network and the
different types of areas that can be configured.

OSPF Router Roles

As we alluded to earlier, routers within a multi-area OSPF network fall into
different categories. To gain an understanding of the various roles that our
routers can play, let’s consider Figure 5.2.
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FIGURE 5.2 Routerroles

EIGRP
Autonomous
System Internal Router
Internal Router Backbone Router

RouterC RouterB

T

Area Border Router
Autonomous System Boundary Router
Backbone Router

Starting at the core of the given network and working our way outward,
consider RouterA. Notice that RouterA is part of Area 0. As we learned in
the previous chapter, Area 0 is referred to as the backbone area. Therefore,
we can make the following definition:

Backbone router A backbone router is any router that exists (wholly or
in part) in OSPF Area 0.

Another distinction that we can make about RouterA is that it is con-
tained completely within a single area, in this case Area 0. Since all of
RouterA’s interfaces are internal to a single area, we can make the following
definition:

Internal router An internal router is any router that has all of its inter-
faces as members of the same area.

- Remember that a router can play more than one role. In our example, RouterA
ITE is both a backbone router and an internal router.

Now consider RouterB. Notice that RouterB meets the requirement to be

classified as a backbone router (i.e., RouterB has one or more interfaces that
are part of Area 0). However, unlike RouterA, RouterB is partially in Area 0 and
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Link State

partially in Area 10. There is yet another term to define routers that have
interfaces in more than one area:

Area border router An area border router is any router that is connected
to multiple OSPF areas.

Recall that the topology of an OSPF area is contained in a link state data-
base. Therefore, if a router is connected to multiple areas, it will contain mul-
tiple link state databases. This should be a design consideration when sizing
a router that will function as an area border router.

Also notice that RouterB is connected to an EIGRP network. Whether an
OSPF network is connected to an EIGRP network, a BGP network, an OSPF
network with a different Process ID, or a network running any other such
external routing process, this external network may be referred to as an
autonomous system. The scenario of an OSPF router sitting at the boundary
of an external routing process leads us to a fourth category of OSPF router:

Autonomous system boundary router An autonomous system bound-
ary router is any OSPF router that is connected to an external routing process.

The ability of an ASBR to exchange routing information between its
OSPF routing process and the external routing process to which the router
is connected is not an automatic process. Such routes are exchanged through
a process called route redistribution, which is the focus of Chapter 10,
“Route Optimization.”

Advertisements

Recall that a router’s link state database is made up of Link State Advertise-
ments (LSAs). However, just as we had multiple OSPF router categories to
consider, we also have multiple types of LSAs to consider. Specifically, there
are five types of LSAs that we need to be concerned with. While the impor-
tance of LSA classification may not be immediately apparent, we will see its
application when we examine the various types of OSPF areas. Let’s examine
the function of the various LSA types:

Type 1 LSA Referred to as a Router Link Advertisement (RLA), the
Type 1 LSA is an advertisement sent by a router to other routers in its
area. The advertisement contains the status of a router’s link to the area
it is connected to. If a router is connected to multiple areas, then it will
send a Type 1 LSA for each of the areas it is connected to.
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Type 2 LSA Referred to as a Network Link Advertisement (NLA), the
Type 2 LSA is generated by designated routers (DRs). Recall that a des-
ignated router is elected to represent other routers in its network, and it
has established adjacencies with each of the routers within its network.

The DR uses the Type 2 LSA to send out information about the state of
other routers that are part of the same network. Note that the Type 2 LSA
is only sent to routers that are in the area containing the specific network.

Type 3 and Type 4 LSAs Referred to as Summary Link Advertisements
(SLAs), the Type 3 and Type 4 LSAs are generated by area border routers.
These ABRs send Type 3 and Type 4 LSAs to all routers within an area. These
LSAs advertise intra-area routes to the backbone area (Area 0) and both
intra-area and inter-area routes to non-backbone areas.

Type 5 LSA Referred to as AS External Link Advertisements, Type 5
LSAs are sent by autonomous system boundary routers (ASBRs). These
ASBRs use Type 5 LSAs to advertise routes that are external to the OSPF
autonomous system.

OSPF Area Types

One of our main motivations for subdividing a single OSPF area into multiple
areas was to reduce router overhead. We decided that all routers didn’t need
to have the entire network topology in their link state databases. Let’s
now examine the types of non-standard areas we can use to reduce router
overhead:

Stub area Routers in a stub area do not receive Type 5 LSAs. Instead,
they receive a default route that is used to reach external networks. There-
fore, stub area routers have reduced overhead since they do not have to
process Type 5 LSAs.

Totally stubby area To further reduce the number of LSAs that an inter-
nal router will need to process, the router can be configured as a totally
stubby area. In addition to not receiving Type 5 LSAs, a totally stubby
area does not receive summary LSAs. The function of a totally stubby area
is Cisco-specific, which is an important concept to remember when
designing an OSPF network in a multi-vendor routing environment.
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Not-so-stubby area (NSSA) Like a stub area, a not-so-stubby area does
not receive Type 5 LSAs. However, sometimes there is a need, on a limited
basis, to import external routes. Such a situation is where NSSAs are use-
ful. The NSSA imports external routes (Type 7 LSAs), via route redistri-
bution, and then translates these Type 7 LSAs into Type 5 LSAs.

Basic Multi-area Configuration

Consider the multi-area OSPF network shown in Figure 5.3. To
review some of the router classifications that we previously discussed, notice
that RouterA would be classified as both an internal router and a backbone
router. Also, RouterB would be classified as both a backbone router and an
area border router. Finally, RouterC would be classified as an internal
router.

FIGURE 5.3 Sample multi-area configuration

Area 1 Area 0

1.1.3.2/24 1.1.2.1/24
1.1.4.1/24 f\},i e0 e e :f\,}/\1.1.1.1/24 L
€0 el 1.1.3.1/24 1122024 €0 ef g
RouterC RouterB RouterA

Ethernet Ethernet

RouterA

interface Ethernet0
ip address 1.1.1.1 255.255.255.0
!
interface Ethernetl
ip address 1.1.2.1 255.255.255.0
!
router ospf 70
network 1.1.1.0 0.0.0.255 area 0
network 1.1.2.0 0.0.0.255 area 0

Copyright ©2001 SYBEX, Inc., Alameda, CA www.sybex.com


http://www.sybex.com

Basic Multi-area Configuration 173

RouterB

interface EthernetO
ip address 1.1.3.1 255.255.255.0
!
interface Ethernetl
ip address 1.1.2.2 255.255.255.0
!
router ospf 70
network 1.1.2.0 0.0.0.255 area 0
network 1.1.3.0 0.0.0.255 area 1

RouterC

interface Ethernet0
ip address 1.1.4.1 255.255.255.0
!
interface Ethernetl
ip address 1.1.3.2 255.255.255.0
|
router ospf 70
network 1.1.3.0 0.0.0.255 area 1
network 1.1.4.0 0.0.0.255 area 1

Let’s examine the syntax to configure OSPF on RouterA. First, we need to
enable the OSPF process on the router:

RouterA (config)#router ospf 70
where 70 is the Process ID.

Next, we need to identify each of the networks connected to the router
that we want to participate in the OSPF process. In this example, we have
two networks connected to RouterA (1.1.1.0/24 and 1.1.2.0/24):

RouterA(config-router)#network 1.1.1.0 0.0.0.255 area 0
where1.1.1.0 0.0.0.255 is the network and wildcard mask of a network
connected to RouterA and where 0 is the area that network 1.1.1.0/24 is a
member of.

RouterA(config-router)#network 1.1.2.0 0.0.0.255 area 0
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The syntax for RouterB is similar to that used for RouterA. The primary
difference is that RouterB is connected to two areas:

RouterB(config)#router ospf 70

RouterB(config-router)#network 1.1.2.0 0.0.0.255 area 0

RouterB(config-router)#network 1.1.3.0 0.0.0.255 area 1

The syntax for RouterC is very similar to that of RouterA. The difference
is that RouterA is internal to Area 0, thereby classifying it as a backbone
router:

RouterC(config)#router ospf 70
RouterC(config-router)#network 1.1.3.0 0.0.0.255 area 1
RouterC(config-router)#network 1.1.4.0 0.0.0.255 area 1

Stub Area Configuration

Since the main purpose of having stub areas (and totally stubby areas)
is to keep such areas from carrying external routes, we need to review some
design guidelines before configuring a stub area or a totally stubby area:

= Do not make the backbone area (Area 0) a stub area.

= Since external routes are injected by autonomous system boundary
routers, do not make any area containing an ASBR a stub area.

= Since routers within a stub area use a default route to get out of the
stub area, typically there is only one route out of the stub area. There-
fore, a stub area should usually only contain a single area border
router. Keep in mind that since a default route is being used, if a stub
area contains more than one ABR, a non-optimal path may be used.

= If you decide to make a particular area a stub area, be sure to configure
all the routers in the area as stubby. If a router within a stub area has
not been configured as stubby, it will not be able to correctly form
adjacencies and exchange OSPF routes.

With these guidelines in mind, let’s examine a sample configuration for a
stub area. Consider the network shown in Figure 5.4. We’re going to make
Area 25 a stub area. In this example, we won’t be concerned with the con-
figuration of RouterA, since it does not participate in Area 25. We will then
examine the syntax for RouterB, RouterC, and RouterD.
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FIGURE 5.4 OPSF configuration example continued—stub area configuration

Stub Area

Area 25 Area 0

] Summary Route
Information

l’\'}”i 1.1.1.1/24 .'\'3:”\‘
e 10.1.2.2/24 62 &0 '
== S 10.1.2.1/24 / RouterB RouterA
Default Route
Information

External Route
Information

RouterD

RouterB

interface Ethernet0
ip address 1.1.1.1 255.255.255.0

!

interface Ethernetl
ip address 10.1.1.1 255.255.255.0

!

interface Ethernet2
ip address 10.1.2.1 255.255.255.0

!

router ospf 10
network 1.0.0.0 0.255.255.255 area 0
networ